
Character Recognition Systems Conference [SI. Typical recogni- 
tion rates were around 95% on the digits, with only one system 
(based on a set of multilayer perceptrons) approaching the human 
performance of 98.5%. For a system using less than 0.05% of the 
training data, the n-tuple method seems quite respectable. Exten- 
sion of these preliminary tests to the full dataset would be an 
interesting project. 

Similar tests were run using various tuple sues from 2 to 10, 
with qualitatively similar results. Recognition accuracy is poor for 
2-tuples, best for 4-tuples, and degrades slightly as the size 
increases beyond 4. 

Conclusions: These results demonstrate in character recognition 
applications that the test-before-train heuristic provides a conven- 
ient way to control saturation in an n-tuple recogniser, thereby 
making efficient use of the available training data. 
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Digital signature with (t, n) shared 
verification based on discrete logarithms 

L. Ham 

Indexing terms: Information theory, Public-key cryptography 

The Letter presents a digital signature scheme based on the 
discrete logarithm problem which enables any f of the n verifiers 
to verify the validity of the signature. 

Zntroductionr The digital signature with ( I .  n)  shared verification is 
the same as regular digital signatures which consists of a string of 
binary numbers generated by a single user with the knowledge of a 
secret key, except that the signature verification has the following 
properties: 

(i) any t of the n verifiers can verify the validity of the signature 

(ii) any 1-1 or fewer verifiers cannot verify the validity of the sig- 
nature. 

This definition is very similar to the definition of a ( t ,  n )  secret 
sharing scheme. However, the major differences are: 

(i)  in the secret sharing scheme, because the secret shadows are 
exchanged among users and the master key is derived after each 
secret reconstruction process, the master key can only be used 
once if no other encryption scheme has been used; but, in a shared 
verification signature scheme, because the secret shadows and the 
master key are used to verify the signature, it may never be 
revealed in the cleartext form and thus the master key and secret 
shadows can be used repeatedly 

(ii) in the shared verification signature scheme, the master key cor- 
responds to the public key used in the digital signature schemes 
and by knowing only the public key, it is still infeasible to obtain 
the secret key used to sign the message. 

Soete er al. [l] proposed a ( t ,  n )  shared verification signature 
scheme in 1989 based on generalised quadrangles. It requires the 
use of secure boxes for the verifiers to verify the signature. The 
possible applications of this signature scheme can be found in 
[1,2]. In this Letter, we propose a signature scheme with (1 ,  n) 
shared verification based on the computational difficulty of dis- 
crete logarithms. 

Proposed signature scheme with i t ,  n) shared verification: p = a 
prime modulus where 2"' < p < 251*; w = (JI - 1)/2, a large prime, 
where 25'0 < w < Z5" q = a prime divisor of w - I ,  where F9 < q 
< 2IM; s = a secret integer for the user with 0 < s < q; y ,  = p: mod 
p, for v = 1, 2, ..., where y ,  is the public key for the signer used 
for message m,, and f i v  is a generator with order w in Gm); {a,, 
for i = 1, ..., t - I ) ,  andflx) = s + a,x + ... + a,-+-, mod q, each 
a,  is a random integer with 0 < a,  < q; {gv ,  for v = 1, 2, ...}, where 
g. = h,*" mod p > I; each h, is a random integer with 0 < h, < 
p ;  each g ,  is a generator with order w in GO), thus we have g,' 
mod p = g,' mod mod p for any non-negative integer t ;  a = eC-l)'q 

mod w > I ,  e is a random integer with 0 < e < w; a is a generator 
with order q in GF(w), thus we have a' mod w = a' mod q mod w, 
for any non-negative integer t; my, for v = 1, 2, __., are messages to 
be signed and transmitted; k,, for v = 1, 2, . . ., are random integers 
with 0 < k,  c w; H = a one-way hash function. 

Integers { a ,  i = I ,  _.., t - I }  are secret values, andp, w, q, and 
g,, for v = 1,2, ..., are public values. The signer's private and pub- 
lic keys are s and y ,  for v = I ,  2, ..., respectively. s, a, and k,  must 
be kept secret. k,  must be changed for each signature. 

Shadow generation: Our scheme uses the cryptographic techniques 
of the perfect secret sharing scheme of Shamir [3] based on the 
Lagrange interpolating polynomial and the digital signature algo- 
rithm [4] proposed by NIST. 

Let A be the signer and s be the secret key used by A to sign 
messages. A is responsible for generating secret shadows for all 
verifiers. A selects the ( t  - I )  th degree polynomial Ax) = s + a, x 
+ . . . + a,+,xC1 mod q. The shadows for each verifier are computed 
as S, = a f W  mod w, where x, is the public information associated 
with the verifier U,. We would like to point out here that with any 
t pairs of (x,, SJ, a' can be determined as a' = 

(2 f(..) mod s) 

mod w 

mod w > = I  , = , . I + .  = c y  
I .  

Signature generation: The signature scheme is based on the EIGa- 
mal signature scheme [5] with some modifications. Assume A 
wants to sign a message m,, where 0 r my r p - I .  With the knowl- 
edge of the secret key s, A can find fiv to satisfy the relation 

We have defined y ,  = fi: mod p .  A then randomly selects an inte- 
ger k,, where 0 r k,  r w - 1, and computes 

T, = Dek" mod p 
A now solves the congruence 

m,' = k,z ,  + ST, mod w 
or 

2 ,  = (mu' - .wU)ku-' mod w 
for integer z,, where 0 r z, r w ~ 1 and m,' = H(m,). {zv,  r,, g,, B y }  
is the signature for message m,. 

g,a" = Pos mod P (2) 
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Signature verification: On receiving the signature {zv ,  r,, g , ,  p v }  any 
t of n verifiers can verify the signature of message m,. Let t verifi- 
ers be denoted as U,, i = 1, 2, __., I ,  with public information x,, i = 
1, 2, ..., t .  First, they need to work together to generate the public 
key y ,  associated with the secret key s as y ,  = p.’ mod p. 

Theorem: With the knowledge of g,, and t secret shadows, S,, i = 
1, 2, ..., I ,  y ,  can be generated. 

Proof: With the knowledge of the secret shadow SI, U, computes 
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Modified Chang-Hwang-Wu access control 
scheme 

M.-S. Hwang, W.-P. Yang and C.-C. Chang 

,=l . ,# l  mod w) 

= 9. mod p 
SKI is sent to u2. u2 uses his secret shadow S2 to compute 

Indexing terms: Cryptography, Information theory 

Just by repeating the same procedure until the tth verifier has used 
his secret shadow to work on the value obtained from its predeces- 
sor, the public key y .  can be fmally obtained as 

= 9:’ mod p 

= b,” mod p 
(from eqn. 1) 
(from eqn. 2) 

The signature of m,  can then be verified by checking the following 
relation as: 

p,,””’ = ~ , , * ~ y , , ~ ~  mod p 

If the above relation does hold, the signature of m,  has been veri- 
fied. 

= Y” Q E D  

Security discussion: In this scheme, user A uses the secret key s to 
sign messages repeatedly; but the corresponding public key y ,  is 
different for each message. This is because y ,  is revealed after veri- 
fying each message and thus it cannot be used again, otherwise it 
will lose the property of the shared verification signature scheme. 
On the other hand, even multiple public keys associated with the 
same secret key s have been revealed; to derive the secret key we 
have to solve the discrete logarithm problem. The secret shadow 
for each verifer is also protected by the discrete logarithm prob- 
lem during the public key derivation process. 
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It is found that some security classes in the Chang-Hwang-Wu 
access control scheme can be combined to derive the secret key of 
their immediate ancestor in some cases. Some slight modifications 
to the proposed scheme to enhance the security levels are also 
given. 

Introduction: In [I], the authors proposed an efficient crypto- 
graphic key assignment scheme for solving the access control 
problem in a partially ordered hierarchy. Basically, the scheme is 
based on the Newton interpolation method and a predefmed one- 
way function. The scheme not only reduces the amount of storage 
required for storing public parameters, but also is simple and effi- 
cient in generating and derivating keys. However, some security 
classes can be combined to derive the secret key of their immediate 
ancestor in some cases. We also give some modifications to 
slightly modify that subject scheme so that the security will be 
greatly improved. 

Weakness of proposed scheme: In [I], the authors assumed that 
there is a trusted third party in the system that is responsible for 
generating and distributing keys. They assigned each security class 
CO an associated distinct pair (a,, b,) as the public parameter. 
Assume that the security class C, has d immediate successors Cjl, 
C,2, ..,, C,. The security class C,, using the Newton interpolation 
method, constructs an interpolating polynomial HXX) of degree d 
by interpolating on the points (0, KJ,  (aj,, b J ,  (an, b J ,  ..., (ad: ba) 
over GF(P). Let Hr(X) = (K ,  + 2,cp) mod P, where cI is an mte- 
ger between 0 and P - 1. The secret key K, of C, is calculated by 
K,, = f l cJ  mod P, for j = 1,2,., ., d ,  where cg is the coefficient of the 
term .V in Hr(X). 

The key derivation is quite similar to the key generation. Using 
the Newton interpolation method, they reconstruct the interpolat- 
ing polynomial Hz(X) = (K ,  + 2cvX)  mod P by interpolating on 
points (0, KJ, (ai,, b,,), (ao, b,*) ,.._, (ud, bd). The secret key of C, is 
thus obtained from K ,  =A.,,) mod P, where cu is the coefficient of 
the term Xj in Hf(X). 

In the proposed scheme, the pairs of public parameters (ag, bJs,  
the prime number P and the predefined one-way function f are 
known to all security classes in the hierarchy. The security class C, 
only keeps its own secret key K, secretly. 

We now show the weakness in the security of the above scheme. 
Let C,,, f&..,Cd be d immediate successors of the security class 
C,. Because the points (a,,, bjJ,  (an, b,) ,..., (ad, bd) for Cj,,C, ,..., C ,  
respectively, are known to each security class, we can construct an 
interpolating polynomial H,<X) = (K, + 2,Q) mod P with one 
unknown point (0, K,) and d known points (ajl, b J ,  (a2, b,), ..., (ad, 
bd), based on the Newton interpolation method (21. The formula is 
as follows: 

(1) 
H , ( z )  =(K,  + 91 (KijX + gz (KdX2  + . ’ . 

+ g d ( K t ) X d )  mod P 

where g,(K,) can be represented as a linear polynomial with one 

ELECTRONICS LE7TERS 25th November 1993 Vol. 29 No. 24 2095 

Authorized licensed use limited to: University of Missouri System. Downloaded on March 23, 2009 at 15:14 from IEEE Xplore.  Restrictions apply.


