
It is apparent that by varying the number of blocks one can eas- 
ily design a new balanced code (for example, the encoding table 
for (8,4,2) code has only four rows and two columns, etc). 

TreZlk design procedure: We consider a trellis for the designed 
code as a set of eight similar subtrellises each one corresponding 
to each of the eight rows given by Table 1. We start with the 
design of the first sub-trellis: 

subtrellis 1 
/ subtrellis 2 

Wig. 1 Trellis diagrams for (16,6.@ wrst subtrellis) and (16.9.4) codes 

(if If x, = xI = x, = 0 (the fmt row in Table l), the trellis diagram 
for the (16,6,4) balanced code can be design using the technique 
introduced in [4] and is shown in Fig. la. This subtrellis has N, = 
5 columns and N, = 4 states. The trellis branches at depth p corre- 
spond to a pth column of Table 1 and are labelled as XJY,,, where 
X, are 2-tuple binary vectors of information digits and U, are 4- 
tuple binary vectors encoded according to function I;. 

(U) If x, = x, = 0 and x2 = 1 (the second row in Table 1) the trellis 
diagram for the (16,7,4) balanced code can be derived easily by 
inverting the labelling at the final depth p = 4 in the second sub- 
trellis. 

(i) The remaining six subtrellises will have a similar structure 
with branch labels at depth p modifed according to the pth col- 
umn of Table 1 and functionf,. The overall trellis diagram for the 
(16,9,4) code is shown in Fig. lb (it is apparent that a combination 
of the fnst four subtrellises represents the trellis diagram of the 
(16,8,4) balanced code [2]). 

As follows from this Figure, the trellis diagram of the nonlinear 
(16,9,4) balanced code has 32 states and five columns; there are 29 
distinct paths through this trellis diagram and each path corre- 
sponds to a unique codeword. 

The designed trellis possesses a useful feature which allows us to 
reduce the complexity of the Viterbi decoder: in every subtrellis, 
the trellis branches starting from different states have similar 
labelling (see Fig. la). This allows us to reduce the number of cal- 
culations by a factor of -4 without degradation of the maximum- 
likelihood performance. 

Computer simulation results: The simulation tests were carried out 
under additive white Gaussian noise channel conditions for the 
binary unipolar signalling scheme. In Fig. 2 the probability of bit 
error rate (BER) is plotted as a function of EdN,, where Eb is the 
energy per information bit and No is equal to the noise variance. 
As expected, trellis decoding provides about 2dB coding gain over 
conventional hard decision d e d i g .  

Conclusion: A lowcomplexity encoding and trellis decoding tech- 
nique for nonlinear balanced ECCs is presented. The technique is 

0 2 4 6 8 10 12 14 16 

Eb/N,.dB m 
Fig. 2 Simulation results 

-.- hard decision decoding 
-+-trellis decoding 

illustrated by the design of a (16,9,4) nonlinear balanced code 
together with its trellis diagram. A regular structure of the 
designed trellis allows achievement of maximum-likelihood per- 
formance with reduced decoding complexity. 
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Modified key agreement protocol based on 
the digital signature standard 

L. Ham 

Indexin!? terms: Crvotonrwhv. Information theorv 

Arazi proposed a scheme to integrate a key exchange protocol 
into the DSS (digital signature standard) to authenticate two 
public keys exchanged between two users and then one 
corresponding seaet session key can be shared by two parties 
based on the We-Hellman public-key distribution sheme. 
Later, Nyberg and Rueppel pointed out a weakness in the Arazi 
protocol: if one secret session key is compromised then the others 
will be disclosed as well. The Letter proposes a modified key 
agreement protocol based on the DSS. 
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Introductron: Diffie and Hellman [l] proposed the well known 
public-key distribution scheme based on the discrete logarithm 
problem in 1976 to enable two parties to establish a common 
secret session key based on their exchanged public keys. However, 
their scheme did not provide an authentication mechanism for the 
exchanged public keys. In 1985, ElGamal [2] proposed a digital 
signature scheme based on the discrete logarithm problem. The 
ElGamal' signature scheme can provide an authenticated mecha- 
nism for distributing the public keys. 

In 1993, Arazi [3] proposed a scheme to integrate a key 
exchange protocol into the DSS (digital signature standard) [4] to 
authenticate the public keys. Later, Nyberg and Rueppel [5] 
pointed out a weakness in the Arazi protocol: if one secret session 
key is compromised then the others will be disclosed as well. This 
Letter proposes a modified key agreement protocol based on the 
DSS. Instead of distributing a single public key in each communi- 
cation session, we propose to distribute multiple public keys in 
each session. 

There is some public information that should be agreed to by 
all users: 

p = a large prime modulus, where 2511 < p < 
q = a prime divisor of p-1, where 2Is9 < q < 2IM 
a, where a = h b l h  mod p, h is a random integer with 1 s  h 5 
p - 1 such that fi*'yq m o d p  > 1 
x, = a secret key for user i, where 2Is9 < x, < 2I6O 
yi = a corresponding public key for user i, where y i  = ax' mod p 
H = the secure hash function (SHA) proposed by the NIST. 

@, q, a, yif are public values and {xi) is each user's secret key. 

Modified key agreement protocol: We assume that user A wants to 
share three secret session keys with user B. Then: 
(i) User A randomly selects two secret integers, vI and v, E [l ,  4-11 
and computes 

z5l2 

m~~ = cy"' mod p 
m ~ 2  = cyv2 mod p 

T A  = ( m ~ i m ~ 2  mod p )  mod q 

S A  = (VI + V 2 ) - 1 [ H ( m ~ i , m ~ 2 )  + Z A T A ]  mod Q 
and sends ( m A l ,  m,,, s,,) to B. 

(ii) User B randomly selects two secret integers, wI and w, E [l ,  q-11 
and computes 

m ~ 1  = cyzu1 mod p 
ms2 = cy"2 mod p 

T B  = ( ~ B I ~ B Z  mod p) mod q 

S E  = (Wi -I- W~)-~[H(msi,maz) + Z E T B ]  mod Q 
and sends ( m E l ,  mm, s,) to A. 

(iii) User A computes 

T B  = ( m ~ 1 m ~ 2  mod p) mod Q 

verifies the DSS-signature (IB, sB) of the message (m,,, mm), 
then computes the shared secret keys as 

K ~ s l  = mzl mod p 
K A B ~  = m22 mod p 
K A B ~  = m21 mod p 

(iv) User B computes 
T A  = ( m ~ i m ~ 2  mod p) mod 

verifies the DSS-signature (TA, sA) of the message (mil, mA2), 
then computes the shared secret keys as: 

K A B ~  = mz: mod p 
K A B ~  = my; mod p 
K A B ~  = mz; mod p 

Security: We follow the known-key attack proposed by Nyberg 
and Rueppel [5] to examine the security of the modified scheme. 
We have 

K ~ s l  = cy"'"'' mod p 
K A B ~  = cyyzw2 mod p 
KAs3 = Cyvzw' mod p 

where 

Vi + U2 1 s,'[H(mAl,mAz) + Z A T A ]  mod Q 

Wi + W2 1 S&l[H(mBl, m B 2 )  + Z B T B ]  mod Q 
Hence, by multiplying the above two equations, we obtain 

v1w1 + VlW2 + V2Wl + wzw2 

= s,ls,'[H(m~i,m~z)a(m~l,msz) 
+ H ( ~ A ~ , ~ A z ) z B ~ B  + H ( ~ E ~ , ~ B z ) ~ A T A  
+ Z A T A Z B T B ]  mod 4 

From the above equation, we obtain 
( K A B ~ K A B ~ K A B ~ L Y ~ ~ " ' ~ ) ~ ~ ~ ~  

c y H ( m ~ ~  , m ~ z ) H ( m ~ ~ . m ~ z )  - - 
H ( ~ A ~ . ~ A ~ ) ( T D )  YA H ( ~ D I , ~ B z ) ( ~ A ) ~  

Y B  
( $ A ~ B  ) ( P A T E )  mod p 

Under known-key attack, since a"lw* has never been used as the 
secret session key, all quantities in this equation except two values, 
aYlw2 and axAxs, are publicly known or sent between the parties. 
Thus, the proposed known-key attack cannot work successfully in 
our modified scheme. 

Conclusion: We have proposed a key agreement protocol based on 
the DSS. This protocol allows us to exchange n pairs of public 
keys between two users and to establish n2-1 secret session keys. 
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Integration process for photonic integrated 
circuits using plasma damage induced layer 
intermixing 

B.S. Ooi, A.C. Bryce and J.H. Marsh 

Indexing terms: Ion beam effects, Semiconductor junction lasers, 
Integrated circuits, Plasma techniques 

A new quantum-well intermixing process in GaAdAIGaAs 
structures, based on ion bombardment damage, has been 
developed. Bandgap tuned lasers and extended cavity lasers have 
been fabricated. Results show that the quality of the material is 
still high after intermixing. Losses as low as 18dB cm-' have been 
measured in the passive waveguides of the extended-cavity lasers. 

Introduction: Damage induced by reactive ion bombardment of a 
semiconductor from a glow discharge system primarily comprises 
point defects. Point defects generated in this manner have been 
found to enhance group Ga-AI interdiffusion, and hence blue-shift 
the bandgap energy by intermixing GaAdAlGaAs quantum wells 
(QWs) during an annealing step [l]. 

A high-RF-power, and hence high-damage, H, plasma process 
was used here to create point defects on the surface of semicon- 
ductor samples, followed by annealing to diffuse the point defects 
down into the QW region. In this study, bandgap tuned oxide 

ELECTRONICS LE77ERS 16th March 1995 Vol. 31 No. 6 449 

-- 1 1 -  

Authorized licensed use limited to: University of Missouri System. Downloaded on March 23, 2009 at 14:52 from IEEE Xplore.  Restrictions apply.


