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Abstract


After gathering sufficient shadows from honest participants and having derived the secret exclusively, a participant, in the process of reconstruction a secret, can turn into dishonest and withhold his own shadow (or present a fake shadow) so that the others cannot obtain the secret. Previous solutions to overcome this cheating problem require all participants to release their shadows simultaneously, which is difficult to enforce without other supporting protocols.  In this paper, we propose a secret reconstruction protocol to solve the cheating problem without the simultaneously releasing constraint. This protocol is unconditionally secure and can be incorporated with any secret sharing scheme to realize any secret sharing policy. 
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 1. Introduction


Secret sharing schemes have been proposed and extensively discussed in the literature. But, how the secret should be reconstructed is seldom discussed. When all other participants honestly present their shadows in the secret reconstruction process, a dishonest participant can always exclusively derive the secret by presenting a fake shadow and thus the others get nothing but a fake secret. Although protocols have been developed to detect fake shadows [1, 2, 3, 4] while reconstructing a secret, they do not prevent the cheater, who is the last one to release his shadow, from gaining this advantage.  Even when the cheater can be identified, this problem still exists because the cheater has already obtained the secret. The first protocol to solve this problem is proposed by Tompa and Wool in [2] where the real secret s is hidden in a sequence of identical dummy secret, s'. The advantage of dishonest participants over honest ones is the probability of correctly guessing the position of the real secret in the sequence. One major concern of this protocol is that all participants must simultaneously release their secret shadows, which is difficult to implement without other supporting protocols. In this paper, we propose a protocol to solve the cheating problem in the secret reconstruction without the simultaneously releasing constraint. This protocol is unconditionally secure and can be incorporated with any secret sharing scheme to realize any secret sharing policy. 

2. Basic Idea and Preliminaries


Suppose a secret needs to be shared according to a given secret sharing policy by a group of n players, U = {u1, u2,.....,un}. A secret sharing scheme is a method of breaking the secret, s, into n pieces, w1, w2,..., wn, with wi  secretly distributed to ui, such that if A 1 U  is a qualified subset of players according to the secret sharing policy, then s can only be reconstructed from shadows  {si | ui[ A}. The (t,n) - threshold scheme [5, 6], in which at least t players working together can reconstruct the secret and fewer than t player cannot, is a scheme to realize this very specialized secret sharing policy. For the convenience of discussion, users who involve in the reconstruction of the secret are called participants.

 
In order to achieve fair reconstruction of the secret, in addition to the secret shadow, each participant also gets a check vector, which is used to verify the validity of other participants' shadows in the reconstructing process, and a certificate vector, which is used to prove the validity of his own shadow, according to Rabin's information checking protocol [3], from the dealer.  More specific, for player ui with shadow wi, the check vector is a sequence of  pairs, (xj,i, yj,i), j[[1, n]-{i}, where xi,j and yi,j are two random numbers, and his certificate vector is a sequence of zi,j, j[[1, n]-{i},  such that wi=xi,j + yi,j zi,j, i[[1, n]  and j[[1, n]-{i}.   The shadow, the check vector, and the certificate vector distributed by the dealer, are collectively called the subsecret. With the help of check vectors and certificate vectors, the shadow presented by any participant can be verified in a perfect secure manner.   

3. Fair Reconstruction of the Secret


Suppose the dealer chooses a secret, s, in the domain of S to be shared by participants, u1, u2, ..., un, according to a secret sharing policy. 

Phase 1: Breaking the Secret into Subsecrets

The trusted dealer  first chooses an indicator s', s'+s, and publishes it.  Then he randomly  picks k+1 numbers independently in the domain of S-{s'} to form a (k+1)-element sequence, s1, s2,..., sk, and sk+1. He randomly chooses j, with 1<j<k, and replaces sj with s and  sj+1 with s'. Note that any number in S-{s'}, including the secret s, may appear multiple times in the sequence. For each element in the sequence, the dealer generates the shadows according to the secret sharing scheme used to implement the sharing policy and the check vectors and certificate vectors according to the information checking protocol described in Section II. Finally, the dealer distributes the corresponding subsecrets to each participant.

Phase 2: Secret Reconstruction 


When all participants of any qualified subset of players agree to reconstruct the secret s, they have to reconstruct s1, s2,.., sj-1 , s, and sj+1 accordingly until they obtain sj+1 and realize that sj+1=s'. At this point they assure that the previously derived value s is the secret. Within each round, each participant reveals his shadow and certificate vector (i.e., participants can be in any order) and these values are verified by the check vectors held by other participants. Simultaneously releasing does not require in this protocol.  If the revealed subsecret passes the verification, the next participant will continue to reveal his subsecret; otherwise, the protocol stops and the honest participants will use the last derived value as the secret.
4. Discussion


From the property of information checking, we know that any fake subsecret can be identified immediately and thus subsecrets of remaining participants will be withhold.  The cheater will obtain nothing. The cheater must be the last one to release his subsecret in order to gain advantage over the honest participants. Even under this worst situation, if the exclusively reconstructed information of the cheater in the current round is s', other honest participants have also obtained the secret, which is the value derived in previous round. Therefore, the only advantage the dishonest participant  can have over the honest ones is the probability of correctly guessing the exact position of the real secret and turning into dishonest at that round, that is, 1/k. Although any number of participants can turn into dishonest and dishonest participants can conspire against honest ones, this advantage remains the same.   

5. Conclusion


Without the assumption of all participants simultaneously releasing their shadows, the proposed protocol achieves the same goal as found in the previous work. More importantly, the protocol is unconditionally secure and can be incorporated with any secret sharing scheme to realize any secret sharing policy. Practically, it may be more desirable to have a protocol with polynomially computational complexity which reduces the advantage of the cheaters to an exponentially small value. More research efforts are needed to achieve this goal.
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