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A Non-Repudiation Metering Scheme
L. Harn and H. Y. Lin

Abstract—A metering scheme enables a web server to measure
the number of visits from clients. In addition, a proof needs to be
presented by the server as evidence corresponding to this measured
number. In this letter, we propose an efficient metering scheme
that incorporates the hash-chaining technique and the digital sig-
nature algorithm to provide a nonrepudiation proof of this mea-
sured number.

Index Terms—Public key cryptography, metering scheme.

I. INTRODUCTION

A METERING scheme can be used by a web server to
measure the number of visits from clients within a time

frame and the server can produce a proof to collect advertise-
ment fees. Naor and Pinkas have published a metering scheme
at Eurocrypt’98 [1] and later, Ogata and Kurosawa attacked
their scheme and proposed a modified one at Asiacrypt’00
[2]. Both schemes assume an audit agency to follow Shamir’s
secret sharing scheme [3] to generate shares/information to
clients/servers. These pre-generated server information enables
the server to verify a client’s access privilege by examining
the client’s submitted share on each visit. Later, based on the
reconstructed secret, the server is able to produce a proof to
show that at least a certain number of clients have visited the
server within a certain time frame.

Digital signature technique can be used in the metering
scheme to provide nonrepudiation proof. However, in case each
client presents a digital signature for each visit to the server,
the computational overload on both client’s and server’s sides
would be too significant. In this letter, we propose an efficient
metering scheme that incorporates the hash-chaining technique
and the digital signature algorithm to provide a nonrepudiation
proof of this measured number.

II. A N ON-REPUDIATION METERING SCHEME

The two major techniques used in this letter are digital sig-
nature and hash chaining. Similar techniques can be found in
authentication protocols [4] used for the Personal Communica-
tion Systems (PCS).

Our proposed scheme uses Lamport’s one-time pass-
word/hash-chaining technique [5] to produce nonre-
pudiation proof. Let be a one-way function and

be the composition of ’s.
Each client randomly selects an integerand register
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to the server. In the first visit, the client submits
to prove himself to the server. Then, the server will update

and store for next visit. The client reveals
, and in sequence to

prove himself for times.
By incorporating digital signature with this hash-chaining

technique to provide the nonrepudiationproof, the client signs
on , and submits the signature to the server. Here
is the information about , such as, when it expires, who
the associated web server is, etc. Similarly, the client reveals

and in sequence to
prove himself for times. The combination of and
the digital signature of can be used as a nonrepudiation
proof by the server as evidence ofvisits made by the client.
General discussion on one-way functions and one-way hash
functions can be found in [6] and the implementation of
one-way functions with one-way-hash functions can be found
in [7].

To accommodate multiple time frames, the scheme
described above can be generalized as follows. We
let the client randomly select seeds, ,
where is the number of time frames, and compute

, and digitally sign on the
one-way hash value, , where

is a one-way hash function. Again can be included in
the signature to tell the servers how this proof can be used.
Since each , can be used for up to
nonrepudiation visits, one signature can be used as aproof for
at most nonrepudiation visits.

III. SECURITY

The security of this proposed scheme is based on the secu-
rity of one-way chaining and the digital signature scheme used
to sign the one-way hash value, . The one-way chaining
algorithm prevents all users, except the legitimate client, to com-
pute backward values from a published one-way value. There-
fore, the combination of and the digital signature of

serves as a nonrepudiationproof that the client has made
visits.

IV. CONCLUSION

We have proposed an efficient metering scheme that enables
a server to measure theexactnumber of visits made by each
client. In addition, the server is able to present a nonrepudiation
proofand no participation of the audit agency is required in this
scheme.
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