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Hybrid Trust Structure in
Self-Organizing Networks

Tong Zhou, University of Missouri at Kansas City, USA
Lein Harn, University of Missouri at Kansas City, USA

ABSTRACT

A traditional service provider of telecommunications is recognized as an authority which is trusted by
the subscribers and the public. Ad hoc and Peer to Peer (P2P) networks have demonstrated advantages
that service provider controlled networks lack, and they also exhibit self-organizing behaviors. A pure
self-organizing network does not rely on any hierarchical management. Instead, it utilizes a web of trust
for security. Its trust management is complicated and varies from node to node. In this article, we discuss
a hybrid trust structure that leverages the involvement of an authority in a self-organizing network to in-
crease trust levels between disconnected small-worlds. The new model will help service providers design
more robust and innovative solutions for next generation networks and applications. [Article copies are
available for purchase from InfoSci-on-Demand.com]

Keywords:  Privacy, Public Key Encryption,; Security Risk, Social Networks, Telecommunications;
User; Wireless Technologies

INTRODUCTION so on. The traditional way of offering services
is through telecommunications service provid-

Wireless and internetworking technologies (ie. IS Service providers control the admissions to

IEEE 802.11 and the Internet) have provided op- their network infrastructures, including access

portunities for user equipment (UE) to directly networks, such as Worldwide Interoperability
communicate among themselves, bypassing forMicrowave Access (WiMAX), Transmission

traditional service providers’ physical and logi- Control Protocol/Internet ?rotocol (TCP/IP)
cal controls. Today, UE (i.e. wireless handset transport networks and service networks, such
Personal Digital Assistant (PDA) or laptop as IP Mgltlr'nedla Subs'yste':ms (IMS) throqgh
computer) is a multifunction and multipurpose Authentication, Authorization and Accounting
device. Not only does it provide a connection (AAA). 'Agreem‘ents may ex1sF among dlffer-
channel, makes a phone call and browse the In- ent service providers for roaming and service
ternet, butalso stores personal data, makes elec- ~ PECTINE PUIPOSCS. A subscr.lber either shgrgs a
tronic payments, determines its location, and secret with the service provider or uses a digital
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certificate issued by the Public Key Infrastruc-
tures (PKI) ofan authority for security. The issue
of a service provider’s complete control is that
all users’ service requests must be backhauled
to a control point at a national or regional data
center or the edge of the service provider’s net-
work. In an emergency, such as natural disaster
or terrorist attack, this infrastructure centric
control model is not robust enough to handle
larger than the normal bursts traffic. Even during
normal operations it is inefficient for a user to
transmit large amounts of data (i.e. file sharing
and streaming video) to another user through a
server provider’s network infrastructure when
a self-organizing network provides a direct
channel or a shorter path.

A self-organizing network, which can
be a Mobile Ad hoc NETwork (MANET), a
Peer-to-Peer (P2P) network, a mesh network
or a wireless sensor network, is a promising
approach for providing flexibilities for users
to form a network and control applications by
themselves. It can potentially reduce the bur-
den on a service provider’s network, increase
service availability and reliability, and drive
innovations. However, the challenge of a self-
organizing network is the lack of a centralized
control of authority. Without this it is difficult
to establish secure communications. A pure
self-organizing network does not assume any
authority for managing communications. Auser
makes their own decision. A reputation system
can be used to improve the performance of a
self-organizing network. It helps users identify
trusted nodes.

Network security plays a crucial role for
service providers. Popularapplications are often
targeted by hackers. Various security attacks,
such as Distributed Denial of Services (DDOS),
Man-in-the-Middle and SPAM can negatively
impact service performance. Implementing
strong authentication and diverting unknown
traffic can effectively avoid attacks. In cryp-
tograph, a digital certificate is used to bind
the public key and the identity of the owner
using a digital signature of a Certification Au-
thority (CA) to prevent impersonation attack.
Both hierarchical, such as ITU X.509, and

nonhierarchical, such as Pretty Good Privacy
(PGP), certification structures can be used to
secure communications between two nodes.
Hierarchical PKI require a root CA, which
may not exist in cross-domain scenarios. A
nonhierarchical structure, which is also known
as web of trust, has the flexibility to allow any
user to be a CA. However, it is very challeng-
ing to manage the trust relationships between
CAs. PGP defines trust levels and allows a
user to assign three levels of trustworthiness
(complete trust, marginal trust and no trust) to
another user’s certification capability. In PGP,
a user only accepts a stranger’s certificate if it
is issued by a CA that is completely trusted,
or two CAs that are marginally trusted by the
user. Trust is based on context and subjective.
Li, Li and Kato (2008) define trust as a belief
level that one node can put on another node for
a specific action according to previous direct
or indirect information from the observation of
behaviors. Inthisarticle, trust refers to the belief
of certification capability of a user. Studying
how people trust each other will help improve
the design of self-organizing networks.

Small world phenomenon reveals the fact
that people are connected through six or less
acquaintances (six degrees of separation) (Watt,
1999). Figure 1 shows two planes in a self-or-
ganizing network. The physical plane includes
a variety of UE that is capable of forming self-
organizing networks using existing (i.e. WiFi
and TCP/IP) or future networking technologies.
The social plane reflects the trust relationships
among users. It controls the self-organizing
networks on the physical plane through equip-
ment ownerships. The discovery of six degrees
of separations supports the feasibility of es-
tablishing self-organizing networks as people
are all connected through a small number of
intermediate hops. However, it does not mean
people on the connection path all trust each
other. Additionally, there are different levels of
trusts assessed by each individual. Therefore,
from a trust perspective, the whole world is
viewed as a collection of loosely connected or
isolated groups. The services offered by Tier
1 service providers in the United States (U.S.)
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Figure 1. Self-organizing network layers

Social Plane

Physical Plane

are often targeted for 99.999% availability. A
self-organizing network will notbe highly avail-
able and scalable if there are too many loosely
connected or isolated groups in it.

To solve the trust problem, we propose a
novel method to utilize a hybrid trust structure
for certification in order to connect groups
where there is no strong trust between them.
Within a group, the trust structure web can
still be used for trust establishment. Between
groups, a hierarchical trust structure is applied
to bridge them. This solution will benefit both
service providers and self-organizing networks.
In human life, P2P services and mass collabora-
tion, such as the online community for lending
money (www.prosper.com) and wikipedia
(www.wikipedia.com) are future trends, where
trust is a fundamental issue that needs to be
further studied.

The rest of the article is organized as fol-
lows: after a review of related works, we will
explain the terminologies used in this article.
Then the hybrid certification structure is de-
scribed, followed by a section that provides
a security protocol for exchanging private
information between peers. The next section
analyzes the effectiveness of endorsements,
followed by the simulation results, with the final

section summarizing the key contributions and
introducing future work.

RELATED WORKS

Aself-organizing network exhibits the structure
of decentralization in many aspects, including
signaling, data transportation, security, reputa-
tion management and charging. This section
discusses prior art that is related to self-orga-
nizing security. Public-key and symmetric-key
techniques can be used in self-organizing
networks to establish security associations
(Capkun, Hubaux, & Buttyan, 20006). Pairwise
symmetric keys lack scalability (Zhang, Liu &
Fang, 2006). In a P2P environment, public keys
can be certified by an authority or individuals.
In the scope of pure self-organizing networks,
we do not assume any hierarchical certification
structure. ID-based cryptography (IBC) is an
alternative to certificate-based cryptography
(CBC). Zhang et al. (2006) devise an ID-based
key management scheme called IKM, which
still requires a single authority. Suryanarayana,
Erenkrantz and Taylor (2005) summarize
different types of security threats. Sanzgirl,
LaFlamme, Dahill, Levine, Shields and Beld-
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ing-Royer (2005) design a protocol named
‘authenticated routing” for ad hoc networks
(ARAN), which uses public-key cryptography
to defeat the identified attacks. Sun, Osborne,
Xiao and Guizani (2007) present an overview
of intrusion detection techniques and future
research directions in MANET and wireless
sensor networks.

There are many proposals on the web of
trust based public-key certifications. Sun, Yu,
Han and Liu (2006) propose entropy-based and
probability based trust models. Caronni (2000)
discusses the algorithms for computing multiple
interconnected trust paths. Theodorakopoulos
and Baras (2006) view the trust evaluation
as a generalized shortest path problem on a
weighted directed graph and propose a trust
computation scheme. Li et al. (2008) design a
robust and attack-resistant framework, which
is called the objective trust management frame-
work (OTMF) based on a modified Bayesian
approach by which various weights are put on
differentinformation related to the observations
ofbehaviors according to their occurrence time
and providers. In previous research (Zhou &
Harn, 2007), we discuss the method of utilizing
the public key trust and validity levels to obtain
an end-to-end trust, and summarize different
thresholds for making a trust decision. When
no connection with a newly joined node is
found, and to mitigate the risks of blind trust,
we introduce the macro and micro methods
of analyzing the trust relationships among the
CAs which issue certificates to the node (Zhou
& Harn, 2008). More discussions on security
and trust are found in Xiong and Liu, 2004;
Josang, Hayward and Pope, 2006; Huynh, Jen-
nings and Shadbolt, 2006; Papadimitratos and
Hass, 2006; Yang, Shu, Meng and Lu, 2006;
Ma and Orgun, 2006; Lin, Lu, Zhang, Zhu, Ho
and Shen, 2008.

However, to the best of our knowledge,
there is no comparison on the service quality
of a carrier’s network and a self-organizing
network. In self-organizing networks, low and
no trustare common obstacles to achieving high
availability and reliability while maintaining
security. Without quality and security, the ap-

plications of self-organizing networks will be
very limited to specific environments and only
provide better than nothing services. To improve
the performance of self-organizing networks, we
propose a framework that allows an authority to
bridge the trust gaps between loosely connected
or isolated groups by leveraging its authority-
endorsements on selected nodes, which become
super-nodes. The introduction of super-nodes
can help users establish a new certification path
or short-cut a low trust path. We expect the
confidence on the public key ownership can be
increased. Therefore, self-organizing networks
will be more practical and popular. The hybrid
certification structure, whichis detailed ina later
section, inherits the advantages of hierarchical
and non-hierarchical certifications.

DEFINITIONS AND
BACKGROUND

Authority

In this article, an authority is a truly account-
able administration in communications. Its
judgments are completely or strongly trusted
by the public. An authority is trusted is because
it has proven records of being responsible for
its behaviors. It must have AAA functions and
is supposed to have a strict process for mak-
ing sound decisions. Most authorities have
AAA functions. As discussed in the following
sections, an authority is expected to identify
super-nodes and issue endorsement certificates
properly to improve the performance of self-
organizing networks.

Endorsement

Anauthority may provide anode in self-organiz-
ing networks with an endorsement certificate
that not only binds the node’s public key to its
identity, but also includes the node’s certifica-
tion capability that the authority recognizes.
In this article, this behavior is called endorse-
ment. When compared to a PGP certificate, an
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endorsement certificate makes the trustlevel (i.e.
gold, silver, or bronze) public and recognized.
An example of an endorsement certificate is
as follows:

Version: 10
Serial Number: 8390
Algorithm/Parameter: MD5, RSA
Issuer: Service Provider Company Name
Validity Period: mm/dd/yyyy — mm/dd/yyyy
Subject Identity: Bob.Rose@company.com
Subject’s Public Key:

00:c6:29:d3:1b:25 ...(RSA, 1024 bits)
Subject’s Certification Capability: Gold
Signature: 45:9a:3b:12:8d ...

Super-Node

An authority-endorsed node is referred as a
super-node in this article. The certification
capability of a super-node is described in the
endorsement certificate example above. To
become a super-node, aregular node must meet
certain criteria, such as an excellent certification
reputation and history, hardware and software
capabilities, I/O throughput, and a willingness to
assist other nodes in self-organizing networks.
Through a common authority, a super-node
trusts the other super-nodes. A similar concept
exists in P2P VoIP (Voice over Internet Pro-
tocol) communications (i.e. Skype), where a
super-node assumes the responsibility to assist
other nodes to connect to each other as a rout-
ing hub. The super-node defined in this section
functions as a reputable CA. The two types of
super-nodes can coexist but are not necessarily
in the same UE.

HYBRID CERTIFICATION
STRUCTURE

Inaservice provider controlled network, a user
caneither share a secret with the service provider
oruseaservice provider accepted certificate for
security. Asitis expensive foraservice provider
to build PKI, in most cases, an asymmetric key

is not provided for the UE. In self-organizing
networks, there is no centralized authority. A
user stores the others’ public keys in their key
ring (local directory) and assigns a value of
validity and trust to each key. Furthermore,
a user can issue digital certificates to attest to
the integrity and the ownership of the public
keys. The certificates can be used by others
who trust the issuer to verify the public keys
and the identities.

The advantage of hierarchical certification
systems is that users completely trust the CAs’
certifications capability. However, due to dif-
ferent reasons, such as Return on Investment
(ROI), anauthority may not build a hierarchical
structure when users need it. Then an individual
user must obtain the certificate from the author-
ity. In contrast, a self-organizing network may
be voluntarily formed by individual users to
overcome the absence of authority control.
High trust can possibly exist in a small group.
In the real world, not all groups are strongly
connected. Therefore, a self-organizing network
is hard to scale. The hybrid trust structure we
propose in this article combines the advantages
ofhierarchical and non-hierarchical trust struc-
tures to solve the no trust or low trust issue in
self-organizing networks. The trusts among au-
thority-endorsed super-nodes can be increased
such that two super-nodes can establish a strong
path to replace a weak link. This benefit does
notexistinapure non-hierarchical structure. An
example of hybrid structure is a self-organiz-
ing community WiFi network. A resident may
establish a strong trust with the neighbors in the
community, but may not trust other residents in
adifferentcommunity. Without the involvement
of an authority, the person can only be served
within the neighborhood due to the lack of
strong trust outside the community. In a hybrid
structure, super-nodes bridge disconnected
communities through the endorsements of an
authority. Thus, residents in different communi-
ties can establish strong trusts, which results in
improved service performance.

Figure 2 illustrates a self-organizing net-
work with authority endorsements. Nodes X,
Y, Z and W represent CAs in a hierarchical
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structure. X and Y are leave nodes and are under
Z. The root of the tree is not shown. M<<N>>
represents a certificate that M issues to N. V,
and T, are the validity and trust levels that M
assigns to N’s public key, P, respectively. B
and E are super-nodes endorsed by an authority
through its local CAs, X and Y, respectively.
B and E also sign the public keys of X and Y,
respectively. Through certifications, trusts can
be propagated in the network.

Nodes A, B, C, D, F and G participate
in a self-organizing network. Based on the
small-world phenomenon, any nodes in a self-
organizing network are connected by six or
less intermediate nodes. Assume A does not
know G directly and needs to communicate
with it. A requests his or her friends to find
connections to G. Among them, B’s public key
ownership (V,,) and certification capability
(T,,) are trusted by A. B issues B<<C>> to
C, and believes C’s certification capability is
T, (not shown); C issues C<<D>>to D, and
believes B’s certification capability is T, (not
shown); D issues D<<E>> to E, and believes
B’s certification capability is T, (not shown);
E issues E<<F>> to F, and believes B’s certi-
fication capability is T, (not shown); F either
issues F<<G>> to G or just stores the public

key of G (P_,) in its public key ring and assigns
the validity of the key to V..

Let the trust distance between two super-
nodes be d. In the endorsement certificates that
the authority issued to B and E, their certifi-
cation capabilities (T, and T,) are included.
There are different ways to calculate the end-
to-end trust level (Sun et al., 2006; Zhou &
Harn, 2007). For simplicity, we only discuss a
single certification path in the following sec-
tions. The distance between two super nodes
before endorsements can be different. Figure
2 shows B and E are three hops apart. For A to
authenticate G, Aneeds to obtain the certificates
on the certification path, which are B<<C>>,
C<<D>>, D<<E>>, E<<F>> and F<<G>> or
VFG, as well as the trust levels of certification
capabilities, T, T, T, and T, . The follow-
ing section discusses how to securely transmit
trustlevels and validity levels. Additionally, we
assume A has securely obtained B’s public key
(P,,), and canretrieve V, ;and T, , from its key
ring. With all the information received, A can
verify the binding of G’s public key and identity
(Zhou & Harn, 2007). Similarly, G can assess
the validity of A’s public key for the purpose
of mutual authentication.

Figure 2. Hybrid structure: a hypothetical example

W<<z>>
Z<<W>>

C<<D>>

B<X>> X<<B>>
C<<B>> B<<C>>

Pas: Vea or B<<A>>, Tea

1 C<<B>>

B<<C>>
Pg+: Vag, Tas

_z_ﬂ,_g_ﬂ,qm

Non-hierarchical Trust

D<<E>>
Y<<E>> E<<Y>>
E<<D>> D<<E>>
F<<E>> E<<F>>
C<<D>>
D<<C>>
E<<F>> F<<E>>

Pc+ Vrc or F<<G>>, Trc

G | Pr: Vor, Tor
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With an authority’s endorsements on nodes
B and E, the hybrid certification path from A to
G is B<<X>>, X<<Z>>, Z<<Y>>, Y<<E>>,
E<<F>> and F<<G>> or V_.. And the path
from G to A is F<<E>>, E<<Y>>, Y<<Z>>,
Z<<X>>, X<<B>>and B<<A>>orV,,. The
certification capabilities of super-nodes Band E
are described in the endorsement certificates. As
X, Y and Z are CAs in a hierarchical structure,
they completely trust each other’s certification
capability. The hybrid certification path should
have a higher trust than the self-organizing
path. It is expected that the hybrid certification
structure will improve the successful rate of
communications in self-organizing networks.
The quantitative studies are discussed in a
later section.

PRIVATE INFORMATION
EXCHANGE (PIE) PROTOCOL

This section describes a protocol for two nodes
to securely exchange their personal information,
such as trust levels and validity levels, in a
self-organizing network. The following security
requirements are identified for the design of the
protocol (Sun et al., 2006):

e Mutual authentication — the two nodes
involved in communications must authen-
ticate each other.

»  Dataconfidentiality — private information,
such as trust level, transmitted between
intermediate hops cannot be decoded by
eavesdroppers.

*  Dataauthenticity (integrity) —ensures data
is from the intended source and not altered
during transmission.

*  Privacyprotection—areceiver cannotprove
to a third party that the received private
information is from the sender.

To meet the requirements, we propose the
PIE protocol, which is based on Internet Key
Exchange - Secure Key Exchange MEchanism
(IKE-SKEME) (Krawczyk, 1996) for the hop-
by-hop private information exchange. In the

following example, we assume that A stores the
trust level (T, ;) and validity level (V, ) for B’s
publickey (P,,) inits public key ring. Asends a
SEARCH request to B to obtain B’s confidence
on C’s public key (V). In the message, A in-
dicates that it accepts both direct and indirect
trusts. For security, A encrypts its identity (A)
and a random number (N,) it generated using
B’s public key. Based on six degrees of separa-
tions, A chooses six as the maximum number
of intermediate hops from it.

REQEUST SEARCH C <carol@example.
com>, PIE/1.0

From: A <alice@example.com>

To: B <bob@example.com>

Search-ID: 49dks0230slwla

Information: Trust Level

Direct Trust: Yes

Indirect Trust: Yes

Max-Hops: 6 (maximum number of intermedi-
ate nodes)

Security: IKE-SKEME

Content: 87:6d:c2:fe:a4:45...

(E,[A, N, ], where A = alice@example.com)

B sends back a provisional response (100
Trying) to inform A that B does not know
C directly, and will forward the request to a
number of trusted nodes. To avoid imperson-
ation attacks, B only forwards the request to
the nodes whose identities it trusts. If B is a
super-node, it can also broadcast the request to
other super-nodes. B reduces the Max-Hops it
received by one and includes the new value in
the forwarded message.

RESPONSE 100 Trying PIE/1.0

From: B <bob@example.com>

To: A <alice@example.com>

Search-ID: 49dks0230slwla

Direct Trust: Not found

Indirect Trust: Forwarding to n node(s), where
n>1.

Assume one of the trusted nodes, J responds
to B and provides V., which J believes is
the validity of C’s public key, using the same
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PIE protocol. B encrypts its identity (B), V.,
B<<J>> (or V), T, and a random number it
generated (N,) using A’s public key and sends
a 200 Found message to A.

B also attaches a Message Authentication
Code (MAC) for data authenticity (secret key
K,=H (N,, N,)). Therefore, A is assured that
the data is from B. However, A cannot prove
it to a 3rd party because the message from B
does not include B’s digital signature, and A
can possibly forge the message by itself. The
communication between B and J is protected
in the same way.

RESPONSE 200 Found PIE/1.0

From: B <bob@example.com>

To: A <alice@example.com>

Search-1D: 49dks0230slwla

Indirect Trust: Found

Content: 32:1d:b2:5c:6a:10 ...

(E,[Data, B, N, ], MAC, (Data, B, A),

where Data = T, [| V,; or B<<J>> ||V, or
J<<C>>,K,=H(N,,N)),

B = bob@example.com, and A = alice@ex-
ample.com.)

A decrypts the received message to obtain
the data using A’s private key and sends back
an ACKnowledgement to B. A uses B<<J>>
to verify J’s identity and calculates the trust
distance to Jby calculating T, , x T, . IfJ<<C>>
is received, A concludes that the validity level
of C’s public key is T, , x T,,. If J does not is-
sue a certificate to C, A verifies that a friend’s
friend, J trusts C’s public key at the V. level.
So the validity of C’s public key is T, , x T, *
V... When A uses multiple certification paths
for public key validity evaluation, it is impor-
tant to identify if the paths are independent or
interconnected.

ACK <carol@example.com>, PIE/1.0
From: A <alice@example.com>
To: B <bob@example.com>
Search-1D: 49dks0230slwla
Security: IKE-SKEME
Content: 14:7c:a2:df:58:93...

B))

(MAC, (A,

QUANTITY ANALYSIS
Trust Gain

In this section, we discuss the effectiveness
of introducing two super-nodes on a certifica-
tion path (see Figure 2). The super-node at the
beginning of a directional path is called the
upstream super-node, and the super-node at
the end is called the downstream super-node.
The end-to-end trust on G’s public key from A
is in Equation 1. After the endorsements on B
and E, the trust is increased to Equation 2. The
trust gain is defined in Equation 3.

Ty =Ty xTge xTop X Tpp X T X Vg

(M
Ty6'=TypxTp *xTgp xVig
2
T ! ];l] er—noae
Tgain= A 1= . 4 -1
TAG TSON—path
3,
where T is the certification capability of

super-node

the downstream super-node recognized by an

authority in the endorsement certificate, and

Tyonna 1S the trust level between the upstream
-path k

and downstream super-nodes. In Figure 2,

Tsuper-node and 'TSON-palh are .TE and. TBC X TCD X
T, respectively. Equation 3 indicates that

the endorsement will be more effective if the
downstream super-node, E improves its certi-
fication capability, T, pernode and/or Tsonpan isa
weak link (low trust or no trust).

Assume a super-node obtains a gold level
certification from an authority, the weak link
length is 1, and the average trust per hop is T,,.
The lower limit of trust gain can be obtained
from Equation 4. This is because the arithmetic
mean is greater than the geometric mean (see

Equation 5).

T,
T > ~Gold 1 (4)

gain = Ji
0
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),

1 n n

I/
S
I i-1

where x, > 0

Figure 3 shows the increases of trusts for
different average trusts (0.1, 0.5 and 0.9) and
path lengths (1, 2, 3 and 4). The X-axis is the
distance, d between two super-nodes in terms
of the number of intermediate hops, and the Y-
axis is the trust increase in a logarithmic scale.
In the case of low trust (avg. trust = 0.1), the
super-nodes improve the trusts significantly.

End-to-End Trust with Authority
Endorsements

In a self-organizing network, a node needs
to determine the end-to-end trust level (Z) to
another node it encounters. Z is the product of
an upstream trust level, X, and a downstream
trust level, Y (see Equation 6).

Z=XxY (6)

Assume the Probability Density Functions
(PDF) of upstream and downstream trusts are
f/x) and f,(y), respectively (see Figure 4).
The PDF varies from group to group. Figure
4 illustrates a hypothetical example, where
the upstream group has strong trusts within it

Figure 3. Trust gains

while, on average, the downstream group has
marginal trusts.

The PDF of Z is calculated in Equation
7, where X and Y are independent trust vari-
ables.

1 1
£@=[ 1l yydy =] 1zl 0ds
(7
As flx,y) = [, (x)f,(»), f,(v) can be obtained

from Equation 8.

£ =[ 1y 1oy =

1
[ ety Gy ®)

Ifanodeselectsatrustthreshold T (0<T<1),
the possibility that the end-to-end trust is higher
than T is obtained from Equation 9. The higher
the trust threshold used, the stronger the security
achieved. The tradeoff is that the successful
rate of inter-group communications becomes
lower. The goal of the hybrid trust structure
is to connect isolated groups which have high
or medium internal trusts through endorsing
super-nodes. With this approach, it is expected
that the successful rate of communications is
higher than 80% if a medium trust threshold is
selected. The following section uses simulation
to explain this in detail.
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Figure 4. Upstream and downstream trust distribution example
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Caveman Model

Watts (1999) describes a caveman world, “Ev-
erybody you know knows everybody else you
know and no on else.” However, this model
does not include how well a node knows other
nodes. This missing part is important for people
to make trust decisions. In this section, we
discuss three types of caves, where the internal
trusts are High, Medium and Low (see Table
1). In each cave, we assume the trusts among
the nodes are identical.

An authority should focus on connecting
isolated high trust and medium trust caves (see
Figure 5). Although super-nodes serve as hubs
connecting isolated groups, the end-to-end trust
still includes the intra-group trust.

When comparing connecting two high trust
groups and connecting two low trust groups,
the end-to-end trust of the former is higher than
that of the latter. It is unlikely that two low trust

Table 1. H/M/L trusts

Intra-cave Trust Level Quantification
High (H) 0.9
Medium (M) 0.5
Low (L) 0.1

groups can establish trust unless the acceptable
trust threshold is very low, which increases
the risk of trusting a malicious node. Figure 6
exhibits the results of connecting H, M and L
groups. There are six different combinations,
HH, HM, HL, MM, ML and LL, which have
the trust values of 0.81, 0.45, 0.09, 0.25, 0.05
and 0.01, respectively.

SIMULATION

We created two groups A and B, each of which
has 10 nodes (see Figure 7). The weights on
the lines represent mutual trust levels. Initially,
the two groups were disconnected. Group A
includes Nodes 1 to 10 and Group B includes
Nodes 11 to 20. The average intra-group trust is
the arithmetic mean of inter-nodes direct trusts
(see Equation 10).

Tavg = Z 7;; !'Nyux
i,j=ln,i#j

(10)
where N, is equal to n* —n. n is the number
of nodes in a group. For Groups A and B, the
average intra-group trusts are 0.767 and 0.770
respectively (see Figure 10). Nodes 10 and 20
were identified and then endorsed by an author-
ity to become super-nodes. Thus, inter-group
communications are possible. For example, we
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Figure 5. Connecting caves
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can find a trust path from Node 3 to Node 12,
whichis 3 -9 — 10 —» 20 — 18 — 12. The
end-to-end trust level from Node 3 to Node
9 is 0.66. If we divide the trust into 10 equal
levels, 0.66 falls into the 0.6 to 0.7 range. The
PDFs of the trust levels from regular nodes to
the super-nodes in group A and B have the same
distribution (see Figure 8). After the introduction
of super-nodes, the inter-group trust distribution
is shown in Figure 9.

In our study, we used UCINET Version 6
software (UCINET, 2007) for the social network
analysis to find connections between Groups A
and B. (Under the main manual, select Network,
Cohesion, Reachability, and then Probabilities
inthe “Type of data” field.) The probability of a
path is equal to the product of the probabilities
of'its edges. The algorithm finds the probability
of the most probable path between each pair of
nodes (UCINET, 2007).

It is the user’s decision to select a trust
threshold. Different thresholds incur different
successful rates and risks of communication.
Figure 11 shows when the thresholds are 0.6
and 0.8 the communication successful rates
are 90.0% and 26.7%, respectively. Trust is a
dynamic learning process in self-organizing net-
works. After a positive experience is obtained,
the trust on the path will be increased. A UE can
cache the certificates and the trust data. So next
time when the same path is found, the trust will
beincreasedto T = Tpast +AT, where T
is the current trust level to be determined, Tp,dst
is the trust level used in the last event, and AT
is recommended to be a fraction of L until

-uent T€AChES the maximum trust value (1.0).
With this approach, self-organizing networks
will become more successful with increasing
trusts from past experiences.

Figure 8. Simulation of upstream and downstream PDF's - f (x) and f (v)
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Figure 9. End-to-end trust PDF - fZ(z)
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Figure 10. Average trust
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Figure 11. Communication successful rate
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CONCLUSION AND FUTURE
WORKS

In contrast to traditional communication servic-
es provided by government authorized service
providers, self-organizing networks are formed
by individual users using their own equipment.
Each of the two models has advantages and
disadvantages. The service providers provide
so-called carrier grade services with strong
authentication control which should yield high
quality and security. Self-organizing networks
canbe applied to P2P and ad hoc environments.
Due to the lack of a central authority in self-
organizing networks, it is difficult to verify the
identity of the participating users. The studies on
the web of trust and small world phenomenon
have revealed the possibility of establishing
trusts among users who do not directly know
each other. However, the end-to-end trust level

decreases when the path length of certification
gets longer, which results in low success rates
of communications. To solve the problem, we
propose a hybrid trust structure for certification
by combining the strengths of both models, and
introducing the concept of authority endorse-
ment and super-node for public key certifica-
tion. In other words, an authority is involved
in self-organizing networks to improve their
performance. Through quantity analysis and
simulations, we have shown the trust gain
and the successful rate against different trust
thresholds. In addition, the proposed PIE pro-
tocol provides security and privacy protection
for transporting user sensitive information
over open networks. In summary, the hybrid
trust structure for certification will achieve
improved security and performance. For our
future research, we plan to focus on studying the
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trust development process (from a stranger to a
friend) and cryptographic processing times.
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