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SUMMARY

Verifiable secret sharing (VSS) has been extensively used as a cryptographic tool in many applications of
information security in recent years. A VSS enables a dealer to divide a secret s into n shares and allows
shareholders to verify whether their shares are generated by the dealer consistently without revealing the
secrecy of both shares and the secret. More specifically, shareholders can verify that (i) the secret can be
recovered by any t or more than t shares and (ii) the secret cannot be obtained by fewer than t shares. Many
VSSs are based on polynomial, and only a few of them are based on the Chinese Remainder Theorem
(CRT). Recently, Harn et al. proposed a CRT-based VSS in which multiple verification secrets are used
during the phase of verification. In this paper, we propose a VSS based on Asmuth-Bloom’s (t, n) SS
scheme, which depends on the CRT. Our proposed VSS is simpler and more efficient than the scheme of
Harn et al. Our proposed VSS is unconditionally secure. Copyright © 2014 John Wiley & Sons, Ltd.
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1. INTRODUCTION

In 1979, Shamir [1] and Blakley [2] first introduced the (t, n) secret sharing (SS) scheme separately
as a key safeguarding scheme. In Shamir’s (t, n) SS, a dealer partitions a secret s into n shares. The
value t is called the threshold value, which determines the minimal number of shares needed to
recover the secret s. Any secure (t, n) SS must satisfy two requirements [3], that is, (i) the secret
s can be recovered by any t or more than t shares and (ii) the secret s cannot be reconstructed by
fewer than t shares. Shamir’s (t, n) SS is based on the Lagrange interpolating polynomial.
Nowadays, SS [3–5] has become a prevalent mechanism in the fields of cryptography and information
security. Although most SSs are based on an interpolating polynomial, other kinds of SSs are also
researched deeply in scientific publications, especially the ones based on the Chinese Remainder
Theorem (CRT) [6–8], such as Mignotte’s SS scheme [9] and Asmuth-Bloom’s SS scheme [10].
Secret sharing can be classified into two types, that is, SSs of computational security and SSs of

unconditional security. Computational security is based on some computational assumptions so that
some mathematical problems cannot be solved by the attackers due to their limited computational
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power. These mathematical problems include the prime factorization of a large composite integer
and the solving of discrete logarithm. On the other hand, unconditional security indicates that the
security can be guaranteed without making any computational assumption. Shamir’s (t, n) SS is
unconditionally secure, that is, it can satisfy the two security requirements mentioned previously
without making any computational assumption.
However, a secure (t, n) SS cannot detect whether there exists any deception between the dealer

and shareholders. In 1985, Chor et al. [11] extended the notion of SS and proposed the first
verifiable SS (VSS). Verifiability is the property of a VSS, which ensures that each shareholder
has received a valid share. Invalid shares may be caused either by the dealer or by transmission
errors. VSS is executed by shareholders after receiving their shares from the dealer but before using
their shares to reconstruct the secret. If VSS has detected/identified some invalid shares, share-
holders can request the dealer to regenerate new shares. Thus, VSS can ensure shareholders that
their shares can be used to reconstruct a secret when the secret reconstruction is needed in the
future. In a VSS, shareholders work together to verify that their shares are generated by the dealer
consistently without revealing the secrecy of both shares and the secret. The property of
verifiability can check if the shares of shareholders are consistent before performing secret
reconstruction. If shares are inconsistent, shareholders can request the dealer to regenerate shares.
Benaloh claimed that the t-consistency of shares [2] ensures that the secret can be recovered by
any subset of t shares.
There are two types of VSSs, that is, interactive and non-interactive VSSs. Generally speaking,

non-interactive VSSs are more efficient than interactive VSSs because the communication delay
among shareholders of interactive VSSs is significant. Like SS, VSS can also be classified into
two types, that is, VSSs of computational security and VSSs of unconditional security. VSSs have
been used in a great number of research works in the areas of threshold cryptography, e-commerce,
and multi-party computation [12–24].
Although an interpolating polynomial [25, 26] is the common method used in designing VSSs,

VSSs based on the CRT have been received some attention recently. In 2005, Qiong et al. [27]
presented a non-interactive VSS based on the CRT using Asmuth-Bloom’s SS scheme. In 2007,
Iftene [28] proposed another CRT-based VSS extended from Mignotte’s SS scheme. Unfortunately,
Kaya and Selcuk [29] pointed out that in these two VSSs, shareholders’ shares can be generated
by a corrupted dealer inconsistently without being detected. They proposed a VSS based on Asmuth-
Bloom’s SS scheme, and the security of their VSS depends on the RSA assumption [30] which was
firstly proposed by Rivest, Shamir and Adleman in 1978. Recently, Harn et al. [31] proposed a
CRT-based VSS in which multiple verification secrets are used during the phase of verification. Their
VSS can verify the t-threshold consistency of shares, and their VSS is unconditionally secure.
In this paper, we propose a non-interactive VSS based on Asmuth-Bloom’s SS scheme. In our

proposed VSS, all shareholders can verify that their shares are generated by the dealer consistently.
The contributions of our proposed VSS are listed in the succeeding text:

• We give the definition of modified t-threshold range, which is used in the verification.
• Our proposed VSS is simpler and more efficient than the VSS of Harn et al.
• The security of our proposed VSS is unconditionally secure. Moreover, we show that no useful
information is disclosed when there are fewer than t shares in the secret reconstruction.

The rest of this paper is organized as follows. Section 2 provides some fundamentals. Our
proposed VSS is described in Section 3. Section 4 gives security analysis of our proposed VSS.
Section 5 is the comparison of performance between our proposed VSS and the VSS proposed
by Harn et al. Conclusion is given in Section 6.

2. PRELIMINARIES

In this section, we briefly introduce some basic knowledge for our proposed VSS in Section 3. First,
we introduce the CRT. Second, we review Asmuth-Bloom’s (t, n) SS [10]. We also review the VSS
of Harn et al. [31].
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2.1. Chinese Remainder Theorem

The CRT [6–8] has been widely used in applications of cryptography. Assume that there are t
pairwise, co-prime integers, p1, p2,…, pt, that is, GCD(pi,pj) = 1 for i≠ j. A system of simultaneous
congruencies can be constructed as follows:

X ¼ x1 mod p1ð Þ;
X ¼ x2 mod p2ð Þ;

:

:

:

X ¼ xt mod ptð Þ:

The CRT computes the solution X as X ¼ ∑
t

i¼1
Mi�M′

i�xi modPð Þ; where P ¼ ∏t
i¼1pi, Mi ¼ P

pi
,

and Mi�M′
i≡1 modpið Þ: Notice that X is the unique solution in ZP, where ZP represents the

integers in the range of [0,P).

2.2. Asmuth-Bloom’s (t, n) secret sharing

Asmuth-Bloom’s (t, n) SS is a CRT-based SS, which was proposed in 1983 [10]. It consists of two
phases, that is, share generation and secret reconstruction.
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Now we explain why the integer X must be selected by the dealer in the t-threshold range. Let us
examine the lower bound and upper bound of the t-threshold range, Zpn�tþ2�pn�tþ3�…�pn;p1�p2�…�pt .
The lower bound of the t-threshold range is pn� t+ 2 � pn� t + 3 �… � pn, which is the largest product
of any t� 1 moduli in the set of n positive integers, {p1,p2,…,pn}, whereas the upper bound
is p1 � p2 �… � pt, which is the smallest product of any t moduli. Consequently, selecting X
in the t-threshold range guarantees that two security requirements of an SS can be satisfied.
Because the product of any t moduli associated with t shares is larger than or equal to the
upper bound, the secret s can be recovered by any t or more than t shares. On the other
hand, the product of any t� 1 moduli associated with t� 1 shares, which is smaller than
or equal to the lower bound, determines that the secret s cannot be reconstructed by fewer
than t shares.
Furthermore, Asmuth-Bloom’s (t, n) SS is a perfect SS because no information of the secret is

revealed with knowing fewer than t shares. Interest reader can refer to the original paper [10] for
detailed discussion.

2.3. Review of the verifiable secret sharing of Harn et al.

In this subsection, we review the VSS of Harn et al. [31], which is an extension of Asmuth-Bloom’s
(t, n) SS. Their VSS uses linear combination of both the secret and the verification secret to verify
the t-threshold consistency of shares without compromising the secrecy of both shares and the
secret. Here, we introduce the definition of t-threshold consistency [31].

Definition 1
t-threshold consistency

A set of n shares are t-threshold consistent if the following two requirements are satisfied: (i) the
secret can be recovered by any t or more than t out of the n shares and (ii) the secret cannot be
obtained by fewer than t out of the n shares.
Harn et al. proved that in their VSS, if the secret is selected in the t-threshold range, its shares are

t-threshold consistent. Their VSS consists of three phases, that is, the share generation phase, share
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verification phase, and secret reconstruction phase. In the share generation phase, according to the
Asmuth-Bloom sequence, {q, p1< p2<…< pn}, the dealer selects the secret s in Zq and then
chooses an integer, d, in such a way that A = s + dq in the t-threshold range. In addition, the
dealer selects k verification secrets and then generates and distributes shares of secret A and
verification secrets to each shareholder secretly. In the share verification phase, shareholders
need to ensure that unopened verification secrets are selected from the t-threshold range first.
Then, they reveal the liner combinations of shares of the secret A and unopened verification
secrets. Shareholders use these revealed values to recover the additive sums and the
differences of the secret A and each unopened verification secret by the CRT. By examining
the range of the recovered values, shareholders can conclude whether the secret A is in the
t-threshold range. Therefore, they can verify the t-threshold consistency of shares. In the secret
reconstruction phase, the secret is reconstructed from any t or more than t distinct shares via
the CRT.

3. OUR PROPOSED VERIFIABLE SECRET SHARING

In this section, we propose a non-interactive VSS based on Asmuth-Bloom’s SS scheme. We first
introduce the participants involved in the proposed VSS and then give the outline of this VSS.
Finally, the design of the proposed VSS is introduced in detail.

3.1. Participants in the proposed verifiable secret sharing

In our proposed VSS, there are two types of participants, that is, the dealer and the shareholders.
The dealer is the prover who partitions a secret s into n shares and sends each share to each
shareholder in a secure channel. The shareholders are the verifiers who work together to verify that
their shares are consistent.
Two assumptions on the dealer and the shareholders must be made in our proposed VSS: (i) the

dealer does not collude with any shareholder, that is, VSS cannot prevent the colluded shareholder
to obtain the secret from the dealer and (ii) the shareholders act honestly in performing the
verification, that is, the shareholders release valid values for verification.

3.2. Outline of the proposed verifiable secret sharing

Our proposed VSS can enable shareholders to verify that their shares distributed by the
dealer are t-threshold consistent. In other words, the secret is selected in the t-threshold
range. In the proposed VSS, the dealer generates an Asmuth-Bloom sequence and selects
the secret s in Zq. Then, the dealer chooses an integer, d, in such a way that X ¼
sþ dq ∈ Zpn�tþ2�pn�tþ3�…�pnþ2T; p1�p2�…�pt-2T ; where T ¼ ∑

n

i¼1
pi: The dealer sends share, si =X(mod pi)

for i = 1, 2,…, n, to shareholder, ui, secretly. In order to verify the t-threshold consistency of
the shares, each shareholder, ui, selects an adjusting value, λi ∈ [�(pi - 1), pi - 1]. According to
the CRT, shareholders can use their adjusting values to recover an integer, X′, which has a
relation with respect to X. It can be further implied that if X′ ∈ Zpn�tþ2�pn�tþ3�…�pnþT; p1�p2�…�pt-T ,
shareholders can conclude that X is in the t-threshold range. Therefore, the shares generated by X
are t-threshold consistent.

3.3. Proposed verifiable secret sharing

Our proposed VSS consists of three phases: (i) the share generation; (ii) the share verifica-
tion; and (iii) the secret reconstruction. Details of our proposed VSS are described in
the following.
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3.3.1. Share generation. Assume that there are one dealer and n shareholders involving in the
proposed VSS. The dealer generates a set of positive integers, {q< p1< p2<…< pn}, which is
selected satisfying the following conditions:

(1) GCD pi; pj
� � ¼ 1 for i ≠ j;

(2) GCD q; pið Þ ¼ 1 for all i;

(3) q� pn�tþ2 � pn�tþ3 �…� pn þ 2T
� �

< p1 � p2 �…� pt-2T;
where pi is the public information assigned to shareholder, ui, and T ¼ ∑

n

i¼1
pi.

The dealer selects the secret s in Zq. Then, the dealer chooses an integer, d, in such a way that
X= s + dq ∈ Zpn�tþ2�pn�tþ3�…�pnþ2T; p1�p2�…�pt-2T :The share si of shareholder, ui, is generated by computing
si=X(mod pi), i=1, 2,…, n. Each share, si, is sent to shareholder, ui, in a secure channel.

3.3.2. Share verification. Each shareholder, ui, randomly selects an adjusting value, λi∈ [�(pi - 1),pi - 1].
According to the CRT, the shareholder ui uses the adjusting value λi, his or her share si, and
{p1, p2,…, pn} to compute and release si′ = (Mi �Mi′ � si + λi)modP, where P ¼ ∏n

i¼1pi; Mi ¼ P
pi
,

and Mi �Mi′≡ 1(mod pi).
After collecting si′ for i = 1, 2,…, n, shareholders can work together based on the CRT to recover

an integer X′ by computing as X′ ¼ ∑
n

i¼1
si
′ modPð Þ: Shareholders then examine whether the value of

X′ is in the modified t-threshold range. If X′ is in the modified t-threshold range, shareholders can
conclude that X is in the t-threshold range, which indicates that the shares are t-threshold consistent.
In the following, Definition 2 will describe the definition of modified t-threshold range.

Definition 2
Modified t-threshold range

The range of ( pn� t + 2 � pn� t+ 3 �… � pn +T, p1 � p2 �… � pt - T), that is, Zpn�tþ2�pn�tþ3�…�pnþT; p1�p2�…�pt-T ;

is called the modified t-threshold range, where T ¼ ∑
n

i¼1
pi:

Remark 1

In the scheme, in order to verify that all shares are t-threshold consistent, it requires every
shareholder to honestly act in the process. Only one dishonest shareholder can ruin the verification
process. This is the major difference between our scheme and most other VSSs. In our proposed
scheme, all shares are verified at once; but in most other VSSs, one share is verified at one time.
The efficiency of our proposed VSS is better than most other VSSs if all shares are valid. However,
if there are invalid shares, our scheme cannot identify invalid shares. Thus, our proposed scheme
can be used as a pre-processing of other VSSs. If all shares are valid, our scheme is sufficient;
otherwise, other VSSs can be used to identify invalid shares.

3.3.3. Secret reconstruction. Secret reconstruction can be performed easily by using the CRT.Given any
t distinct shares, slj∈ {s1,s2,…,sn}, and their correspondingmoduli, plj∈ {p1,p2,…,pn} for j=1, 2,…, t,
the integer X can be recovered by constructing the following system of simultaneous congruencies:

X ¼ sl1 mod pl1ð Þ;
X ¼ sl2 mod pl2ð Þ;

:

:

:

X ¼ slt mod pltð Þ:
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From CRT, the unique solution X in the t-threshold range can be computed as X ¼
∑
t

j¼1
Mj �M′

j � slj modPð Þ; where P ¼ ∏t
j¼1plj;Mj ¼ P

plj
, and Mj �M′

j≡1 modplj
� �

: Therefore, the secret

s can be obtained by computing s =X(mod q).
The process of our proposed VSS is shown in Figure 1.

4. SECURITY ANALYSES

In this section, we give security analysis of our proposed VSS. We first prove the correctness
of the proposed VSS. Let us recall that the objective of a VSS is to verify the consistency of
shares without revealing the secrecy of both the secret and shares. Then, in this section, we
will discuss the secrecy of shares and the secret in the VSS separately. Finally, we discuss
the secrecy of the secret when there are less than t colluded shareholders to try to recover
the secret.

4.1. Correctness of the proposed verifiable secret sharing

We use the following theorem to prove the correctness of our proposed VSS.

Theorem 1

If X′ is in the modified t-threshold range, shareholders can verify that their shares are t-threshold
consistent; otherwise, the shares are inconsistent.

Figure 1. Process of our proposed verifiable secret sharing.
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Proof

In the verification, shareholders use their released values si′ for i = 1, 2,…, n, to compute X′ as

X′ ¼ ∑
n

i¼1
si
′ modPð Þ ¼ ∑

n

i¼1
Mi �Mi

′ � si þ λi
� �

modP: Because X can be recovered by X ¼

∑
n

i¼1
Mi �Mi

′�si
� �

modP according to the CRT, X′ and X have the relation as X′ ¼ X þ ∑
n

i¼1
λi

� �
modP:

On the other hand, because λi is selected by each shareholder in the range of [�(pi - 1), pi - 1], we

can obtain -T < ∑
n

i¼1
λi < T , where T ¼ ∑

n

i¼1
pi: Therefore, � T<X′�X< T. If X′ is in the modified

t-threshold range (i.e., Zpn�tþ2�pn�tþ3�…�pnþT; p1�p2�…�pt-T ), shareholders can conclude that X is in
the t-threshold range (i.e., Zpn�tþ2�pn�tþ3�…�pn; p1�p2�…�pt ). This can ensure that the shares generated
by X are t-threshold consistent; otherwise, the shares are inconsistent.

Remark 2

Because the value, T (T ¼ ∑
n

i¼1
pi), is quite small in comparing with the size of length of the t-threshold

range, (p1 � p2 �… � pt� pn� t+2 � pn� t+3 �… � pn), the X selected by the dealer from the smaller range,
Zpn�tþ2�pn�tþ3�…�pnþ2T; p1�p2�…�pt-2T , is insignificantly different from the t-threshold range. This can
ensure that the shares of shareholders are t-threshold consistent.

Remark 3

Theorem 1 has proved that if X′ is in the modified t-threshold range, X is in the t-threshold range.
However, in the share generation, the dealer needs to select X in the range of
Zpn�tþ2�pn�tþ3�…�pnþ2T; p1�p2�…�pt-2T , which is 4 T smaller than the length of the t-threshold range

Zpn�tþ2�pn�tþ3�…�pn; p1�p2�…�pt : It is because if the dealer selects X out of the smaller range but still
in the t-threshold range, then depending on adjusting values of shareholders, X′ may not be in
the modified t-threshold range. Consequently, shareholders are unable to verify that their shares
are t-threshold consistent according to Theorem 1. However, if the dealer selects X in the smaller
range, then shareholders are able to verify that their shares are t-threshold consistent. As noted in
the Remark 1, although the dealer selects X in the smaller range, this range is insignificantly
different from the t-threshold range.

4.2. Secrecy of shares in verifiable secret sharing

In VSS, each shareholder, ui, releases a value si′ = (Mi �Mi′ � si + λi)modP for i= 1, 2,…, n, where λi
is a secret random value selected by ui in the range of [�(pi - 1), pi - 1]. Because the released value si′ is
a combination of the secret share si, and the secret λi, there has no sufficient information to derive the
secret share si of each shareholder from si′. Therefore, the shares of shareholders are protected
unconditionally in VSS.

4.3. Secrecy of the secret in verifiable secret sharing

From Theorem 1, the recovered value X′ in VSS is X′ ¼ ∑
n

i¼1
s′i mod Pð Þ ¼ ∑

n

i¼1
ðMi�M′

i �Si þ λiÞmod P: On

the other hand, the real secret X can be recovered by shares, si, i=1, 2,…,n, asX ¼ ∑
n

i¼1
Mi�Mi

′�si
� �

modP

according to the CRT.We can establish the relation between X′ and X asX′ ¼ X þ ∑
n

i¼1
λi

� �
modP:How-

ever, λi is a secret random value selected by each shareholder, ui, there has no sufficient information to de-
rive the secret X of shares from X′. Thus, the secret of shares is protected unconditionally in VSS.
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4.4. Secrecy of the secret for less than t colluded shareholders to try to recover the secret

Let us consider the situation that t� 1 colluded shareholders, for example, ui, for i= 1, 2,…, t� 1,
try to work together to recover the secret s. These t� 1 colluded shareholders can establish the sys-
tem of equations in the succeeding text:

X″ ¼ s1 mod p1ð Þ;
X″ ¼ s2 mod p2ð Þ;

:

:

:

X″ ¼ st�1 mod pt�1ð Þ:

According to the CRT, shareholders can obtain X″ by computing X″ ¼ ∑
t�1

i¼1
Ni�N ′

i�si modP′
� �

;

where P′ ¼ ∏t�1
i¼1pi; Ni ¼ P′

pi
, and Ni�N ′

i≡1 modpið Þ: Unfortunately, X″ and X are not in the same

range, that is, X is in the t-threshold range but X″ is in ZP′. So, the t� 1 shareholders cannot recover
X by using their shares.
Next, we show that these t� 1 colluded shareholders cannot obtain any information of the real X

from the value of X″. X″ has the following relation with X as X =X″ + β � p1 � p2 �… � pt� 1. If
the value of β can be determined, X∈Zpn�tþ2�pn�tþ3�…�pn; p1�p2�…�pt can be obtained from

X″∈ZP′. However, there are
p1�p2�…�pt�pn�tþ2�pn�tþ3�…�pn

p1�p2�…�pt�1
> p0 possible values of β that can shift

X″ + β � p1 � p2 �… � pt� 1 to be in the t-threshold range; but only one value of β corresponds to
the correct X. Therefore, the probability of finding the exact value of β is not greater than the
probability of guessing the secret s. The security in the phase of secret reconstruction is
unconditionally secure. Thus, our proposed VSS is perfectly secure because no useful informa-
tion of the secret s is disclosed from fewer than t shares.

5. COMPARISON OF PERFORMANCE

According to the introduction described in Section 1, so far, there are only two secure CRT-based
VSSs in the literature, one proposed by Kaya and Selcuk [29], which the security is based on the
RSA assumption [30], and the other one proposed by Harn et al. [31], which the security is uncon-
ditionally secure. The VSS proposed by Kaya and Selcuk [29] verifies one share at a time, and the
verification involves modulo exponentiations. However, the VSS proposed by Harn et al. [31]
verifies all shares at once, and the verification involves only polynomial computations. Therefore,
the VSS proposed by Harn et al. [31] is much faster than the VSS proposed by Kaya and
Selcuk [29]. Because our proposed VSS is based on the VSS proposed by Harn et al. [31],
in this section, we will give detail performance analysis of our proposed VSS and compare
our VSS with the VSS of Harn et al. [31].
In the share generation of our proposed VSS, the dealer generates a secret and distributes its

shares to n shareholders. Then, in the share verification, shareholders use adjusting values to
recover an integer X′ by the CRT and then check the range of X′. Now we analyze the computa-
tional cost of the share verification of our proposed VSS. According to the CRT, shareholders work

together to recover an integer X′ by computing as X′ ¼ ∑
n

i¼1
si
′ modPð Þ ¼ ∑

n

i¼1
Mi�Mi

′�si þ λi
� �

modP;

where P ¼ ∏n
i¼1pi; Mi ¼ P

pi
, and Mi �Mi′≡ 1(modpi). It is obvious that Mi �Mi′ can be computed off-

line. Therefore, the process of computing X′ requires n multiplications, (2n� 1) additions, and one
modular operation. Supposing that pi has a digits, the computational cost is n � a2 + (2n� 1) � a+ (n � a)2.
Thus, the time complexity is O(n2a2). In addition, the computational cost of the secret reconstruction
can be computed in the same way.

A NOVEL VERIFIABLE SECRET SHARING MECHANISM USING THEORY OF NUMBERS

Copyright © 2014 John Wiley & Sons, Ltd. Int. J. Commun. Syst. (2014)
DOI: 10.1002/dac



On the other hand, the VSS of Harn et al. needs to select k additional verification secrets and
sends their shares to shareholders in the share generation. In the share verification, their VSS uses
linear combination of both the secret and the verification secret to verify the t-threshold consistency

of shares. First, the shareholders need to recover k2 verification secrets by using the CRT. Then, the
shareholders recover the additive sums and the differences of the secret A and each unopened
verification secret by the CRT. These are two time-consuming processes.
Table I lists the comparison of computational cost, which indicates that our VSS has lower com-

putational cost than the VSS of Harn et al. Table II lists the communication cost, which indicates
that our VSS also has advantage in communication cost than the VSS of Harn et al. In summary,
from both tables, it shows that our VSS is more efficient than the VSS of Harn et al.

6. CONCLUSION

In this paper, we proposed a non-interactive VSS based on Asmuth-Bloom’s SS scheme. Our pro-
posed VSS uses adjusting values to recover an integer X′ related to the secret by the CRT and then
to check the range of X′. If X′ is in the modified t-threshold range, shareholders can verify that their
shares are t-threshold consistent. Analysis shows that our proposed VSS is unconditionally secure
and is simpler and more efficient than the VSS of Harn et al.
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