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Predistribution Scheme for Establishing Group Keys
in Wireless Sensor Networks

Lein Harn and Ching-Fang Hsu

Abstract—Special designs are needed for cryptographic
schemes in wireless sensor networks (WSNs). This is because
sensor nodes are limited in memory storage and computational
power. In 1992, Blundo et al. proposed a noninteractive group
key establishment scheme using a multivariate polynomial. Their
scheme can establish a group key of m sensors. Since each share
is a polynomial involving m — 1 variables and having degree k,
each sensor needs to store (k + 1)"’_1 coefficients from GF(p),
which is exponentially proportional to the size of group. This
makes their scheme only practical when m = 2 for peer-to-peer
communication. So far, most existing predistribution schemes in
WSNs establish pairwise keys for sensor nodes. In this paper, we
propose a novel design to propose a predistribution scheme for
establishing group keys in WSNs. Our design uses a special-type
multivariate polynomial in Zp;, where N is a RSA modulus. The
advantage of using this type of multivariate polynomial can limit
the storage space of each sensor to be m(k + 1), which is linearly
proportional to the size of group communication. In addition,
we prove the security of the proposed scheme and show that the
computational complexity of the proposed scheme is efficient.

Index Terms— Wireless sensor networks, group Kkeys,
pre-distribution keys, multi-variate polynomials, RSA.

I. INTRODUCTION

IRELESS sensor networks (WSNs) have been

developed in wide range of data acquisitions in battle
fields, human body [1], [2], hazardous environments, etc.
Most sensor nodes are small, low-cost, and low-power
devices [3]. Sensors are randomly deployed without knowing
their locations in prior of the deployment. Since sensors are
low-cost, limited in both memory storage and computational
power, it is a challenging research problem to develop
cryptographic schemes suitable for WSNs.

Most research papers in WSNs propose schemes establish
pairwise keys for sensors. We can classify key establishment
schemes in WSNs into two types, the probabilistic
schemes and the deterministic schemes. The probabilistic
scheme do not guarantee connectivity in WSNs.
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Eschenauer and Gligor proposed [4] the first Random Key
Pre-distribution scheme. In their scheme, each sensor is
pre-loaded with a key ring of k keys randomly selected from
a large pool S of keys. After the deployment, if two neighbors
share at least one key, they establish a secure link and compute
their session secret key which is one of the common keys.
Otherwise, they should determine a secure path which is
composed by successive secure links. The values of the key
ring size k and the key pool size |S| are chosen in such a
way that the intersection of two key rings is not empty with
a high probability. However, if the sensors are progressively
corrupted, the attacker may discover a large part or the whole
global key pool. Hence, a great number of links will be
compromised. Chan et al. [5] proposed a protocol called
Q-composite scheme that enhances the resilience of the
random key scheme. In this solution, two neighboring nodes
can establish a secure link only if they share at least Q keys.
This approach enhances the resilience against node capture
attacks because the attacker needs more overlap keys to break
a secure link. However, this approach degrades the network
secure connectivity coverage because neighboring nodes
must have at least O common keys to establish a secure
link. Chan et al. [5] proposed a pairwise key pre-distribution
scheme to protect the resiliency against node capture and each
captured node does not reveal any information about external
links. The main drawback of their scheme is the non-scalability
because the number of the stored keys depends linearly on
the network size. This property will cause implementation
issue of the scheme if the number of sensors in network
is very large. In this paper, we propose a scheme that the
storage size of each sensor is independent of the network size.
Du et al. [6] proposed an enhanced random scheme assuming
the node deployment knowledge. However, the application
of this scheme is restrictive if the deployment knowledge is
not possible. Rasheed and Mahapatra [7] proposes two key
pre-distribution schemes based on the polynomial pool-based
key pre-distribution scheme, the probabilistic generation key
pre-distribution scheme, and the Q-composite scheme. Their
schemes perform better in terms of network resilience to
node capture than existing schemes if used in WSNs with
mobile sinks. In 2013, Ruj et al. [8] proposed the first triple
key establishment in WSNs. Any three sensors can establish
unique triple keys among them. Recently, Li and Xiong [9]
proposed a heterogeneous online and offline signcryption
scheme to secure communication between a sensor node
and an Internet host. Their scheme is based on the bilinear
pairing.
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The deterministic schemes do guarantee the connectivity
in WSNs. Most deterministic schemes are based on threshold
cryptography. Blom [10] proposed the first pairwise key
establishment scheme based on threshold cryptography and
Blundo et al. [11] further investigated the key establishment
using polynomials. In Blum’s scheme, every sensor node is
preloaded with coefficients of a symmetric bivariate polyno-
mial evaluated at one of its variables using its identification
value. The symmetry property of a polynomial allows every
node to establish a pairwise key with every neighbor node.
For an adversary to compromise a communication link
between two non-compromised nodes, it must capture at least
a certain number of sensors (i.e, the threshold) to reconstruct
the bivariate polynomial from its shares stored in the nodes
and then break the system. For a polynomial of degree ¢, the
scheme provides unconditionally secure if no more than # — 1
sensors collude. Liu et al. [12] developed a general framework
for pairwise key establishment based on the polynomial-based
key pre-distribution protocol [11] and the probabilistic key
distribution in [4] and [5]. Their scheme provided a higher
probability for non-compromised sensors to establish secure
communication links than that demonstrated in previous
schemes. Khan et al. [13] proposed a pre-distribution scheme
using a symmetric matrix and a generator matrix of maximum
rank distance to establish pairwise keys for sensor nodes.

In this paper, we propose a novel pre-distribution scheme
for establishing group keys in WSNs. Our scheme uses a
special type of multi-variate polynomial to minimize the
storage requirement of sensors. In addition, an adversary
trying to compromise a communication link between
two non-compromised nodes must capture at least a certain
number of sensors to reconstruct the polynomial from its
shares stored in the nodes. Since polynomial computations
are very efficient, our proposed scheme is especially suitable
for key establishment in WSNs.

Here, we summarize contributions of our paper.

o A pre-distribution scheme of group keys in WSNs is

proposed.

« The scheme is based on a special type of multi-variate
polynomial with minimum amount of memory storage
and low computations.

o An adversary must capture at least a certain number of
sensors in order to place a successful attack in WSNss.

The rest of paper is organized as follows. In Section 2,
we review Blundo et al. scheme [11] based on multi-variate
polynomials. The model of our proposed scheme is introduced
in Section 3, including scheme description, type of adversaries
and security features of proposed scheme. The scheme is
presented in Section 4. The conclusion is given in Section 5.

II. REVIEW OF BLUNDO et al. SCHEME [11]

In 1992, Blundo et al. [11] proposed a non-interactive
k-secure m-member group key establishment scheme using a
multi-variate polynomial. Their scheme can establish a group
key of msensors. A scheme is said to be k-secure if any
ksensors have been captured and compromised their shares,
the adversary has no information on shares stored in other
sensors. The key distribution center (KDC) is responsible
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to pick a symmetric m-variate polynomial having degree k,
F(x1,x2, ..., Xm) = > ajy, g X1 (02) 72 () I
0=j1,...jm=k
and generates shares, fi(x2,....,xn) = F(,x2,...,xm) =
> bjy i (x2) 2 (xm)m, i = 1,2, ..., n, for sensors.
0=, jm=<k
Later, each sensor can use its share to establish a group
communication involving m sensors. In [11], it has shown
that the k-secure 2- member scheme is a special case of
Blom’s scheme [10]. Since each share is a polynomial involv-
ing m-1 variables and having degree k, each sensor needs to
store (k 4+ 1)~ coefficients from G F(p), where GF(p) is
the finite field with p elements (also called the Galois Field).
The storage space of each sensor is exponentially proportional
to the size of group. For example, to establish a group
communication involving 10 sensors (m=10), the KDC picks
a symmetric /0-variate polynomial having degree 5 (k=5),
which can resist attacks up to 5 sensors been captured. The
storage of each sensor is (6)° integers from G F (p), where p is
at least a 100-bit prime. This makes their scheme only practical
when m = 2 for peer-to-peer communication.

However, the k-secure 2-member protocol is a special case
of Blundo et al. scheme and this scheme is based on a symmet-
ric bivariate polynomial. A bivariate polynomial with degree k
is defined as F(x, y) = aojo—i—a],ox+a0,1y+a2,0x2+a1,1xy+
ap 2y + .. A+a—1 0x' " Hrap o1 x 2y 4 Aag xFyk mod p,
where a;; € GF(p). If the coefficients satisfy
aj,j = aj;, Vi, j, it is a symmetric bivariate polynomial. The
KDC generates shares, F(x;,y),i = 1,2,...,n, for sensors,
where x; is the public information associated with each
sensor, U;. Each share, F(x;,y), is a univariate polynomial
with degree k. Note that shares generated in this way,
since F(x;,x;) = F(xj,x;), a pairwise secret key can be
established between any pair of sensors U; and U ;. The storage
space of each sensor is to store k41 coefficients from G F(p).
This special case can significantly limit the size of stored
information for each sensor. Since then, key distribution
schemes [12], [14]-[17] using symmetric bivariate polynomial
has been widely adopted in WSNs. There are some key estab-
lishment schemes that use polynomials other than a bivariate
polynomial. For example, the key establishment scheme
proposed by Zhou and Fang [18] is based on a fri-variate
polynomial and the scheme proposed by Fanian et al. [19] is
based on an m-variate polynomial. However, both schemes
can only establish a secret key for two sensors.

III. MODEL OF PROPOSED GROUP KEY
ESTABLISHMENT SCHEME

In this section, we describe the model of our proposed group
key establishment scheme including the scheme description,
the adversary and security properties of our proposed scheme.
Figure 1 illustrates a sensor networks consisting multiple
secure group communications.

A. Scheme Description

Number In our proposed scheme, there has a mutually
trusted KDC and there are n sensors, {Uj, Ua, ..., U,}. Each
sensor is to pre-load shares by a KDC initially. The KDC
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selects a special type of m-variate polynomial and generates
shares. Shares of each sensor are m — 1 univariate polynomials.
In order to establish a secure group communication involving
m (e, 2 < m < n) sensors, the group key is com-
puted by each sensor in the group communication using
its shares. There is no interaction with other sensors to
compute the group key. Thus, our proposed scheme is very
efficient in group key establishment since there is no additional
communication. Furthermore, the group key computation of
each sensor needs only polynomial computations which are
much faster than public-key computations. We will give
detail discussion in performance evaluation of the proposed
scheme.

B. Type of Adversaries

We consider two types of attacks: inside and outside attacks.
The inside attack is implemented by an adversary who has
captured sensors and recovered their stored shares. From
the inside attack, the adversary may try to recover other
sensors’ shares and then use these recovered shares to obtain
other group keys. On the other hand, the outside attack is
implemented by an adversary who has no knowledge of
any valid shares. An adversary may try to recover shares
of sensors or the group keys. This attack is related to the
secrecy of group keys. In security analysis, we will show
that none of these attacks can work properly against our
scheme.

C. Security Features of Proposed Scheme

We consider the following security features of group keys.

(a) Correctness: The group key can be computed
by each sensor in a group communication involving m
(i.e., 2 < m < n) sensors.

(b) k-Secure: If any k sensors are captured, there has no
information on shares of other sensors.

(c) Key Confidentiality: It is computationally infeasible for
any outside attacker to discover any group key.

(d) Key Independence: Knowing a subset of group keys,
K'C K, where k is the complete set of group keys, the
adversary cannot discover any other group keys, K"=K — K’.

IV. PROPOSED SCHEME

In this paper, we propose a group key establishment scheme
using a multi-variate polynomial in Zy, where N is a
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Scheme 1
Shares generation

Step 1. The KDC selects a random polynomial having
degree k as f(x) = axx* + ... + ajx + ap mod N,
where a; € (0, N). The tri-variate polynomial is
F(x1,x2,x3) =[]} f(xi) mod N.

For each sensor P;, KDC first computes f (i) mod
N, where i is a public information associated with
the sensor, P;. Then KDC randomly selects an
integer, f;1(i), in Zy and solves f; (i) satisfying
fi1@) - fi2(i) = f(@)mod N. KDC computes
shares, s;1(x) = fi,1({)f(x) mod N and s;>(x) =
fi2(i)f(x) mod N. Shares are stored in sensor P;
secretly.

Step 2.

Group key establishment
We assume that three sensors, { P1, P, P3}, want to estab-
lish a secret group key among them. Each sensor P;, where
Jj € {1,2,3}, uses its shares, {s;1(x),s;2(x)}, to compute
K = sj1(1) - sj2(2) mod N, where i1,i> € {1,2,3} —
{j} and i1 # i>.

RSA modulus [20]. The advantage of using this type of multi-
variate polynomial can limit the storage space of each sensor
to be m(k + 1) coefficients which is linearly proportional to
the size of group.

The KDC picks a RSA modulus N, where N is the product
of two large safe primes, p and ¢, ie., p=2p'+I1 and
q=2q'+1, where p’ and ¢’ are also primes. p and ¢ are
KDC’s secrets, N is made publicly known. The following
RSA assumption assumes that it is computationally infeasible
to factor the product of two large primes.

Definition 1 (RSA Assumption [20]): It is computation-
ally infeasible to compute M given only the cipher text
C = M modN and RSA public key (N, e).

A. Group Key Establishment Scheme for 3 Sensors

In the following discussion, we assume that the size of a
group communication is limited to be three so a tri-variate
polynomial is used by the KDC to generate shares of sensors.
This scheme, Scheme 1, can be generalized in the next
sub-section to a group communication involving m sensors
by using a m-variate polynomial, Scheme 2.

Note that the shares, (sj1(x),s;2(x)), of each sensor
are two univariate polynomials. Each sensor needs to store
2(k + 1) coefficients from Zp. In the following sub-section,
we generalize this group key establishment scheme involving
three sensors to m sensors.

B. Group Key Establishment Scheme for m Sensors

In the following discussion, we assume that the size of a
group is limited to be m sensors so a m-variate polynomial is
used by the KDC to generate shares of sensors.

Note that the shares, {s;1(x),s;2(x),...,8;m—1(x)}, of
each sensor are m—1 univariate polynomials. Thus, each
sensor needs to store (m — 1)(k 4 1) coefficients from Zy.
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Scheme 2
Shares generation

Step 1. The KDC selects a random polynomial having
degree k as f(x) = axx* + ... + ajx + ap mod N,
where a; € (0, N). The m-variate polynomial is
F(x1,x2, .., xm) = [[2; f(xi) mod N.

For each sensor P;, KDC first computes f (i) mod
N, where i is a public information associated with
the sensor P;. Then KDC randomly selects integers,
{fi1(), fi2(@), ..., fim—2(i)}, where each integer
is in Zy, and solves f;,,—1(i) satisfying fi () -
fi2@) ...t fim—1(@) = f(@i) mod N. KDC com-
putes shares, {s;1(x), si2(x), ..., Si,m—1(x)}, where
sij(x) = fig())f(x) mod N, forl =1,2,...,m—1.
Shares are stored in sensor P; secretly.

Step 2.

Group key establishment
We assume that m sensors, {Pi, P, ..., P,}, want to
establish a secret group key among them. Each sen-

sor P;j, where j € ({1,2,..,m}, uses its shares,
{sj.1(x), sj,2(x), ..., sim—1(x)}, to compute K = s;1(i) -
Sjjz(iz) - sj,m,l(im,l)mod N, where iy,i2,...0;u—1 €
{1,2,...,m} —{j} and i; # is, Vr,s.

Remark 1: If there are any r (i.e.,2 < r < m < n)
sensors, {Py, P2, ..., P}, want to establish a secure group
key, each sensor P;, where j € ({1,2,..,r}, uses its
shares, {sj1(x),s;j2(x),....,8im—1(x)}, to compute K =
sialn) - sj2@2) - oo - sjr—1Gr) - 55,-0) - 5j,41(0) - -
sj,m—1(0) mod N, where iy, iz, ...ir—1 €{1,2,...,r} —{j} and
ir £ ig, VI, S.

C. Security Analysis

In this sub-section, we discuss security features as described
in Section 3.3.

(a) Correctness: The group key is K = f(1) - f(2) -
f(m) mod N. It is obvious that this group key can only be
computed by sensors in the set, {P1, P2, ..., Py}.

(b) k-Secure: In the following theorem, we prove that an
adversary cannot recover the secret polynomial f(x) from a
captured sensor.

Theorem 1: Under the RSA assumption, the proposed
scheme is secure against the attack to recover the secret
polynomial f(x) from a captured sensor.

Proof: Tt is obvious that an adversary cannot obtain f (x)
from each individual share, s;;(x) = fi;(0)f(x) mod N,
since f;;(i) is a random integer selected by the KDC. We use
the technique of proof by contradiction to prove the rest of
this theorem. Suppose to the contrary that without knowing the
factoring of the RSA modulus N, given the product of shares,
g(x) =s5i1(x) - 5i2(x) oo Sim—1(x) = f() f ()" mod N,
there exists an algorithm, Algorithm A, which can factor the
product polynomial, g(x), to obtain the secret polynomial,
F(x)"~! and the integer, f(i). In the following discussion,
we want to show that the adversary can use Algorithm A
to decrypt the RSA cipher text, C = M¢ mod N, know-
ing only RSA public key, (N,e). Given any cipher text,
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C = M° mod N, where C = (¢, ck—1,.--,€0)10 € Zn, the
cipher text can be represented as a polynomial, g(x) = cxx*+
cr_1x*¥ 1 4... 4 ¢co mod N, such that C = g(10). The adver-
sary can model the RSA encryption in terms of polynomials as
g(x) = f@) - f(x)* ' mod N, such that if x = i = 10,
we have g(10) = f(10)°mod N = C = M°mod N.
This implies that M = f(10)modN. Thus, Algorithm A can
be used to factor g(x) to obtain the polynomial, f(x)°~!
and the integer, f(10) = M. This result contradicts the
RSA assumption. We conclude that Algorithm A does not exist.

In the following theorem, we prove that our scheme is
k-secure.

Theorem 2: If any k sensors are captured, there has no
information on shares of other sensors.

Proof: From each captured sensor, the adversary cannot
obtain f(x) from each share, s; ;(x) = f;;({)f(x) mod N,
since fi;(i) is a random integer selected by the KDC.
On the other hand, from each captured sensor, the
adversary can obtain g(x) = s;1(x) - s20x) -
Sim—1(x) = f@)f(x)" ! mod N. Since the polynomial,
F(x1,x2, ..., xm) =[]/~ f(x;) mod N has degree k, accord-
ing to the Lagrange interpolation formula, it needs at least
k + lor more than k 4+ 1 points, for example, if (i, f(i)"),

i=1,2,..,k+1, are known to solve the polynomial by com-
k+1

puting Zf(z)’” H H %/ CI= od N = T2, f(xi)modN.

=1 j=1,j#i
Thus, from k sensors,
polynomial, F(xi,x2, ...,
shares of other sensors.
(c) Key Confidentiality: The group key, K = f(x;) -
f(xiy)-...- f(x;,) mod N, can only be obtained by any sensor
participated in the group communication. It is computationally
infeasible for an adversary to discover any group key.
(d) Key Independence: Knowing k + 1 or more than
k + 1 group keys, for example knowing k + 1 keys,
(D) f2)...fim = 1) f(m), fF(1)f2)...f(m = 1) f(m + 1),
() fQ@)...f(m—1)f(m+k)}, according to the Lagrange
interpolation formula an adversary can obtain the interpolation

m+-k
Z FfQ), fm =1 fQE) H

N==f1)- f(2) v fm =1 f(x). Frorjn this polynomlal
the adversary can obtaln other group keys, for example, the
group key, f(1)f(2)...f(m — 1) f(m + 2k), can be computed
from the polynomial. Thus, the key independence is preserved
if knowing fewer than k + 1 group keys.

there has no information on the
Xm). The adversary cannot obtain

x—=j)

polynomial, =) mod

D. Performance Evaluation and Comparison

Each  sensor needs to store  the shares,
{sj,1(x),sj2(x),...,sj,m—1(x)}, which are m — 1 univariate
polynomials. Thus, the memory cost of each sensor is to
store (m — 1)(k + 1) coefficients from Zp. There is no
communication overhead to establish a group key. |

Horner’s rule [21] can be used to evaluate polynomials.
In the following discussion, we show the cost for computing
a group key involving m (i.e., 2 < m < n) sensors. From
Horner’s rule, evaluating a polynomial of degree k needs k
multiplications and k + 1 additions. The computational cost
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TABLE 1
COMPARISONS
Probab | Interac | Group( | Storage | Operati
ilistic tive G)/Pai | require on of
@P) (I/Non | rwise ment of | each
/Deter | -intera | key (P) | each sensor
ministi | ctive sensor
cd | (N)
scheme | scheme
Our D N G (m=1)(k+1)| Polyno
scheme integers mial
from z | evaluati
on
Blundo D N G (k+1™" | Polyno
et al. integers mial .
[11] from evaluati
GF(p) | "
Khan D I P k integers | Matrix
et al. operatio
[13] n
Gligor P I P k integers none
[4]

to establish a group key with size m consists of the cost of
evaluating m — 1 polynomials. Overall, the computational cost
to establish a group key involving m sensors, each sensor
needs to evaluate (m — 1)k multiplications and (m — 1)(k+ 1)
additions. Since the time of addition can almost be ignored in
comparing with the time of multiplication, the computational
cost to establish a group key of our proposed scheme is to
evaluate (m — 1)k multiplications.

The computation of our proposed scheme is much simpler
than schemes use public-key cryptography. For example,
a RSA public-key operation is a modular exponentiation which
requires approximately 1.5/0g> N multiplications (i.e., in RSA,
N is at least 1024 bits). In other words, a 1024-bit RSA
operation requires approximately 1536 multiplications,
Moreover, all existing public-key based group key
establishment schemes require at least (m — 1) public-key
operations of each sensor to establish connections with other
sensor. Thus, public-key based group key establishment
becomes infeasible in wireless sensor networks. |

In Table I, we compare our proposed scheme with three
other pre-distribution schemes of sensor networks. Our
proposed scheme is a deterministic, non-interactive scheme
which can establish a group key among m sensors with
storage requirement of (m — 1)(k 4 1) integers from Zy and
polynomial operation needed of each sensor. Theoretically,
Blundo et al. [11] is also a deterministic, non-interactive
scheme which can establish a group key among m sensors.
However, the storage requirement of (k 4+ 1)”~! integers
from G F(p) of each sensor makes this scheme to become
impractical for establishing a group key but only suitable for
establishing pair-wise keys. Khan et al. [13] is a deterministic,
interactive scheme that can only establish a pair-wise keys
between 2 sensors. Matrix operation is needed for establishing
a pair-wise key. Gligor scheme [4] is a probabilistic, interactive
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pair-wise key establishment scheme with storage requirement
of a key ring of k keys randomly selected from a large pool S
of keys. After the deployment, if two neighbors share at
least one key, they establish a secure link and compute their
session secret key which is one of the common keys.

V. CONCLUSION

We have proposed a novel group key establishment scheme
using a special type of multi-variate polynomial. The storage
space of each sensor is linearly proportional to the size
of group communication. Since there is no information
exchange in determining the group key, the scheme has
no communication overhead in group key establishment.
In addition, only polynomial computations are needed to
compute the group key. The proposed scheme is especially
suitable in WSNS.
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