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Abstract In a (t, n) secret sharing scheme (SS), a dealer divides the secret into n shares in

such way that any t or more than t shares can reconstruct the secret but fewer than t shares

cannot reconstruct the secret. The multi-SS is an extension of the (t, n) SS in which shares

can be reused to reconstruct multiple secrets. Thus, the efficiency of the multi-SS is better

than the efficiency of the (t, n) SS. In this paper, we propose the first multi-SS using a

bivariate polynomial. Our design is unique in comparing with all existing multi-SSs.

Shares generated using a bivariate polynomial can not only be used to reconstruct multiple

secrets but also be used to establish pairwise keys between any pair of shareholders. The

pairwise keys can protect exchange information in the secret reconstruction to prevent

outsiders from obtaining the recovered secrets. All existing multi-SSs require additional

key establishment to accomplish this.

Keywords Secret sharing scheme � Multiple secrets � Unconditional security �
Bivariate polynomial

1 Introduction

The (t, n) secret sharing scheme (SS) was first introduced by Shamir [20] and Blakley [2]

separately in 1979. In a (t, n) SS, a dealer divides a secret s into n shares and shared among

a set of n shareholders such that (1) any t or more than t shares can reconstruct the secret s,
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and (b) fewer than t shares cannot reconstruct the secret s. The (t, n) SS has become a

fundamental tool in many applications such as in cloud computing [17, 18, 22] and in

group communications [5, 6]. The (t, n) SS can be implemented using different mathe-

matical tools. For example, Shamir’s scheme [20] is based on a linear polynomial, Bla-

kely’s scheme [2] is based on the geometry, and Mignotte’s scheme [16] and Asmuth-

Bloom’s scheme [1] are based on the Chinese remainder theorem (CRT).

In a (t, n) SS, during system set up, a dealer is responsible to divide a secret and generate

n shares and sends each share to corresponding shareholder secretly. Later, shares are

revealed by shareholders and used to reconstruct the secret. The efficiency of a (t, n) SS is

very low since shares can only be used to reconstruct one secret. In order to improve its

efficiency, multi-SS has been proposed in which shares generated by a dealer initially can be

reused to reconstruct multiple secrets. We can classify all existing multi-SSs into two classes

according to their security assumptions. The security assumption of the first class of schemes

is based on a one-way function. For example, schemes in [9–11] are based on a one-way

function and schemes in [15, 23] are based on a two-variable one-way function. The security

assumption of the second class of schemes is based on some cryptographic assumptions, such

as solving the discrete logarithm problem [8, 21] or the RSA assumption [14].

In all existing polynomial-based multi-SSs, shares are generated by univariate poly-

nomials. Additional key establishment is needed for shareholders to protect their exchange

information in the secret reconstruction such that the recovered secrets are not available to

outsiders. In this paper, we propose the first multi-SS using a bivariate polynomial. One of

unique features of our proposed scheme is that shares generated by an asymmetric poly-

nomial can not only be used to reconstruct multiple secrets but also be used to establish

pairwise keys between any pair of shareholders. The pairwise keys can protect exchange

information in the secret reconstruction to prevent outsiders from obtaining the recovered

secrets. Thus, no additional key establishment is needed. Recently, an unconditionally

secure multi-SS [7] based on a univariate polynomial is proposed. But, each shareholder

needs to keep multiple shares in [7]. In our proposed scheme, each shareholder only needs

to keep one share.

Here, we summarize contributions of this paper.

• We propose the first multi-SS using an asymmetric bivariate polynomial.

• Each shareholder has only one share and the share can not only be used to reconstruct

multiple secrets but also be used to establish pairwise keys to protect exchange

information in secret reconstruction. Thus, outside attackers cannot obtain the

recovered secrets.

The rest of paper is organized as follows. In Sect. 2, we review some preliminaries and

then introduce the security model and design issues of our proposed multi-SS. Our pro-

posed multi-SS based on a bivariate polynomial is presented in Sect. 3. The correctness,

security analysis and performance and properties are included in Sect. 4. The conclusion is

given in Sect. 5.

2 Preliminaries, Security Model and Design Issues

2.1 Secret Sharing Homomorphism

Benaloh [3] introduced the property of the secret sharing homomorphism. Let S be the

domain of the secret and T be the domain of shares corresponding to the secret. The
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function FI:T ? S is an induced function of the (t, n) SS. This function defines the secret s

based on any subset containing t shares, fsi1 ; si2 ; . . .; sitg, such that s ¼ FIðsi1 ; si2 ; . . .; sit Þ,
where I ¼ fsi1 ; si2 ; . . .; sitg.

Definition 1: Homomorphism of the secret sharing [3] Let � and � be two functions

on elements in sets S and T, respectively. We say that a (t, n) SS has the (�,�)-homo-

morphic property if for any subset I and s ¼ FIðsi1 ; si2 ; . . .; sitÞ, s
0 ¼ FIðs

0
i1
; s

0
i2
; . . .; s

0
it
Þ, then

s� s
0 ¼ FIðsi1 � s

0
i1
; si2 � s

0
i2
; . . .; sit � s

0
it
Þ.

We note that shares generated by Shamir’s (t, n) SS scheme satisfy (?,?)-homomor-

phism property. In other words, the sum of shares of two polynomials, f(x) and g(x), is the

share of additive polynomial, f(x) ? g(x).

2.2 Bivariate Polynomial

A bivariate polynomial having degree t - 1 can be represented as F(x, y) = a0,0 ? a1,0x ?

a0,1y ? a1,1xy ? a2,0x
2 ? a0,2y

2 ? a1,2xy
2 ? a2,1x

2y ? a2,2x
2y2 ? ��� ? at�1;t�1x

t�1yt�1

mod p, where ai,j 2 GF(p), Vi, j 2 [0, t - 1]. A bivariate polynomial has been used in the

design of a verifiable secret sharing scheme, we denote it as a BVSS.We can classify BVSSs

into two types, the symmetric BVSSs, denote them as SBVSSs [4, 12, 13, 19] and the

asymmetric BVSSs, denote them as ABVSSs, [4, 12]. If the coefficients of the polynomial

satisfy ai,j = aj,i, Vi, j 2 [0, t - 1], it is a symmetric bivariate polynomial. Shares generated

by a bivariate polynomial can be used to establish pairwise keys between any pair of

shareholders. In all (t, n) SBVSSs, a dealer selects a bivariate polynomial, F(x, y), having

degree t - 1 and F(0, 0) = s, where s is the secret. The dealer generates shares,

Fðxi; yÞmod p, i = 1, 2, …, n, for shareholders, where p is a prime with p[ s, and xi is the

public information associated with each shareholder, Ui. Each share, F(xi, y), is a univariate

polynomial having degree t - 1. Since shares generated by a symmetric bivariate polynomial

satisfy F(xi, xj) = F(xj, xi), Vi, j 2 [0, t - 1], pairwise keys, such as F(xi, xj) = F(xj, xi),

can be established between any pair of shareholders, Ui and Uj. On the other hand, in a

ABVSS, the dealer generates a pair of shares, Fðxi; yÞmod p and Fðx; xiÞmod p,
i = 1, 2, …, n, for each shareholder and the pairwise secret key,F(xi, xj) orF(xj, xi), can also

be established between the pair of shareholders,Ui andUj. For example, if we assume that the

shared key between Ui and Uj is F(xi, xj) for xi\ xj. Then, the shareholder, Ui, can use his

share, F(xi, y), to compute F(xi, xj) and the shareholder, Uj, can use his share, F(x, xj), to

compute F(xi, xj).

2.3 Security Model

In our proposed secret reconstruction, each participated shareholder needs to use his share

to compute and release a value to all other shareholders. The secrets can be recovered by

each shareholder after receiving all exchange information from other shareholders. Secure

channels are needed between any pair of shareholders in order to protect exchange

information among shareholders; otherwise, outsiders can also obtain the recovered secret.

A secure channel is referred to establish a shared secret key between two communication

entities. Therefore, in a (t, n) SS, a key establishment protocol is also needed to protect the

recovered secret from outsiders. All existing (t, n) SSs only address shares generation and

secret reconstruction without including any key establishment scheme. In practical

application, an additional key establishment is needed in the secret reconstruction process.
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In this paper, we take a different approach to adopt a bivariate polynomial to generate

shares by a dealer. Shares generated by a bivariate polynomial can not only be used to

reconstruct multiple secrets but also be used to protect exchange information. Therefore,

outsiders cannot obtain the recovered secrets. In our security model, we assume that attacks

from outside adversaries are prevented since all exchange information in the secret

reconstruction is protected by pairwise keys.

In the security analysis of our proposed scheme, we only consider attacks from inside

adversaries. Inside adversaries is referred to be legitimate shareholders who own valid

shares generated by the dealer. In a (t, n) SS, any t - 1 colluded shareholders should not

be able to recover secrets. On the other hand, any t or more than t shareholders should be

able to recover secrets. Furthermore, in the secret reconstruction of a multi-SS, the

scheme needs (1) to protect the secrecy of shares; otherwise, shares cannot be reused for

reconstructing multiple secrets; and (2) to protect the secrecy of uncovered secrets from

knowing those recovered secrets.

2.4 Design Issues of a (t, n) Multi-secret Sharing Scheme

Here, we outline security issues in the secret reconstruction of a multi-SS.

(a) Shares need to be protected in the secret reconstruction- In a (t, n) multi-SS,

multiple secrets are reconstructed one at a time. If shares are exposed to other

shareholders in the secret reconstruction, shares cannot be reused to reconstruct

uncovered secrets. In this paper, we propose to use Shamir’s SS to protect the

secrecy of shares. We let each shareholder to act like a dealer using Shamir’s SS to

generate sub-shares of his own share for all participated shareholders. Then, the

additive sum of all sub-shares of each shareholder is released and used in the secret

reconstruction. In this way, the secrecy of each share is protected since (1) it needs

to compromise at least t sub-shares in order to obtain each share, and (2) it is

impossible to derive each sub-share from the sum of sub-shares.

(b) Recovered secrets should not affect the secrecy of uncovered secrets- In a multi-SS,

multiple secrets are reconstructed one at a time. Since some recovered secrets are

already available to shareholders, our proposed scheme needs to prevent attackers

from gaining additional information based on these recovered secrets to endanger

the secrecy of uncovered secrets.

3 Our Proposed (t, n) Multi-SS

3.1 Scheme

In this section, we proposed a multi-SS using an asymmetric bivariate polynomial which

can share multiple secrets, where t is the threshold, h - 1 is the degree of the variable y of

the polynomial and k is the number of secrets.

3.1.1 Share Generation

The dealer selects an asymmetric polynomial, F(x, y) = a0,0 ? a1,0x ? a0,1y ? a1,1xy ?

a2,0x
2 ? a0,2y

2 ? a1,2xy
2 ? a2,1x

2y ? a2,2x
2y2 ? ��� ? þ at�1;h�1x

t�1yh�1mod p, where
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F(x, y) has t - 1 degree in x and h - 1 degree in y (i.e., th[ (t ? h)(t - 1) ? (k - 1)

and k B t. We will explain this condition later in Theorem 1), F(j, 0) = sj, j = 1, 2, …, k,

sj, j = 1, 2, …, k, are k secrets, ai,j 2 GF(p), and p is a prime integer with p[ sj,

j = 1, 2, …, k. The dealer computes a pair of shares, a pair of shares, si(y) = F(xi, y) and

si(x) = F(x, xi), for each shareholder, Ui, where xi[ k, i = 1, 2, …, n, is the public

information associated with each shareholder, Ui. The dealer sends each pair of shares,

(si(y), si(x)), to shareholder Ui secretly.

3.1.2 Secret Reconstruction

Assume that u (i.e., t B u B n) shareholders, fUv1 ;Uv2 ; . . .;Uvug, want to reconstruct the

secret, sr, r 2 {1, 2, …, k}.

Step 1 Let us assume that the value, F(xi, xj), with xvi\xvj , is used as the pairwise

shared key between shareholders, Ui and Uj. Each shareholder Uvi uses his/her

one of shares, sviðyÞ or sviðxÞ, to compute pairwise shared keys, ki;j ¼ sviðxvjÞ ¼
Fðxvi ; xvjÞ j = 1, 2, …, u, j = i, where ki,j is the secret key shared between

shareholders, Uvi and Uvj .

Step 2 Each shareholder Uvi uses his share, sviðxÞ, to compute the Lagrange Component

(LC) of the secret, sr, as wvi ¼ sviðrÞ
Qu

l¼1;l 6¼i

r�xvl
xvi�xvl

mod p.

Step 3 Each shareholder Uvi acts like a dealer to share his LC, wvi , using Shamir’s

(t, u)SS for all participated shareholders. In other words, each shareholder Uvi

selects a t - 1 degree polynomial fi(x) with f ið0Þ ¼ wvi and generates sub-shares,

wvi;j ¼ fiðxvjÞ; j ¼ 1; 2; . . .; u, for all participated shareholders.

Step 4 Each Uvi computes ci;j ¼ Eki;jðwvi;jÞ j = 1, 2, …, u, j = i, where Eki;jðwvi;jÞ
denotes the conventional encryption of wvi;j using the key ki,j. Then, ci,j,

j = 1, 2, …, u, j = i, are sent to other shareholders, respectively.

Step 5 After receiving ciphertext, cj,i, j = 1, 2, …, u, j = i, from other shareholders,

each Uvi computes Dki;jðcj;iÞ ¼ wvj;i, j = 1, 2, …, u, j = i, where Dki;jðcj;iÞ
denotes the decryption of cj,iusing the key ki,j.

Step 6 Each Uvi computes
Pu

j¼1 wvj ;i mod p ¼ shri and computes c
0

i;j
¼ Eki;jðshriÞ,

j = 1, 2, …, u, j = i, and sends c
0

i;j
to other shareholders, respectively.

Step 7 After receiving ciphertext, c
0

j;i
, j = 1, 2, …, u, j = i, from other shareholders,

each Uvi computes Dki;jðc
0

j;i
Þ ¼ shrj, j = 1, 2, …, u, j = i.

Step 8 Following Lagrange interpolation formula, the secret, sr, can be computed as
Pu

i¼1

shri
Qu

l¼1;l 6¼i

�xvl
xvi�xvl

mod p ¼ sr .

3.2 Discussion

In Step 3, each shareholder uses Shamir’s (t, u) SS to share his LG and generate sub-shares

for all participated shareholders. In Steps 4 and 5, sub-shares are sent to other shareholders

secretly using the pairwise shared keys computed from Step 1. In Step 6, each shareholder

adds all received sub-shares to obtain the share corresponding to the additive sum of

individual polynomials selected by participated shareholders. Note that the additive sum of

constant terms of individual polynomials is the secret as shown in Step 8. In Steps 6 and 7,
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the share of each shareholder is sent to other shareholders secretly using the pairwise

shared keys. This prevent outsider from obtaining the recovered secret.

4 Analysis

4.1 Correctness

Since F(x, 0) has t - 1 degree in x and F(r, 0) = sr, knowing any u (i.e., t B u B n)

values, Fðxvi ; 0Þ; i ¼ 1; 2; . . .; u, the secret, sr, can be obtained following the Lagrange

interpolation formula as sr ¼ Fðr; 0Þ ¼
Pu

i¼1

Fðxvi ; 0Þ
Qu

l¼1;l 6¼i

r�xvl
xvi�xvl

mod p. The Lagrange

Component (LC) of the secret, sr, of shareholder Uvi is computed using the share, sr(x), in

Step 2, as wvi ¼ sviðrÞ
Qu

l¼1;l 6¼i

r�xvl
xvi�xvl

mod p: Note that sr ¼
Pu

i¼1 wvi : Each LC, wvi ; cannot

be released to other shareholders directly since the share value, sviðrÞ; of shareholder Uvi

can be obtained from LC. In our scheme, Shamir’s SS is adopted to protect the secrecy of

shares. In Step 3, each shareholder Uvi follows Shamir’s (t, u) SS to select a (t - 1) degree

polynomial fi(x) with f ið0Þ ¼ wvi and generates sub-shares, fiðxvjÞ; j ¼ 1; 2; . . .; u; for all

participated shareholders. In Steps 4 and 5, sub-shares are sent to other shareholder secretly

using the pairwise shared keys computed from Step 1. In Step 5, each shareholder adds all

received sub-shares to obtain the share corresponding to the additive sum of individual

polynomials,
Pu

i¼1 fi xð Þ, selected by participated shareholders. Note that according to the

secret sharing homomorphism [19], each additive sum of sub-shares is a share of the

additive polynomial,
Pu

i¼1 fi xð Þ, with
Pu

i¼1 fið0Þ ¼
Pu

i¼1 wvi : Finally, in Step 8, according

to the Lagrange interpolation formula, we can get
Pu

i¼1 shri
Qu

l¼1;l 6¼i

�xvl
xvi�xvl

mod p ¼
Pu

i¼1 fið0Þ ¼
Pu

i¼1 wvi mod p ¼ sr:

4.2 Security

As we have discussed in Sect. 2.2, in our scheme, we only need to consider attacks from

inside adversaries. More specifically, we only consider attacks made by inside attackers.

We analyze the security threat under the worst scenario. That is, there are at most t - 1

colluded shareholders in the secret reconstruction.

Theorem 1 With th[ (t ? h)(t - 1) ? (k - 1) and k B t, the proposed scheme satisfies

both security requirements of a (t, n) multi-SS. That are, (a) with t or more than t shares

can recover the secrets, and (b) with fewer than t shares cannot recover the secrets.

Proof F(x, y) = a0,0 ? a1,0x ? a0,1y ? a1,1xy ? a2,0x
2 ? a0,2y

2 ? a1,2xy
2 ? a2,1x

2y ?

a2,2x
2y2 ? ��� ? þ at�1;h�1x

t�1yh�1mod p; is an asymmetric polynomial having t - 1

degree in x and h - 1 degree in y, containing th different coefficients. In the proposed

scheme, each pair of shares, (si(y), si(x)), is a univariate polynomial with degree h - 1 in

y and t - 1 degree in x. In other words, each shareholder can use his share to establish

t ? h linearly independent equations in terms of the coefficients of the polynomial F(x, y).

When there are t - 1 colluded shareholders (i.e., the threshold is t) with their shares

together, they can establish in total (t ? h)(t - 1) linearly independent equations. We want

to point out that since in our proposed scheme, the LC of each shareholder is protected

using Shamir’s (t, u) SS, these collided shareholders cannot obtain LCs of other
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shareholders. In addition, we consider the worst case in which the collided shareholders

can gather the most information in the secret reconstruction process. That is, the t - 1

colluded shareholders want to recover the last secret after knowing k - 1 recovered

secrets. So, the colluded shareholders can establish k - 1 additional equations of the

coefficients of the polynomial F(x, y) from these k - 1 previously reconstructed secrets.

Thus, the total number of equations available to colluded shareholders is

(t ? h)(t - 1) ? (k - 1). The condition th[ (t ? h)(t - 1) ? (k - 1) ensures that the

last secret cannot be recovered by t - 1 colluded shareholders. On the other hand, when

there are t or more than t shareholders trying to recover the secret, with their shares

together, they can establish (t ? h)t linearly independent equations. Since we have

(t ? h)t C th, any t or more than t shareholders can recover the secret.

Furthermore, since F(x, 0) has t - 1 degree in x and k multiple secrets are defined as

F(i, 0) = sy, i = 1, 2, …, k, after recovering t secrets, F(x, 0)is obtained. Thus, the

number of secrets, k, needs to be limited as k B t. h

Corollary 1.1 In our proposed scheme, the number of secrets k, the degree of the

bivariate polynomial, F(x, y), and the threshold, t, have the following relation, k B t and

h[ t(t - 1) ? k - 1.

Proof Form Theorem 1, since th[ (t ? h)(t - 1) ? (k - 1), we get

h[ t(t - 1) ? k - 1. h

Let us examine two security issues in the secret reconstruction of a multi-SS as pre-

sented in Sect. 2.4.

(a) Shares need to be protected in the secret reconstruction- In Step 3 of our proposed

scheme, each shareholder does not reveal his share to other shareholders directly.

Instead, the share is hidden in a random polynomial and sub-shares are sent to other

shareholders.

(b) Recovered secrets should not affect the secrecy of uncovered secrets- In the proof of

Theorem 1, one additional equation of the coefficients of the polynomial F(x, y)can

be established from each recovered secret. Our proof is based on the analysis of the

worst case scenario in which the collided shareholders gather the most information

in the secret reconstruction (i.e., by collecting k - 1 secrets which have been

recovered already). Therefore, the proposed scheme allows multiple secrets to be

recovered separately.

4.3 Performance and Properties of Our Scheme

4.3.1 Performance

Each shareholder needs to store a pair of shares, (si(y), si(x)), which are univariate poly-

nomials having degree h - 1 and t -1, respectively. In secret reconstruction, each

shareholder needs to compute 2 LCs, in Steps 2 and 8 respectively, u - 1 pairwise shared

keys, ki,j, in Step 1, and 2(u - 1) conventional encryptions and decryptions in Steps 4, 6, 7.

All these computations are much faster than most public-key computations since these

computations involving multiplications/additions with a small modulus but public-key

computations involving modular exponentiations with a large modulus. The communica-

tion complexity of this proposed scheme is O(u), where u is the number of shareholders

participated in the secret reconstruction.
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4.3.2 Properties

(a) No additional key establishment protocol is needed- In our proposed scheme, shares

generated by the dealer initially can also be used to establish pairwise shard keys

between any pair of shareholders. There is no need to employ additional key

establishment protocol. This property can speed up the secret sharing process

significantly.

(b) The proposed scheme can share up to k secrets- As proved in Theorem 1, our

proposed scheme is a unconditionally secure multi-secret sharing scheme. The

shares can be reused repeatedly without compromising its security.

Remark 1 One major difference of our proposed (t, n) SS with most existing (t, n) SSs is

that our scheme is based on a bivariate polynomial but all existing schemes are based on a

univariate polynomial. The major advantage of using a bivariate polynomial is to enable

shareholders to use their original shares obtained from the dealer initially to establish

pairwise shared keys with other shareholders during secret reconstruction. Without pair-

wise shared keys to protect shares in the secret reconstruction, non-shareholder can also

obtain shares and use them to recover the secret. Thus, our proposed scheme is more

efficient than most existing schemes. However, in our proposed scheme, each share is a

univariate polynomial; but in most other schemes, each share is an integer. Since com-

putational complexity of our proposed scheme is O(u), where u is the number of partici-

pated shareholders in secret reconstruction, the computational complexity of our scheme is

the same as most existing schemes.

5 Conclusion

We propose the first (t, n) multi-SS using a bivariate polynomial. Our proposed scheme has

two unique features in comparing with most existing multi-SSs. That are, (1) shares

generated by the dealer can be used to reconstruct multiple secrets and (2) to protect

exchange information in the secret reconstruction. We also include a detailed discussion to

prove the correctness and security of our proposed scheme.
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