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Novel Design of Secure End-to-End Routing
Protocol in Wireless Sensor Networks

Lein Harn, Ching-Fang Hsu, Ou Ruan, and Mao-Yuan Zhang

Abstract— In wireless sensor networks, the secure end-to-end
data communication is needed to collect data from source to
destination. Collected data are transmitted in a path consisting
of connected links. All existing end-to-end routing protocols
propose solutions in which each link uses a pairwise shared
key to protect data. In this paper, we propose a novel design
of secure end-to-end data communication. We adopt a newly
published group key pre-distribution scheme in our design, such
that there is a unique group key, called path key, to protect
data transmitted in the entire routing path. Specifically, instead
of using multiple pairwise shared keys to repeatedly perform
encryption and decryption over every link, our proposed scheme
uses a unique end-to-end path key to protect data transmitted
over the path. Our protocol can authenticate sensors to establish
the path and to establish the path key. The main advantage
using our protocol is to reduce the time needed to process data
by intermediate sensors. Moreover, our proposed authentication
scheme has complexity O(n), where n is the number of sensors
in a communication path, which is different from all existing
authentication schemes which are one-to-one authentications with
complexity O(n2). The security of the protocol is computationally
secure.

Index Terms— Secure communications, group keys,
authentication, secret sharing.

I. INTRODUCTION

W IRELESS sensor networks (WSN) have been deployed
in various applications to collect information from

human body, battle fields, smart power grids, Interstate high-
ways, etc. Sensors are subjected by their physical limita-
tions on hardware, storage space, computational power, etc.
Developing efficient solutions to protect information in sensor
networks is a challenging task.
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User authentication and key establishment are two funda-
mental security functions in most secure communications. The
user authentication enables communication entities to authen-
ticate identities of their communication partners. After users
being successfully authenticated, a key establishment enables a
secret session key to be shared among communication entities
such that all exchange information can be protected using this
shared key.

Traditional communications are one-to-one type of com-
munications which involves only two communication entities.
Most existing user authentication schemes [1]–[7] involve
only two entities, one is the prover and the other one is
the verifier. The verifier interacts with the prover to validate
the identity of the prover. However, communication has been
moved to many-to-many communications recently, also called
group communications. Traditional user authentication which
authenticates one user at one time is no longer suitable for a
group communication which involves multiple users. Recently,
a new type of authentication, called group authentication [8],
is proposed which can be used to determine whether all users
belong to the same group or not. The group authentication
is very efficient since it can authenticate all members at one
time. However, the group authentication can only be used
as a pre-processing of user authentication since if there are
non-members, group authentication cannot determine who are
non-members. Additional one-to-one user authentications are
needed to identify non-members.

Most popular key establishment schemes in WSNs
are to establish pairwise shared keys for sensors.
Eschenauer and Gligor [8] proposed the first random
key pre-distribution scheme which is a probabilistic schemes
and does not guarantee connectivity in WSNs. Each sensor is
preloaded with k keys randomly selected from a large pool
of keys. After the deployment, if two neighboring sensors
share at least one key, they can use one of the shared key
to establish a secure link. Otherwise, they should determine
a path which is connected by successive secure links. The
values of the key size k on each sensor and the key pool size
are chosen to guarantee a high probability of connectivity.
Chan et al. [9] proposed a Q-composite scheme to enhance
the resilience of the random key scheme. Du et al. [10]
proposed an enhanced random scheme assuming the node
deployment knowledge. In 2013, Ruj et al. [11] proposed the
first triple key establishment in WSNs. Any three sensors can
establish unique triple keys among them.

The deterministic schemes do guarantee the connectivity
in WSNs. Most deterministic schemes are based on threshold
cryptography. Most deterministic schemes are to establish
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Fig. 1. Routing path in WSN.

pairwise shared keys between two sensors. Blom [12]
proposed the first pairwise key establishment scheme
based on threshold cryptography and Blundo et al. [13] fur-
ther investigated the key establishment using polynomials.
Khan et al. [14] proposed a pre-distribution scheme using a
symmetric matrix and a generator matrix of maximum rank
distance to establish pairwise keys for sensor nodes. In a
recent paper by Harn and Xu [15] which is a pre-distribution
scheme of group keys in sensor networks using a multivari-
ate polynomial. The advantage of their scheme is to limit
the storage space of each sensor to be linearly independent
on the size of network. Recently, public-key based algo-
rithms have been proposed and used in WSNs. For example,
D’Souza and Varaprasad, et al. [16] proposed a secure node
disjoint multipath routing protocol for WSNs in which data
packets are transmitted in a secure manner by using the digital
signature crypto system. Azarderakhsh et al. [17] proposed an
algorithm and architecture for elliptic curve cryptography for
secure applications. However, public-key computations take
too much computational resources.

In WSNs, secure end-to-end data communication is needed
to collect data from source to destination. Collected informa-
tion needs to be forwarded in a path consisting of routing
sensors from source sensor to sink sensor. Figure 1 illustrates
a routing path in WSN. Collected data are transmitted in a path
consisting of connected links. All existing end-to-end routing
protocols propose solutions in which each link uses a pairwise
shared key to protect data. In fact, this approach uses hop-to-
hop solution to provide end-to-end secure data communication.
One main concern in using a random key pre-distribution
scheme to establish pairwise shared keys is that this approach
does not guarantee the connectivity between two sensors.
In the end-to-end secure communication scheme proposed by
Gu et al. [18], it uses a methodology called differentiated key
pre-distribution. The core idea is to distribute different number
of keys to different sensors to enhance the resilience of certain
links.

In this paper, we propose a novel design of secure end-
to-end data communication. We adopt a newly published
group key pre-distribution scheme [15] in our design such
that there is a unique group key, called path key, to protect
data transmitted in entire path. Specifically, instead of using
multiple pairwise shared keys to repeatedly perform encryption
and decryption over every link, our proposed scheme uses a

unique end-to-end path key to protect data transmitted over
the path. Our protocol can authenticate sensors to establish a
routing path and to establish a path key. The main advantage of
our protocol is to reduce the time needed to process data by
intermediate sensors. Moreover, our proposed authentication
scheme has complexity O(n), where n is the number of
sensors in a communication path, which is different from all
existing authentication schemes which are one-to-one authen-
tications with complexity O(n2).

Here, we summarize the contributions of our paper.
• We propose a novel secure end-to-end routing protocol

in which a unique path key is established for all sensors
in the path.

• Our protocol provides both authentication of sensors to
establish the path and to establish the path key.

• Our authentication scheme has complexity O(n).
• Our protocol is polynomial-based protocol so the com-

putation is very efficient.
The rest of this paper is organized as follows: In the next

section, we review a pre-distribution scheme of group keys
which was published recently. In Section 3, we describe the
model of our protocol and the security feature of our protocol.
In Section 4, we propose our protocol. We analyze the security
and performance in Section 5. We conclude in Section 6.

II. REVIEW OF PRE-DISTRIBUTION SCHEME FOR

ESTABLISHING GROUP KEYS [15]

Our proposed protocol is built upon a recent paper by
Harn and Hsu [15] which is a pre-distribution scheme of
group keys in sensor networks using a multivariate polynomial.
In this section, we review their scheme.

There has a key generation center (KDC) and there are
n sensors, {P1, P2, . . . , P1}. Each sensor is loaded with keys
by the KDC initially. The KDC selects a RSA [19] modulus
N, where N is the product of two large safe primes, p and
q , i.e., p=2p′+1 and q=2q′+1, where p′ and q ′ are also
primes. p and q are KDC’s secrets, N is made publicly known.
The KDC selects a random polynomial having degree k as
f (x) = akxk +. . .+a1x+a0 mod N , and uses it to generate an
m-variate polynomial, F(x1, x2, . . . , xm) = ∏m

i=1 f (xi ) mod
N . KDC computes shares, {si,1(x), si,2(x), . . . , si,m−1(x)},
where si, j (x) = fi,l (i) f (x) mod N , for l = 1, 2, . . . , m − 1,
and fi,1(i) · fi,2(i) · . . . · fi,m−1(i) = f (i) mod N , for each
sensor. Shares are stored in sensor Pi secretly.

If m sensors, {Pi1 , Pi2 , . . . , Pim }, want to establish a
secret group key among them, each sensor Pi , where
i ∈ {1, 2, . . . , m}, uses its shares, {si,1(x), si,2(x), . . . ,
si,m−1(x)}, to compute K = si,1(i1) · si,2(i2) · . . . ·
si,m−1(im−1) mod N , where i1, i2, . . . ir−1 ∈ {1, 2, . . . , m} −
{i} and ir �= is,∀r, s. In fact, K = f (i1) · f (i2) · . . . ·
f (im)modN . We describe the scheme in Figure 2.

In [15], it has shown that the proposed scheme satisfies
following properties.

(a) Correctness: The group key can be computed by
each sensor in a group communication involving
m (i.e., 2 ≤ m ≤ n) sensors.

(b) k-secure: If k sensors are captured, there will have no
information to be compromised.
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Fig. 2. Predistribution scheme for establishing group keys [15].

(c) Key confidentiality: It is computationally infeasible for
any attacker to discover any group key.

(d) Key independence: Knowing a subset of group keys,
K ′ ⊂ K , where k is the complete set of group
keys, the attacker cannot discover any other group keys,
K ′′ = K − K ′.

III. MODEL OF SECURE END-TO-END

ROUTING PROTOCOL

In this section, we describe the model of our proposed
secure end-to-end routing protocol in WSNs including the
protocol description, the attacks and security properties of our
proposed protocol.

A. Protocol Description

In our proposed protocol, there is a key generation
center (KGC) and there are n sensors, {U1, U2, . . . , Un}.
There are four stages, key pre-distribution stage, routing path
establishment stage, path key establishment stage, and data
protection stage.

In the key pre-distribution stage, the KGC selects a special
type of m-variate polynomial and generates keys. Secret keys
of each sensor are m − 1 univariate polynomials. Secret keys
are different in all sensors.

At the beginning in routing path establishment stage, a path
from source sensor to destination sensor has to be identified.

Let Us and UD be the source sensor and destination sen-
sor, respectively. Let the intermediate sensors identified be
U1, U2, . . . , Um−2. Collected data are transmitted from Us

to UD through the intermediate sensors U1, U2, . . . , Um−2.
In order to establish a secure group communication involving
m (i.e., 2 ≤ m ≤ n) sensors, it requires to authenticate
all sensors in the path first. In the stage, sensors interact to
prove that they are legitimate sensors. In the authentication,
each sensor needs to broadcast its identity and a random
integer. After receiving all identities and random integers, each
sensor needs to use its secret keys obtained from the KGC
initially to compute a key-hash output as its authentication
response. Other sensors can use this authentication response
to authenticate its legitimacy. Since each sensor is required to
generate an authentication response and to be verified by other
sensors, the complexity of this authentication is O(m). This
authentication can also identify illegitimate sensors. At the end
of authentication, each sensor knows exactly the legitimacy of
other sensors in the path of secure communication. In case any
sensor being authenticated unsuccessfully, a new path need
to be identified and repeat this stage at the beginning. This
stage will be repeated until all sensors in a path have been
authenticated successfully.

In the path key establishment stage, a secret path key is
computed first by each sensor individually. There are two
keys used to protect data. One is a pair of encryption and
decryption keys used by the source and the destination sensors
respectively. Another is a data authentication key used by all
sensors in the path to provide authentication of the routed
ciphertext. There needs no interaction with other sensors to
compute these keys. Thus, our proposed protocol is very effi-
cient in both authentication and key establishment since there
is only broadcast transmission. Furthermore, the computations
of each sensor needs are polynomial evaluation and key-hash
function. We will give detail discussion of its performance
evaluation in Section 5.

In the data protection stage, the collected data is encrypted
and an authentication of the ciphertext is computed by the
source sensor. Each intermediate sensor needs to authenticate
the ciphertext in order to forward the ciphertext to its next
sensor. Unauthenticated ciphertext will be removed from this
routing process. At the destination sensor, the collected data
can be recovered by deciphering the ciphertext.

B. Type of Attacks

We consider following types of attacks.
Attack by capturing sensors-After capturing sensors,

attacker can recover secret keys stored in sensors and uses
these recovered keys to derive the secret polynomial selected
by the KGC.

Attack by wiretapping transmitted information-Attacker
may try to recover the collected data by wiretapping trans-
mitted message in WSNs.

Attack by injecting false data in the routing process-
Attacker can inject false data to interfere routing transmission.

In the security analysis, we will show that none of these
attacks can work properly against our protocol.
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Fig. 3. Key predistribution stage.

C. Security Features of Proposed Scheme

Since our protocol is based on the group key establishment
scheme proposed in [15] with properties, k-secure, key confi-
dentiality and key independence, it is obvious that our protocol
shares the same properties. In addition, our protocol has the
following features.

(a) Correctness: The protocol can successfully authenticate
legitimacy of sensors in the path and then to establish a
path key.

(b) Freshness of authentication response: The authentica-
tion responses generated by sensors in the authentication
stage can only be used for one time. This feature can
prevent replay attack in which attackers replay recorded
authentication response to fail the authentication.

(c) Freshness of communication keys: The secret keys used
by sensors to protect collected data can only be used
for one time. This feature can prevent attackers either to
reuse compromised communication keys to gain access
to other communications or to replay recorded ciphertext
and its authentication to interfere data transmission.

(d) Forward secrecy of group keys: The forward secrecy is
ensured if a captured sensor cannot access the content
of communications of any future session.

(e) Backward secrecy of group keys: The backward secrecy
is ensured if a new sensor cannot access the content of
communications of any past session.

IV. PROPOSED PROTOCOL

In this paper, we propose our end-to-end routing protocol
which provides authentication of sensors to establish a path
and to establish a path key. The KGC selects a multivariate
polynomial in Z N , where N is a RSA modulus [19]. Our
protocol is built upon the pre-distribution scheme of group
key establishment [15].

Fig. 4. Routing path establishment stage.

The KGC selects a RSA modulus N, where N is the
product of two large safe primes, p and q, i.e., p=2p′+1 and
q=2q′+1, where p′ and q ′ are also primes. p and q are KGC’s
secrets, N is made publicly known. The protocol consists four
different stages. In the key pre-distribution stage as shown
in Figure 3, the KGC computes and loads keys to sensors.
In the routing path establishment stage as shown in Figure 4,
all sensors in the path have been authenticated successfully.
In the path key establishment stage as shown in Figure 5,
the encryption/ decryption keys and authentication key for the
path are computed by sensors in the path. In the data protection
stage as shown in Figure 6, the collected date is transmitted
in the path in a secure and authenticated manner.

Remark 1: As discussed in [15], if there are less than
m sensors in the routing path, for example r (i.e., 2 ≤ r ≤
m ≤ n) sensors, {U1, U2, . . . , Ur }. Then, the same steps
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Fig. 5. Path key establishment stage.

Fig. 6. Data protection stage.

in Figure 3 are executed except each sensor, U j , where j ∈
{1, 2, . . . , r}, uses its keys, {s j,1(x), s j,2(x), . . . , si,m−1(x)}, to
compute a group key K = s j,1(il) · s j,2(i2) · . . . · s j,r−1(ir ) ·
s j,r (0)·s j,r+1(0)·. . .·s j,m−1(0) mod N, where i1, i2, . . . ir−1 ∈
{1, 2, . . . , r} − { j} and ir �= is,∀r, s, by all sensors.

Remark 2: Since the secret keys of each sensor are m − 1
univariate polynomials, the number of sensors in the routing

path is limited to be no more than m sensors in Figure 3. There
is a trade-off between the storage space of each sensor and
the maximal number of sensors in a path. However, if there
are more than m sensors in a path, the entire path can be
divided into multiple sub-paths such that each sub-path has
no more than msensors. In this way, secure communication
can be established between sub-paths by a pairwise shared
key in [15].

V. ANALYSIS

A. Security Analysis

In the following discussion, we first analyze the attacks as
described in Section 3.2.

Attack by capturing sensors-After capturing sensors,
attacker can recover secret keys stored in sensors and then
from these recovered keys tries to recover the secret polyno-
mial selected by the KGC. Since the multivariate polynomial
used to generate keys of sensors having degree k, it has
been shown in [15] that attacker needs to capture at least
k + 1 sensors in order to lunch this attack. The degree of
the polynomial determines the minimal number of captured
sensors needed to lunch this attack successfully.

Attack by wiretapping transmitted information-In our pro-
tocol, the routing data is encrypted by the secret key, Ke,
which can only be computed by the source and the destina-
tion sensors. Attacker cannot recover the collected data by
wiretapping transmitted ciphertext without knowing the key.

Attack by injecting false data in the routing process-In
our protocol, the transmitted ciphertext is protected by the
authentication key, Kauth , which can only be computed by sen-
sors in the path. Attacker cannot inject false data to interfere
routing transmission without knowing the authentication key.
Unauthenticated ciphertext will be removed from the routing
process.

In the following discussion, we discuss security features of
our protocol as described in Section 3.3.

(a) Correctness: Authentication of a Path- If all sensors in
the path are legitimate sensors as they claimed to be
in Step 1, each sensor, Ui , in Step 2 should be able
to compute the group key, K = si,1(i1) · si,2(i2) · . . . ·
si,m−1(im−1) mod N == f (1) · f (2) · . . . · f (m) mod N .
Thus, in Step 3 the authentication response, ASi =
h(K , (i, ri , (1, r1), (2, r2), . . . , (m, rm)), can be used to
verify its legitimacy by other sensors in Step 4. Illegit-
imate sensor cannot forge this authentication response
since illegitimate sensor does not have the keys of
sensor, Ui .
Path key establishment and Data protection- The cor-
rectness of this property comes from the scheme [15].

(b) Freshness of authentication response: In Step
3 the authentication response, ASi = h(K ,
(i, ri , (1, r1), (2, r2), . . . , (m, rm)), is a key-hash output
of all random integers selected by sensors initially.
By recording a previously transmitted authentication
response cannot impersonate a sensor since the verifier’s
random integer is different in every session.
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(c) Freshness of communication keys: In the path key
establishment stage, the authentication key, K c =
h(K , (1, r1), (2, r2), . . . , (m, rm)), is a key-hash out-
put of random integers selected by sensors in the
path initially. This authentication key is different in
every session. Similarly, the encryption/decryption key,
Ke = h(K1,m, (1, r1), (m, rm)), is different in every
session.

(d) Forward secrecy of group keys: If a sensor has been
captured by the attacker, knowing the keys of the
captured sensor cannot access the content of future
communications since the group key, K , can only be
computed by sensors involved in the path of a secure
communication.

(e) Backward secrecy of group keys: If a new sensor added
to the WSN, the new sensor cannot access the content
of any past communications since the group key, K , can
only be computed by sensors involved in the path of a
secure communication.

B. Performance Evaluation

Our proposed protocol can provide both authentication and
key establishment simultaneously. Furthermore, our authen-
tication has complexity O(n), where n is the number of
sensors in a path, which is different from most existing
authentication schemes which are one-to-one authentication
with complexity O(n2).

Each sensor needs to store keys,
{s j,1(x), s j,2(x), . . . , s j,m−1(x)}, which are m − 1 univariate
polynomials. Thus, the memory storage of each sensor is
(m − 1)(k + 1) coefficients from Z N .

In Step 2 routing path establishment stage, to compute the
group key, K = si,1(i1) · si,2(i2) · . . . · si,m−1(im−1) mod N ,
needs to evaluate m − 1 polynomials. Horner’s rule [18]
can be used to evaluate polynomials. From Horner’s rule,
evaluating a polynomial of degree k needs k multiplications
and k + 1 additions. The computational cost to establish a
group key with size m consists of the cost of evaluating
m−1 polynomials. Overall, the computational cost to compute
the group key, K , each sensor needs to evaluate (m − 1)k
multiplications and (m − 1)(k + 1) additions. In addition,
each sensor needs to generate one authentication response
and to verify (m − 1) authentication responses. Since each
authentication response is a key-hash output, each sensor needs
to compute m key-hash outputs. Finally, there is one more key-
hash output to compute the authentication key of ciphertext by
each sensor.

There is one major advantage in using our proposed path
key in comparing with using pairwise shared keys. An end-
to-end communication is connected by a path which involves
multiple links. Thus, data encryption and data decryption is
needed in every link using pairwise shared key. However,
in our proposed path key, data encryption is needed only
at the source sensor and data encryption is only needed at
the destination sensor. The ciphertext authentication is only
computed at the source sensor and is verified by intermediate
sensors. Our proposed protocol can significantly reduce data

TABLE I

COMPARISON

processing time of intermediate sensors. Table 1 shows the
comparison of our proposed protocol with all existing end-to-
end routing protocols based on random key distribution.

The communication of authentication is performed com-
pletely in the broadcast channel. Total communication time
is to transmit m identities and random integers, {(1, r1), i =
1, 2, . . . , m}, and m authentication responses, {ASi , i =
1, 2, . . . , m}, of all sensors. There is no additional commu-
nication in order to establish the path and the path key.

VI. CONCLUSION

We have proposed a novel design of a secure end-to-end
routing protocol which can provide authentication to establish
a routing path and to establish a path key. All existing routing
protocols use pairwise shared keys to protect routing data.
Our proposed protocol uses path key to protect routing data
by removing encryption and decryption in intermediate sen-
sors. We have included the security analysis and performance
evaluation in the paper.
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