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Abstract The type of centralized group key establishment
protocols is the most commonly used one due to its efficiency
in computation and communication. A key generation center
(KGC) in this type of protocols acts as a server to register
users initially. Since the KGC selects a group key for group
communication, all users must trust the KGC. Needing a mu-
tually trusted KGC can cause problem in some applications.
For example, users in a social network cannot trust the net-
work server to select a group key for a secure group commu-
nication. In this paper, we remove the need of a mutually
trusted KGC by assuming that each user only trusts himself.
During registration, each user acts as a KGC to register other
users and issue sub-shares to other users. From the secret
sharing homomorphism, all sub-shares of each user can be
combined into a master share. The master share enables a
pairwise shared key between any pair of users. A verification
of master shares enables all users to verify their master shares
are generated consistently without revealing the master shares.
In a group communication, the initiator can become the server
to select a group key and distribute it to each other user over a
pairwise shared channel. Our design is unique since the

storage of each user is minimal, the verification of master
shares is efficient and the group key distribution is centralized.
There are public-key based group key establishment protocols
without a trusted third party. However, these protocols can
only establish a single group key. Our protocol is a non-
public-key solution and can establish multiple group keys
which is computationally efficient.

Keywords Group key establishment . Centralized server .

Keygenerationcenter .Mutually trusted server . Secret sharing
homomorphism . Bivariate polynomial

1 Introduction

Communication has been developed from traditional one-to-
one communication into many-to-many communication, also
called the group communication. In a secure group communi-
cation, a secret group key needs to be established and shared
among all group members. Employing this group key on ex-
change messages in a group communication can provide se-
curity services such as message confidentiality and message
authentication. There are two types of group key establish-
ment protocols.

& Centralized group key establishment protocols in which a
server is needed to select a group key and distribute the
group key to all group members.

& Distributed group key establishment protocols in which
there is no server and the group key is determined by all
group members.

Most distributed group key establishment protocols are
based on the generalization of the Diffie-Hellman (DH)
public-key distribution scheme [1]. For example, the group
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key establishment protocols [2–5] extended the DH scheme in
a ring topology. Later, protocol [6] has been proposed with
authentication services and has proved to be secure. In 2006,
Bohli [7] developed a framework for robust group key agree-
ment that provides security against malicious insiders and ac-
tive adversaries in an unauthenticated point-to-point network.
Harn et al. [8] proposed a group DH protocol based on the
secret sharing scheme. The main disadvantage of the group
DH key exchange is due to its computational and communi-
cation complexity because the group key is determined by all
group users so each member needs to compute DH keys and
exchange information to other users. Recently, Wu et al. [9]
proposed a new approach which is a hybrid of group key
agreement and public-key broadcast encryption. Their scheme
is built from public-key based bilinear groups.

The centralized group key establishment protocols are the
most widely used protocols. For example, the IEEE 802.11i
standard [10] employs an online server to select a group key
and transport the group key to each group user. The first cen-
tralized group key establishment protocol [11] using a (t, n)
secret sharing scheme is proposed in 1989. Later, there are
several papers [12–14] following the same concept to propose
ways to distribute group messages to multiple users. In 2010,
Harn et al. [15] proposed a secret sharing with RSA modulus
to transmit a group key to all users.

The primary advantage of employing this type of protocols
is its efficiency in both transmission and computation.
However, these protocols need a mutually trusted server to
register all users initially. During the registration, a pairwise
secret key is shared between the server and each user. Later, in
the event of requesting a secure group communication, the
server acts as a key generation center (KGC) to select a group
key first. Then, the KGC encrypts the group key using each
pairwise shared key and transmits the encrypted group key to
each group user separately. Since the group key is selected by
the KGC, the group communication is not kept secrecy from
the KGC. In other words, users in a secure group communi-
cation need to trust the KGC. Needing a mutually trusted
KGC can cause problem in some applications. For example,
users in an Internet chat-room want to hold a secure confer-
ence. Although the Internet chat-room provides a convenient
communication platform to exchange information, but users
cannot trust the service provider. Thus, a centralized group
key establishment protocol without a mutually trusted KGC
is very desirable.

To overcome the problem of a single trusted KGC, one
straightforward alternative approach is to enable each user to
act as a KGC to register other users. If we assume that each
user only trusts himself, each user has to generate and store
pairwise shared keys with other users. When the user wants to
initiate a conference, the user can act as a KGC to select a
group key and encrypt the group key for other users using
pairwise shared keys. In addition to store pairwise share keys

generated by himself, each user also needs to store pairwise
shared keys issued by other users. Overall, each user needs to
store 2(n − 1) pairwise shared keys, where n is the number of
users in the application. Key storage and key management
become the main problems of this approach.

There are many public-key based group key establishment
protocols without a trusted third party. The most commonly
used public-key agreement protocol is Diffie-Hellman (DH)
key exchange protocol [1]. In DH key exchange, the session
key is determined by exchanging public keys of two commu-
nication entities. Since the public key itself does not provide
any authentication, a digital signature of the public key needs
to be attached to provide authentication. However, DH key
exchange can only provide session key for two entities; not for
a group more than two members. Most distributed group key
management protocols, for example, Ingemarsson et al. [2]
protocol, took natural generalization of the DH key agree-
ment. In 2006, Bohli [16] developed a framework for robust
group key agreement that provides security against malicious
insiders and active adversaries in an unauthenticated point-to-
point network. Also, in 2007, Katz and Yung [17] proposed
the first constant-round and fully scalable group DH protocol
which is provably secure in the standard model (i.e., without
assuming the existence of Brandom oracles^). There are two
major concerns of these public-key based group DH key man-
agement protocols, that are, (a) public-key computation takes
more computational time, and (b) these protocols can only
establish a single group key. Computational cost is one of
the most important factors in Wireless and Ad Hoc
Networks since most mobile devices have limited battery
and computational power. To develop an efficient group key
establishment protocol becomes an important issue. In this
paper, we propose a novel group key establishment protocol
which takes advantage of centralized group key distribution
but without a mutually trusted KGC. In our proposed design,
we assume that there has no mutually trusted KGC. Each user
can act as a KGC to register other users and to issue pairwise
shared keys. One unique feature of our design is that each user
needs to store only one private share which is the t coefficients
of a univariate polynomial, where t − 1 is the degree of the
polynomial. The private share enables each user to share a
pairwise key with every other user. Thus, any user can be an
initiator of a secure group communication to act as a KGC. In
addition, this private share is only known to each user. The
storage of the share is independent of the number of users in
the application. Moreover, the master shares generated during
the initial phase can be used to establish multiple group keys.
Since our protocol is polynomial based scheme, it is more
efficient than all public-key based protocols.

There is one additional problem before using these private
shares to establish secure group communications. These pri-
vate shares may be generated inconsistently by users or con-
tain transmission errors. A verification of private shares is

Mobile Netw Appl



needed before using them to establish secure group com-
munications. In 1985, Chor et al. [18] presented the no-
tion of verifiable secret sharing (VSS). In VSS, share-
holders are able to verify that their shares are consistent
without revealing their shares or the secret. There are vast
research papers on the VSS in the literature. Based to
security assumptions, we can classify VSSs into two dif-
ferent types, schemes that are computationally secure and
unconditionally secure. For example, Feldman [19] and
Pedersen [20] developed non-interactive VSSs based on
cryptographic commitment schemes. The security of
Feldman’s VSS is based on the hardness of solving dis-
crete logarithm, while the privacy of Pedersen’s VSS is
unconditionally secure and the correctness of the shares
depends on a computational assumption. Benaloh [21]
proposed an interactive VSS scheme and it is uncondi-
tionally secure. In 1996, Stadler [22] proposed the first
publicly verifiable secret sharing (PVSS) scheme. A
PVSS scheme allows each shareholder to verify the valid-
ity of all shares, including both shares of his/her own and
other shareholders. However, in most non-interactive
VSSs [2, 20], shareholders can only verify the validity
of his/her own share; but not other shareholders’ shares.
In some PVSSs [22, 23], the verification algorithm in-
volves interactive proofs of knowledge. These proofs are
made non-interactive by means of the Fiat-Shamir tech-
nique [24]. Peng and Wang’s PVSS [25] is based on linear
code, Ruiz and Villar’s PVSS [26] is based on Pailler’s
cryptosystem [27]. There are non-interactive PVSSs based
on bilinear pairing [28, 29].

In this paper, we propose a verification scheme to
enable users to verify that their private shares are gener-
ated consistently. The uniqueness in our proposed verifi-
cation is that all users work together to verify their pri-
vate shares. The outcome of the verification can be either
(a) all private shares are generated consistently or (b)
there are inconsistent private shares so new generation
is needed. Since private shares are verified all at once,
our verification is very efficient in terms of computation
and communication.

We summarize our contributions below.

& A novel centralized group key establishment protocol
without a mutually trusted KGC is proposed.

& The generation of master shares of users is based on bi-
variate polynomials. The secret sharing homomorphism is
used to minimize the storage size of each master share.

& The verification of master shares is to verify master shares
all at once so it is very efficient in communication and
computation.

The organization of this paper is as follows. In
Section 2, we review of bivariate polynomial and the

secret sharing homomorphism, In Section 3, we present
the model of our group key establishment protocol includ-
ing protocol description, types of adversaries and security
of verification. In Section 4, we present our group key
establishment protocol. In Section 5, we present the anal-
ysis of our proposed protocol including functionalities,
security analysis and comparison to other related proto-
cols. We conclude in Section 6.

2 Preliminaries

2.1 Review of bivariate polynomial

A bivariate polynomial having degree t − 1 can be represented
as F(x, y) = a0,0 + a1,0x + a0,1y + a1,1xy + a2,0x

2 + a0,2y
2

+ a1,2xy
2 + a2,1x

2y + a2,2x
2y2 + . . . + at − 1 , t − 1y

t − 1yt − 1nodp,
where ai , j ∈ GF(p) , ∀ i , j ∈ [0, t − 1], and p is a prime
modulus. A bivariate polynomial has been used in the
design of a verifiable secret sharing scheme, we denote
it as a BVSS. We can classify BVSSs into two types, the
symmetric BVSSs, denote them as SBVSSs [30–33] and
the asymmetric BVSSs, denote them as ABVSSs, [30, 31]. If
the coefficients of the polynomial satisfy ai , j = aj , i , ∀ i,
j ∈ [0, t − 1], it is a symmetric bivariate polynomial. Shares
generated by a bivariate polynomial can be used to establish
pairwise keys between any pair of shareholders. In all (t, n)
SBVSSs, a dealer selects a bivariate polynomial, F(x, y), hav-
ing degree t − 1 and F(0, 0) = s, where s is the secret. The
dealer generates shares, F(xi, y) mod p, i = 1 , 2 , . . . , n, for
shareholders, where p is a prime with p > s, and xi is the public
information associated with each shareholder, Ui. Each share,
F(xi, y), is a univariate polynomial having degreet − 1. Since
shares generated by a symmetric bivariate polynomial satisfy
F(xi, xj) = F(xj, xi), ∀i , j ∈ [0, t − 1], pairwise keys, such as
F(xi, xj) = F(xj, xi), can be established between any pair of
shareholders, Ui and Uj..

2.2 Secret sharing homomorphism

Benaloh [21] introduced the property of the secret sharing
homomorphism. Let S be the domain of the secret and T be
the domain of shares corresponding to the secret. The function
FI : T→ S is an induced function of the (t, n) SS. This function
defines the secret s based on any subset containing t shares,
si1 ; si2 ; :::; sitf g; such tha t s ¼ FI si1 ; si2 ; :::; sitð Þ; where

I ¼ si1 ; si2 ; :::; sitf g:.

Definition 1: Homomorphism of the Secret Sharing [21]
Let ⊕ and ⊗ be two functions on elements in sets
S and T, respectively. We say that a (t, n) SS has the
(⊕ ,⊗ )-homomorphic property if for any subset I and
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s ¼ FI si1 ; si2 ; :::; sitð Þ; s0 ¼ FI s
0
i1 ; s

0
i2 ; :::; s

0
it

� �
; then s⊕s0

¼ FI si1⊗s
0
i1 ; si2⊗s

0
i2 ; :::; sit⊗s

0
it

� �
:

We note that shares generated by Shamir’s (t, n) SS scheme
satisfy (+,+)-homomorphism property. In other words, the
sum of shares of two polynomials, f(x) and g(x), is the share
of additive polynomial,f(x) + g(x).

3 Model of our group key establishment protocol

In this section, we describe the model of our group key estab-
lishment protocol including the system requirements, the ad-
versary and security objectives.

3.1 Protocol description

Our proposed protocol consists four phases: (i) generation of
master shares of users (GMS), (ii) verification ofmaster shares
(VMS), (iii) transmitting a group key (TGK) and (iv) recov-
ering of the group key (RGK).

(i) GMS In this paper, we assume that each user does not
trust other users but only trust himself. Therefore,
each user needs to register other users. The same
approach can be easily converted to applications
where there are multiple KGCs to register users.
Using multiple KGCs to register users is an alter-
native approach to overcome the problem of need-
ing a mutually trusted KGC.

In this phase, every user acts as a registration cen-
ter to register other users. During registration, the user
selects a symmetric bivariate polynomial having de-
gree t− 1 and uses the polynomial to generate sub-
shares for other users. Each sub-share is a univariate
polynomial having degreet − 1 and is sent to each
other user, Ul, secretly. After receiving all sub-shares
fromother users, each user computes themaster share
based on the sub-secrets. The master share is a uni-
variate polynomial having degreet− 1.

(ii) VMS Master shares need to be verified by all users before
using them to establish a secure group communica-
tion. The objective of the verification is to allow all
users to verify that their master shares obtained are
generated consistently by a symmetric bivariate
polynomial having degree t − 1 without revealing
the secrecy of the polynomial and master shares.
This objective is similar to most VSS schemes.
However, we propose a different approach that all
users work together to verify master shares all at
once. Most existing VSSs verify shares one at a
time. Thus, our verification is very efficient.

(iii) TGK In this phase, any user who initiates a conference,
call the initiator, can act as a KGC to select a
group key and use a pairwise shared key with each
other user to encrypt the group key. Then transmit
the ciphertext of the group key to each other user
separately. The pairwise shared key is computed
from the master share of the initiator.

(iv) RGK In this phase, any user in the group can use his/her
master share to compute a pairwise shared key
with the initiator, Then, use the pairwise shared
key as the decryption key to decipher the cipher-
text and obtain the group key.

3.2 Type of attacks

We consider two types of adversaries: insider and outsider.

Inside Attack The inside attacker is a legitimate user who own
amaster key determined by all users. But inside attacker may try
to recover other user’s master share. After obtaining other user’s
master share, the inside attacker is able to reveal other group
keys that he/she is unauthorized to know or the attacker is able to
impersonate other user in a secure group communication.

Outside Attack On the other hand, an outside attacker may
try to recover the group key that he is unauthorized to know.
This attack is related to the secrecy of group keys.

In the protocol analysis, we will show that none of these
attacks can work properly against our protocol.

3.3 Security of vms

Since user does not trust other users and each sub-share may
contain generation/transmission errors, master shares need to
be verified by all users before using them to establish a secure
group communication. In verification, there are two following
security objectives.

(a) Secrecy of themaster shares: The objective of verification is
to ensure that all master shares are generated consistently
form a symmetric bivariate polynomial. However, each
master share should not be revealed to others in the process.

(b) Secrecy of the polynomial used to generate master shares:
In a similar manner, the polynomial used to generate all
master shares should not be revealed in the process.

4 Proposed protocol

We consider a set of n users, U = {Ui|Ui ∈U, i = 1, 2, ... , n}in
a group communication.
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4.1 GMS

Each user needs to register other users. During registration,
each user does the following steps.

Step 1. Each user, Ui, selects a symmetric bivariate sub-
polynomial having degree t − 1 as f i x; yð Þ ¼ ai0;0

þai1;0xþ ai0;1yþ ai1;1xyþ ai2:0x
2 þ ai0;2y

2þ ai1;2xy
2

þ ai2;1x
2y þ ai2;2x

2y2 þ :::þ ait−1:t−1y
t−1yt−1nod p;

where aij:k∈GF pð Þ and aij:k ¼ aik; j;∀ j; k∈ 0; t−1½ �;
and p is a prime.

Step 2. Ui, generates sub-shares, fi(xl, y) , l = 1 , 2 , . . . , n,
for all users, where xl is the public information
associated with user, Ul and xl ∉ [1, n]. Each sub-
share, fi(xl, y), is a univariate polynomial having
degreet − 1 and is sent to user, Ul, secretly.

Step 3. After receiving all sub-shares, fl(xi, y) , l = 1,
2 , . . . , n, from other users, Ui, computes the

master share, Fi(y), as Fi yð Þ ¼ ∑
n

l¼1
f l xi; yð Þmod p:

Theorem 1 The master share, Fi(y), obtained in Step 3 is a

share of the polynomial, F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þmod p.

Proof In Step3, the master share, Fi yð Þ ¼ ∑
n

l¼1
f l xi; yð Þmod p;

is the sum of sub-shares of polynomials, fl(x, y) , l = 1, 2,
. . . , n. From secret sharing homomorphism as defined in
Definition 1, sub-shares generated by polynomials
satisfy (+,+)-homomorphism property. In other words,
the master share, Fi(y), is a share of the polynomial,

F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þmod p: ■

Theorem 2 With master shares computed from Step 3,
pairwise shared keys, Fi(xj) = Fj(xi), can be established
between any pair of users, Ui and Uj, ∀i , j ∈ [1, n].

Proof From Step 1, since each bivariate sub-polynomial,
f i x; yð Þ ¼ ai0;0 þ ai1;0x þ ai0;1y þ ai1;1xy þ ai2:0x

2 þ ai0;2y
2

þai1;2xy
2 þ ai2;1x

2y þ ai2;2x
2y2 þ ::: þ ait−1:t−1y

t−1yt−1nod p;

is symmetric, the additive polynomial, F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þ

mod p; is also a symmetric bivariate polynomial. It satisfies

fi(xj , xk) = fi(xk , xj). Thus, in Step 3, we can obtain Fi x j
� � ¼

∑
n

l¼1
f lðxi; xjÞ jmod p ¼ ∑

n

l¼1
f lðx j; xiÞimod p ¼ F j xið Þ: ■

Note that from Theorem 1 , each master share is a share of

the polynomial, F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þmod p; which is deter-

mined by all users. If all users act honestly to generate and
distribute sub-shares for other users, each master share is
known only to an individual user. The following theorem
proves that the proposed scheme can resist up to certain
colluded users to recover the secret polynomial, F(x, y).

Theorem 3 The proposed GMS can resist up to t−1
2

� �
colluded

users to recover the secret polynomial F(x, y).

Proof F(x, y) is a symmetric polynomial determined by all

users which contains t tþ1ð Þ
2 different coefficients. In the

proposed generation of master shares, each master share,
Fi(y), is a univariate polynomial with degree t − 1. In other
words, each user can use his master share to establish t
linearly independent equations in terms of the coefficients
of the polynomial F(x, y). There are ht linearly indepen-
dent equations if there are h colluded users with knowing
h master shares. If the proposed scheme can resist up to h
colluded users from recovering the secret polynomial,

F(x, y) it needs t tþ1ð Þ
2 > ht (⇒t + 1 > 2h). ■

4.2 VMS

The objective of our proposed VMS is to allow all users to
verify that their master shares obtained are generated by a
symmetric bivariate polynomial having degree t − 1 without
revealing the secrecy of both the polynomial and master
shares.

Step 1. All users need to agree a set of random integers,
{rl|l = 1, 2, ... , n}, ∀rl ∈GF(p)}.

Step 2. Each user, Ui, uses his sub-shares, fl(xi, y) , l = 1 ,

2 , . . . , n, to compute vi ¼ ∑
n

l¼1
rl f l xi; xið Þmod p:

vi is made available to all other users.
Step 3. After receiving all vl , l = 1 , 2 , . . . , n, from

other users, each user, Ui, following the
Lagrange interpolation formula to compute

∑
n

l¼1
vl ∏

n

j¼1; j≠l

x−x j
xl−x j

∏
n

j¼1; j≠l

y−x j
xi−x j

mod p ¼ G x; yð Þ:
Step 4. Each user, Ui checks whetherG(x, y) is a symmetric

bivariate polynomial having degree t − 1. If it is, then
the verification is passed; otherwise, master shares
need to be re-generated.

Theorem 4 If VMS is passed, master shares are generated by
a symmetric bivariate polynomial having degree t − 1.
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Proof From Step 2, we have vi ¼ ∑
n

l¼1
rl f l xi; xið Þmod p:

According to the secret sharing homomorphism as defined

in Definition 1, vi is a share of polynomial, ∑
n

l¼1
rl f l x; yð Þmod

p: Then, in Step 3, the Lagrange interpolating polynomial

G(x, y) is ∑
n

l¼1
rl f l x; yð Þmod p: If the verification is passed in

Step 4, G(x, y) is a symmetric bivariate polynomial having
degree t − 1. From Theorem 1 , the master share, Fi(y), is a

share of the polynomial, F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þmod p: Since

{rl|l = 1, 2, ... , n} is a set of random integers, it has very high
probability that master shares are generated by a symmetric
bivariate polynomial having degree t − 1. ■

Theorem 5 The verification does not reveal the secrecy of
both the polynomial and master shares.

Proof Each master share is Fi yð Þ ¼ ∑
n

l¼1
f l xi; yð Þmod p: In

Step 2, each released public value is vi ¼ ∑
n

l¼1
rl f l xi; xið Þmod

p: It is obvious that the master share, Fi (y), is unconditionally
protected from the public value, vi. Furthermore, the secret

polynomial of master shares is F x; yð Þ ¼ ∑
n

l¼1
f l x; yð Þmod p

and the recovered Lagrange interpolating polynomial is

G x; yð Þ ¼ ∑
n

l¼1
rl f l x; yð Þmod p: It is obvious that the polyno-

mial, F(x, y), is unconditionally protected from the recovered
polynomial,G(x, y). ■

4.3 TGK

We assume that an initiator, Ui, in the set wants to
transmit a secret group key, k ∈GF(p), to a subset of l
users, fUr j Ur j∈U ; j ¼ 1; 2; :::; lg;�� where 1 ≤ l ≤ n, in the

set, U.

Step 1. The initiator, Ui, with his master share, Fi(y), com-
putes pairwise shard secrets. si; j ¼ Fi xr j

� �
; between

any pair of users, Ui and Ur j ; j ¼ 1; 2; :::; l:
Step 2. The initiator computes,c j ¼ Esi; j kð Þ; j ¼ 1; 2; :::; l;

where Esi; j kð Þ represents the encryption of the group
key, k, using the key, si , j. Ui sends cj to each user,
Ur j ; separately.

4.4 RGK

Step 1. Each user, Ur j ; in the subset uses his master share,
Fr j yð Þ; to compute the pairwise shared secret, si; j
¼ Fr j xið Þ; between users, Ui and Ur j :

Step 2. Ur j can decrypt the ciphertext, cj,using the pairwise
shared secret, si , j, to obtain the group key as k ¼
Dsi; j c j

� �
; j ¼ 1; 2; :::; l; where Dsi; j c j

� �
represents

the decryption of the ciphertext, cj, using the key,
si , j.

5 Analysis

5.1 Functionalities

The functionalities of our proposed protocol are summarized
below.

(a) The master shares of users are generated by all users
together and each master share is only known to each
individual user.

(b) The storage of each master share is the coefficients of a
univariate polynomial. Each master share of user enables
to establish pairwise shared keys between the user and
any other users.

(c) After generating master shares, the verification can help
users to verify that their master shares are generated con-
sistently without revealing the secrecy of master shares.

(d) Each user can act as a KGC to initiate a secure group
communication. The KGC selects a group key and en-
crypts the group key using each pairwise shared key
separately. The ciphertext of group key is sent to each
user. To decrypt the ciphertext of group key, each user
works individually to recover the group key. The group
key transmission is very efficient in terms of computa-
tion and communication.

5.2 Security

We discuss in detail how our proposed protocol can resist
attacks described in Section 3.2.

Inside Attack: From Theorem 3, we know that the pro-
posed GMS can resist up to t−1

2

� �
colluded users to recover

the secret polynomial F(x, y). Thus, any legitimate user who
owns a master share cannot recover other user’s master share
and therefore is not able to reveal other group keys that he/she
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is unauthorized to know nor the attacker is able to impersonate
other user in a secure group communication.

Outside Attack: In our proposed TGK, each group key is
sent to users using pairwise shared keys. Since any outside
attacker does not own any valid master share and therefore
cannot recover any group key that he/she is unauthorized to
know.

5.3 Comparison

In this section, we compare our proposed group key establish-
ment protocol with three other related protocols in terms of
trust feature, computational and communication complexities,
and storage requirement.We summarize the comparison result
in Table 1.

In the comparison, we will only focus on transmitting the
group key (TGK only) to users. Furthermore, we will only
make some high-level comparisons among protocols since
different technologies have been used in these protocols. For
more low-level evaluations in terms of execution time is cur-
rently undertaken. General speaking, there are three different
technologies have been used in these protocols, conventional
encryption, polynomial evaluation and public-key evaluation.
Conventional encryption such as AES [34] has the fastest
processing speed among these technologies. On the other
hand, public-key evaluation has the slowest processing speed
since most public-key evaluations involve modulo exponenti-
ations with a very large modulus.

In our protocol, there is no trust KGC needed. Both GMS
and VMS are needed only initially. The initiator of a group
communication needs to do l polynomial evaluations and l
encryptions respectively to transmit the group key to l users
in a secure group communication. At the same time, each user
needs to do one polynomial evaluation and one decryption to
recover the group key. Harn et al. [15] protocol was proposed
in 2010 which uses a secret sharing with RSA modulus to
transmit a group key to all users. This protocol uses a trusted
KGC and KGC needs to use polynomial evaluations to

transmit the group key to all users. Each user needs to use
polynomial evaluations to recover the group key. We want to
point out that there is a major difference in polynomial eval-
uation between our proposed protocol and Harn et al. protocol
[15]. In our proposed protocol, the modulus, say 100 bit long,
used in polynomial evaluation, is much smaller than the mod-
ulus, say 1024 bit long, used in [15] protocol. Thus, our pro-
posed protocol is much faster than Harn et al. [15] protocol. In
2014, Harn et al. [8] proposed a group DH protocol based on
the secret sharing. Their protocol does not need a trust KGC to
transmit the group key. The group key is determined by all
users in a group communication using both secret sharing and
DH schemes. The main problem of their protocol is due to its
computational and communication complexity because the
group key is determined by all group users so each member
needs to compute DH keys and exchange information to other
users. In 2015, Wu et al. [9] proposed a group key agreement
based on the public-key broadcast encryption without needing
a trusted KGC. Their sprotocol is built from public-key based
bilinear groups.

6 Conclusion

We propose a novel design of a centralized group key estab-
lishment protocol without a mutually trusted party. Our design
is unique since all existing centralized group key establish-
ment protocols need a mutually trusted KGC to register users
and transmit a randomly selected group key to users in a group
communication. Our design removes the need of a mutually
trusted KGC such that each user can act as a KGC to register
other users and transmit a group key to other users. A sym-
metric bivariate polynomial is used in our design such that
pairwise shared keys can be established between any pair of
users. We believe that our design create a new research direc-
tion in the area of group key establishment protocols especial-
ly suitable for applications such as users in a social network
who want to hold a secure group communication.

Table 1 Comparisons among our protocol and related protocols

Trust Feature Computational Complexity Communication Complexity Storage requirement

Proposed Protocol no trust need conventional encryption and polynomial
evaluation with a small modulus

one round transmission coefficients of a univariate polynomial

Harn et al. [15] a trusted KGC
needed

polynomial evaluation with a large
modulus

one round transmission one coordinate point

Harn et al. [8] no trust needed public-key and polynomial evaluations three round transmissions a pair of private and public keys

Wu et al. [9] no trust needed Public-key evaluations One round transmission a pair of private and public keys
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