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Abstract

A secret sharing scheme divides a secret into multiple shares by a dealer and
shared among shareholders in such a way that any authorized subset of share-
holders can reconstruct the secret; whereas any un-authorized subset of share-
holders cannot recover the secret. If the maximal length of shares is equal to
the length of the secret in a secret sharing scheme, the scheme is called ideal.
If the shares corresponding to each un-authorized subset provide absolutely
no information, in the information-theoretic sense, the scheme is called per-
fect. Shamir proposed the first (¢,n) threshold secret sharing scheme and it
is ideal and perfect. In this paper, we propose two modifications of Shamir’s
secret sharing scheme. In our first modification, each shareholder keeps both
x-coordinate and y-coordinate of a polynomial as private share. In our second
modification, dealer uses polynomial with degree larger than the threshold

value t to generate shares for a (¢,n) threshold scheme. We show that these
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two modified schemes are ideal and perfect. Using these two modifications,
we design two hierarchical secret sharing schemes: multilevel threshold secret
sharing (MTSS), and compartmented threshold secret sharing (CTSS). We
prove that these two schemes are secure.

Key words: Secret sharing, threshold secret sharing, hierarchical secret

sharing, multilevel secret sharing, compartmented secret sharing

1. Introduction

A secret sharing scheme divides a secret s into n shares by a dealer D
and shared among a set of of n shareholders, P = {Py,...,P,}, in such a
way that any authorized subset can reconstruct the secret; whereas any un-
authorized subset cannot recover the secret s. The (¢,n) threshold secret
sharing schemes were introduced by Shamir [11] and Blakley [2] indepen-
dently in 1979. A (¢,n) threshold secret sharing scheme allows any ¢ or more
than ¢ shareholders to reconstruct the secret s; while any fewer than ¢ share-
holders cannot reconstruct the secret s. In Shamir’s (¢,n) threshold scheme,
a dealer generates n shares based on a (t — 1)-th degree polynomial. Secret
reconstruction is based on Lagrange interpolating polynomial of any ¢ private
shares.

The length of shares in a secret sharing should be as small as possible.
Smaller shares are easier to store and manage. Brickell and Davenport [4]
claimed that the length of any share is larger than or equal to the length of
the secret. The secret sharing scheme is called ideal if the maximal length of
shares and the length of the secret are identical. There exists a relationship

between ideal secret sharing scheme and matroids [4]. It is easy to know that



Shamir’s threshold secret sharing scheme is ideal.

A threshold scheme is perfect if any (¢t — 1) or fewer than (¢ — 1) share-
holders who work together with their corresponding shares cannot get any
information, in the information-theoretic sense, about the secret. Karnin et
al. [7] have shown that in all perfect schemes, the minimal length of shares
must be no less than the length of the secret. Shamir’s threshold secret
sharing scheme is perfect.

Hierarchical threshold secret sharing scheme is a generalization of simple
threshold secret sharing scheme, and it has been studied extensively in the
literature [1; 3; 5; 6; 8; 10; 12; 13; 14]. In a hierarchical threshold secret shar-
ing scheme, all shareholders play different roles; while in a simple threshold
secret sharing scheme all shareholders play the same role. In this paper,
we will focus on the following two types of hierarchical threshold secret shar-
ing schemes: multilevel threshold secret sharing (MTSS), and compartmented
threshold secret sharing (CTSS).

Simmons [10] considered a setting where all shareholders are partitioned
into different levels, L, ..., L,,, and each level L; is assigned with a threshold
value t;, for © = 1,...,m. He further defined two secret sharing schemes:
MTSS scheme and CTSS scheme. In MTSS scheme, when there are at least
t; shareholders belonging to levels smaller than or equal to L;, this subset of
shareholders can reconstruct the secret. For example, when thresholds are
t; = 2 at level Lyand t, = 3 at level Lo, then two shareholders at L, or
three shareholders at Lo can reconstruct the secret. In addition, when there
are one shareholder at L; and two shareholders at Lo, this combination of

shareholders can also reconstruct the secret. In CTSS scheme, when there



are t > Z;nzl t; shareholders in total and these sharcholders also satisfy
the requirements that at least ¢; shareholders for each compartment C;, for
1 =1,...,m, this combination of shareholders can reconstruct the secret.

Brickell [3] proposed an ideal MTSS scheme and an ideal CTSS scheme.
However, both schemes are inefficient since dealer is required to compute
exponentially to ensure non-singular matrices. Ghodosi et al. [6] proposed
an ideal M'TSS scheme and an ideal CTSS scheme based on Shamir’s thresh-
old scheme; but their schemes only work for small number of shareholders.
Recently, Tassa [12] considered a special case of CTSS scheme (also called
conjunctive threshold secret sharing) using polynomial derivative based on
Birkhoff interpolation, and that scheme is ideal.

In this paper, we propose two modifications of Shamir’s secret sharing
scheme. In our first modification, each shareholder keeps both z-coordinate
and y-coordinate of a polynomial as private share. In our second modifica-
tion, dealer uses a polynomial with degree larger than the threshold value ¢ to
generate shares for a (¢,n) threshold scheme. Secret reconstruction is based
on any t private shares along with some public shares. We show that these
two modified secret sharing schemes are ideal and perfect. Using these two
modifications, we design an ideal M'TSS scheme and an ideal CTSS scheme.
Our proposed schemes will use a polynomial to generate shares for share-
holders and use Lagrange interpolating polynomial to reconstruct the secret.

We prove that these two schemes are secure.

Organization of the paper: In the next section, we provide some fun-
damental definitions and notations. In Section 3, we introduce two modifi-

cations of Shamir’s threshold scheme. In Section 4, we propose our MTSS



scheme and CTSS scheme. We conclude in Section 5.

2. Definitions and Notations

In this section, we first review Shamir’s threshold secret sharing scheme.
Then, we give some fundamental definitions of hierarchical threshold secret
sharing schemes.

In Shamir’s (¢,n) scheme based on Lagrange interpolating polynomial,
there are n shareholders, P = {Py,...,P,}, and a dealer D. The scheme

consists of two steps:

1. Share generation: dealer D first picks a polynomial f(x) of degree (t—1)

=1 in which the secret s = ag

randomly: f(z) =ap+ a1z + -+ a1
and all coefficients ag, a1, ..., a;—; are in a finite field F,, = GF(p) with

p elements, where s < p, and D computes:

51:f(1>732:f(Z)v"'vsn:f(n)'

Then, D outputs a list of n shares, (s1, s9,. .., s,), and distributes each

share s; to corresponding shareholder P; privately.

2. Secret reconstruction: with any ¢ shares, (s;,,...,s;,), where A = {iy,..., 4} C

{1,2,...,n} can reconstruct the secret s as follows.

s=f(0) = Zsiﬁi

€A

=Y sl I xf_f'%),

€A jeA—{i}

where 3; for i € A are Lagrange coefficients.



We note that the above scheme satisfies basic requirements of secret sharing
scheme as follows: 1) with knowledge of any ¢ or more than ¢ shares, it can
reconstruct the secret s; and 2) with knowledge of any fewer than ¢ shares, it
cannot reconstruct the secret s. Shamir’s scheme is information-theoretically
secure since the scheme satisfies these two requirements without making any
computational assumption. For more information on this scheme, readers

can refer to the original paper [11].

Definition 1 (Information rate). Information rate of a secret sharing scheme
is the ratio between the length, in bits, of the secret and the maximal length
of shares distributed to shareholders. Let a be the number of bits of the
secret and b = maxX;e(1,. 3 {0i} be the number of bits of mazximal share. The

information rate is defined as
_a
pP=r1-

The secret sharing scheme is ideal if p = 1.

Definition 2 (Perfect threshold secret sharing [9]). We say that a (t,n)
threshold secret sharing scheme is perfect if any (t — 1) or fewer than (t —1)
shareholders who work together with their corresponding shares cannot get

any information, in the information-theoretic sense, about the secret.

Shamir’s secret sharing scheme is perfect. If we use entropy to describe
this perfect secret property of threshold secret sharing scheme, Karnin et al.
[7] have shown that in all perfect schemes, the length of share must be larger
than or equal to the length of the secret s. In other words, the information
rate, (length of the secret)/(maximal length of shares), of all perfect schemes

is no more than 1.



Definition 3 (Multilevel threshold secret sharing). Let £ = {L;,..., L}
denote a partition of shareholders { P, ..., P,} into multiple security levels,
ie, P={P,..., P} = UL L. Let T = {t1,ts,...,t,} denote a sequence
of threshold values where 1 < t; < |Ly| + -+ |L;| for 1 < j < m and
t1 <ty < -+ < tm. The authorized set MA of n shareholders in a (L,T)
multilevel threshold secret sharing (MTSS) scheme is defined as

MA={AC{P,...,P,}| Fie{l,...,m}
and |A N (U;:1L3)| > tl},

where A ={P,,...,P,} and P, # P, if k # 1 for any subset {i1,...,i:} of
{1,...,n}.

Definition 4 (Compartmented threshold secret sharing). LetC = {Cy,...,Cp}
denote a partition of shareholders {P, ..., P,} into multiple security com-
partments, i.e., P = {Py,..., P} = UJL,C5. Let T = {t1,ty,...,t} de-
note a sequence of compartmented threshold values, where 1 < t; < |C}]
for 1 < 3 <m, and t denote the total threshold value with ZT=1 t; <t<n.

The authorized set CA of n shareholders in a (C,T) compartmented threshold
secret sharing (CTSS) scheme is defined as

and ¥ j=1,...,m,|ANC;| > t;},
where A={P,,...,P,} and P,, # P, if k # 1 for any subset {i1,...,i:} of
{1,....n}.
A special case of CTSS is called conjunctive threshold secret sharing
scheme if the total threshold is ¢t = Y | ¢;.

i=1
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3. Two Modifications of Shamir’s Scheme

In this section, we describe two modifications of Shamir’s scheme. We
will use these two modifications to construct two ideal hierarchical threshold

secret sharing schemes in the next section.

Modification 1 (ideal secret sharing scheme with both z; and y; as private
share). In Shamir’s (¢,n) scheme, dealer first selects a secret s, and chooses
a random (¢ — 1)-th degree polynomial f(z) over a finite F, where s < p, p
is a large prime and s € IF,,. The private share of each shareholder is just the
y-coordinate of the polynomial and the corresponding z-coordinate is made
publicly known. In this modified scheme, we need to keep both z-coordinate
and y-coordinate as private share. Obviously, Shamir’s secret sharing scheme
is no longer ideal if both z-coordinate and y-coordinate are private shares.
Since the size of the secret s € F, is p and the size of share (z,y) € F, x F,
is 2p, the information rate of this approach is p/2p = 1/2.

However, to construct an ideal secret sharing scheme with both z; and y;
as private share, we need to make some modifications. Let the master secret
s be k bits and it can be divided into two sub-secrets as s; and s,, where
s = s1l||s2, |s1] = [s2] = k/2 bits and “||” denotes concatenation of s; and
s9. Dealer selects a k bits secret s and a modulus p with |p| = k/2 bits and
1,89 < p, and then chooses a random polynomial f(z) = a9 + ajz + -+ +
a;_1x'7 1 over [F, such that the coefficients ay = s; and a; = s2, where a; € F,
fori=0,1,...,t—1. At the same time, the share (z;, ;) of each shareholder
P; is computed in the same way as Shamir’s scheme, where z; is a random
value from [F), for ¢ = 1,...,n. Note that the size of secret s is k bits and the

size of each share is |z;| + |y;| = k/2 + k/2 = k bits. Thus, the information
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rate of our modified scheme is k/k = 1, that is, this modified scheme is ideal.
Furthermore, for any ¢ shareholders who work together, they can reconstruct
the secret s; but they cannot obtain the z-coordinates of other shareholders.
This modified scheme is also information-theoretically secure.

There has a main difference between Shamir’s (¢, n) scheme and this mod-
ified scheme. In Shamir’s (¢,n) scheme, any ¢ shareholders can reconstruct
the polynomial and they also can compute private share of other shareholder
since the x-coordinate of other sharecholder is publicly known. In our mod-
ified scheme, any t shareholders can reconstruct the polynomial; but they
cannot compute private share of any other shareholder since they have no
information about the z-coordinate of other shareholder. This property will
be utilized to construct a compartmented threshold secret sharing scheme

(see Sec. 4.2).

Modification 2 (secret sharing scheme with both private and public shares).
In Shamir’s (¢,n) secret sharing scheme, dealer uses a (¢ — 1)-th degree poly-
nomial to generate all private shares. Secret reconstruction is based on La-
grange interpolating polynomial of any ¢ private shares. In this modified
scheme, for a (t,n) scheme, dealer uses a polynomial with degree (I — 1),
where [ is larger than the threshold value ¢ , to generate all shares, including
n private shares and (I — t) public shares. Dealer makes all public shares
publicly known. Secret reconstruction is based on Lagrange interpolating
polynomial with any ¢ private shares along with (I — t) public shares. For
example, for a (2,4) scheme, dealer may select a 2-nd degree polynomial f(x)
to generate 4 private shares and 1 public share accordingly. Dealer publishes

the public share. Later, with any 2 private shares and 1 public share can



reconstruct the secret.

We claim that all security properties in Shamir’s scheme are maintained
in this modified scheme. For example, it satisfies basic security requirements
mentioned in Sec. 2, that is, the secret can be reconstructed by any ¢ private
shares along with some public shares and the secret cannot be reconstructed
by any fewer than ¢ private shares along with public shares. It is information-
theoretically secure. This modified scheme is also ideal since the maximal
length of shares is the same as the length of secret.

This modified scheme can be used in some applications, e.g. to construct
a multilevel threshold secret sharing scheme (see Sec. 4.1). In Shamir’s (¢, n)
scheme, dealer selects a secret and a random polynomial f(z) over a finite
[F, with degree (¢ — 1) such that the polynomial passes through one given
point (0,s). In some applications, dealer may need to select a polynomial
such that this polynomial needs to pass through a set of given points. In this

case, the degree of polynomial may be larger than the threshold value t.

4. Proposed Ideal Perfect Hierarchical Threshold Secret Sharing

Schemes

In this section, we propose two schemes: an ideal perfect MTSS scheme
and an ideal perfect CTSS scheme, based on our modified schemes described

in Sec. 3, and give security analysis for the proposed schemes.

4.1. Ideal Perfect MTSS scheme

Let £L={Ly,..., Ly} denote a partition of shareholders { Py, ..., P, } into
multiple security levels, and let n; denote the number of shareholders at levels

lower than or equal to L; . Thus, we have n,, = n. Let T = {t1,1tq,...,tn}
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denote a sequence of threshold values where 1 <t¢; < j; for 1 < j < m and
1 <tg <:vv <l
We describe our (£,7) MTSS scheme based on Modifications 1 and 2

described in Sec. 3 as follows.

Algorithm 1. Our (£,7) MTSS scheme.

1. According to Modification 1 in Sec. 3, dealer selects the master secret
s to be k bits and divides s into two sub-secrets as s; and s, where
s = s1||se, |s1| = |s2] = k/2 bits and “||” denotes concatenation of s;
and s,. Dealer selects a modulus p with |p| = k/2 bits and sy, 52 < p.

2. Dealer picks a random polynomial g1 () = aio+anz+- - -+ay@, -
with degree (¢; — 1), and computes n; private shares (z1;, y1;) for share-
holders at level L; where s; = ajg = ¢1(0), s2 = ay; and i = 1,...,n;.
This is a simple modified (¢;,n;) threshold scheme.

3. According to Modification 2 in Sec. 3, dealer computes a polynomial
92(x) = ago+axx+- -+ ag(m, +2)2™ 2 to pass through all private share
points at level(s) lower than Ly. More specifically, go(x) is with degree
(n1+2) that satisfies s; = g2(0) = agy and sy = as;, and passes through
ny private share points of step 2 and one random point from domain

B. We need to consider two different cases as follows.

e Ifny+2 > ty—1, dealer computes private shares using go(z) for all
shareholders at level Ly. Dealer computes additional (n; —ts + 3)
public shares. This is a simple modified (t3,n2) threshold scheme

using polynomial go(x). Dealer distributes each private share
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(x9;,y2;) for i = 1,...,ny to corresponding shareholder privately.

Also, dealer makes all public shares publicly known.

o If ny +2 < ty — 1, dealer needs to modify go(x) to pass through
additional (to — n; — 3) points and obtains another polynomial
g5(x) with (to — 1)-th degree. Dealer computes private shares
using polynomial g4(z) for all shareholders at level Lo. This is a
simple modified (2, n2) threshold scheme using polynomial gj(x).
Dealer distributes each private share (xq;, y9;) for i =1,...,ns to

corresponding shareholder privately.

4. For each level L;, j = 3,...,m, dealer can repeat the same process
as described in step 3 to construct a simple (¢;,n;) threshold scheme
for generating shares at level L;. Dealer distributes each private share
to corresponding shareholder privately. Also, dealer makes all public
shares publicly known.

5. For any authorized subset A = {P,,,..., P, } in MA, there exists an
integer i € {1,...,m} such that |A N (Ui_,L;)| > ;. Thus, all share-
holders in A can reconstruct the secret based on either ¢; private shares
of shareholders and (n;_; — ¢; + 3) public shares if n;_; +2 > ¢, — 1, or

t; private shares of shareholders if n;_; +2 <t; — 1.

Remark 1. In step 3, dealer computes a polynomial go(x) to pass through
ny private share points of step 2. This condition is to ensure that private
shares at level Ly can be used at level Ly. This design ensures ideal property.

In addition, polynomial gs(x) needs to pass through one random point from
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domain B. This condition is to ensure that the polynomials gi(x) and go(x)
are different because ny private share points of step 2 are gemerated from

polynomial gy (z).

Theorem 1. Our (L,7) MTSS scheme constructed using Algorithm 1 is

1deal, perfect and secure.

Proof. Our proposed scheme constructed using Modifications 1 and 2 is
ideal since in Algorithm 1 dealer computes polynomial g;(x) at level L; to
pass through all private share points at level(s) lower than L;. This condition
is to ensure that private shares at lower levels can be used at higher levels.
The information rate is 1. Thus, it is ideal. For any authorized subset A
which is in MA, the secret can be reconstructed by all shareholders in A
based on Algorithm 1. For any un-authorized subset A’ which is not in
MA, it must satisfy [A’ N (Uj_,L;)| < t; for all i € {1,...,m}. Since the
number of private shares at each level is smaller than the threshold value, the
secret cannot be reconstructed. Furthermore, our proposed scheme is perfect
since this scheme is based on our first modification in previous section. The

security of our proposed scheme is the same as Shamir’s scheme. O

4.2. Ideal Perfect C'TSS scheme

Let C = {C},...,C,} denote a partition of shareholders {P,..., P,}
into multiple security compartments, n; denote the number of shareholders
at compartment C;, and n; = |C;|. Let 7 = {t1,ts, ..., t,,} denote a sequence
of compartmented threshold values, where 1 <¢; <n; for 1 <j <m, and t

denote the total threshold value with Z;”:l t; <t<mn,and n= Z;”:l n;.
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We first consider a special case when ¢ = > ;. This special case

of CTSS scheme is called conjunctive threshold secret sharing scheme. The

solution for this special (C,7) CTSS scheme is trivial. Dealer first picks

..., 8™ from domain S of secrets and com-

(m — 1) random numbers, s
putes s™ = s — Z;n;ll s7. Then, dealer constructs Shamir’s (¢;,n;) threshold

schemes for each compartment C; such that s/ = f;(0) where f;(z) is a ran-

dom polynomial over [, selected by dealer for C}, j = 1,...,m. Thus, for
any authorized subset A = {P,,,..., P} in CA, where |[A| =t = 7" t;,

each partial secret s' can be reconstructed by shareholders in A N C; for
7 =1,...,m. It is obvious that this scheme is ideal.
We now consider the general case when ¢ > 27:1 t;. We propose our

(C,T) CTSS scheme based on two modifications described in Sec. 3.

Algorithm 2. Our (C,7) CTSS scheme.

1. Dealer picks m random numbers s!,...,s™ from domain S of secrets
m
and computes s™ = s — > s/. Here, s,s!,...,s™"! are k bits and

j=1
the prime modulus p is k/2 bits.

2. Dealer constructs a modified Shamir’s (¢;, n;) threshold scheme accord-
ing to Modification 1 in Sec. 3 for each compartment C; such that
s1 = ajo = f;(0) and s} = a1, where f;(z) = ajo+ajz+- - +a, 127
is a random polynomial over F, selected by dealer for C; and s, s} are
the sub-secrets of the master secret s/, for j = 1,...,m. Dealer dis-

tributes each private share (z;;,y;) where [ =1,...,n; to correspond-

ing shareholder privately.
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3. Dealer constructs a modified Shamir’s (¢,,.1, 7,41) threshold scheme
according to Modifications 1 and 2 in Sec. 3. Dealer generates a
random polynomial f,,+1(x) over F, such that this polynomial passes

through all private share points (xj;,y;), for [ = 1,...,n; and j =

1,...,m, where s7"™ = a(ni10 = fin1(0) and s5'' = a(11y1 are the

m—+1

sub-secrets of the master secret s™*!. The degree of f,,1(z) is d = n.

Since d > t — 1, dealer needs to compute (d — t 4+ 1) public shares and
makes them publicly known.

4. For any authorized subset A = {P;,,...,P,} in CA, it must satisfy
|ANC;| >t forall j € {1,...,m} and t > > ™" | t;. Thus, shareholders

m

in A can reconstruct all partial secrets s', ..., s™ and reconstruct the

m+1

partial secret s using t private shares and (d —t + 1) public shares.

The secret s can be reconstructed as s = s' + - -+ + §™ 4 g™+l

Remark 2. In Algorithm 2, we use the two modifications of Shamir’s thresh-
old scheme. This ensures that any t; private shares used to reconstruct par-
tial secrets s’ of compartments C;, for j = 1,...,m, and any t private shares
along with (d — t + 1) public shares can also be used to reconstruct s™ .

In addition, this design ensures ideal and perfect property of our proposed

scheme.

Theorem 2. Our (L,7) CTSS scheme constructed using algorithm 2 is

1deal, perfect and secure.

Proof. Our proposed scheme is ideal since the information rate is 1 as men-

tioned in Modifications 1 and 2. For any authorized subset A which is
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in CA, the secret can be reconstructed by all shareholders in A based on
Algorithm 2. For any un-authorized subset A’ which is not in CA, it must
satisfy |A' N C;| < t; for some j € {1,...,m} or |A’| < t. We analyze un-
authorized subset A’ into three different cases: a) |[A' N C;| < t; for some
je{l,...,m} and |A’| < t. This is a trivial case since all shareholders in
A’ cannot reconstruct the complete list of s!,...,s™*! . Thus, they cannot
reconstruct the secret s. b) [A'NC;| >t; forall j € {1,...,m} and |A'| < t.
It is obvious that all shareholders in A’ can reconstruct the partial secrets,

L

However, they cannot reconstruct the partial secret s™*1. As
mentioned in Modification 2, all shareholders in compartment C; only can
get |A" N C;| shares of their own; but cannot obtain any additional share
of other shareholder in the same compartment since they have no informa-
tion on the z-coordinate of any other shareholder. Thus, the partial secret

Sm—{—l

is protected from A’, that is, the secret s is protected from A’. c)
|A"'NC;| < t; for some j € {1,...,m} and |A'| > ¢t. Assume that there
is aset J = {j1,---,jv} C {1,...,m} such that |A' N C;| < t; for each
j € J. It is obvious that all shareholder in A” who work together along with

1 and ¢/ for

(d — t + 1) public shares can reconstruct the partial secrets s™
j€{l,...,m}—J. However, they still cannot obtain any additional share of
other shareholder for each compartment C; for j € J. The reason is that they
have no information on the x-coordinate of any other shareholder. Thus, for
any compartment C; for j € J, the partial secret s/ cannot be reconstructed.
Therefore, the secret s is protected from A’. Thus, we have showed that our

proposed scheme is information-theoretically secure. Furthermore, our pro-

posed scheme is perfect since this scheme is based on our two modifications
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in previous section. 0

5. Conclusions

In this paper, we propose two modifications of Shamir’s (¢, n) secret shar-
ing scheme. These two modified schemes are ideal and perfect. Two ideal hi-
erarchical threshold secret sharing schemes: multilevel threshold secret shar-
ing and compartmented threshold secret sharing, are constructed based on
these two modifications. We have proved that our proposed schemes are

secure.
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