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Abstract—Authenticated key exchange (AKE) scheme is one of
the most widely used cryptographic primitives in practice, even
in the Internet-of-Things (IoT) environments. In order to resist
side-channel attacks, several works have been proposed for defin-
ing leakage-resilient (LR) security models and constructing LR-
AKE protocols. However, all these LR-AKE schemes employed
the traditional X.509 certificate-based public-key infrastructure
authentication framework, where the online transmission and ver-
ification of the public-key certificate are the major drawbacks. In
this paper, we first propose a general framework for construct-
ing identity-based AKE protocols in the bounded after-the-fact LR
extended-Canetti-Krawczyk security model, and show a formal
proof in the standard model. Our proposed scheme offers a flexible
approach to simplify the certificate management. Moreover, our
result could be extended to the bounded-retrieval model, yielding
the first LR-AKE protocol in this model.

Index Terms—Authenticated key exchange, after-the-fact,
bounded-retrieval model, eCK security, identity-based system,
leakage-resilient (LR).

1. INTRODUCTION

ITH the development of Internet-of-Things (IoT), there
W is a big success of smart homes, connected cars, Indus-
trie 4.0 factories, and so on. In these environments, the IoT nodes
will collect, handle, record, and transfer lots of sensitive data.
However, many IoT nodes are exposed to the public insecure
environments, and are very vulnerable to side-channel attacks
[1]. Thus, an IoT attacker can overcome the security protecting
by executing side-channel attacks. Compared to the traditional
mathematical attacks, side-channel attacks have many advan-
tages: 1) requiring much less time and trouble; 2) no need of
expensive equipment; and 3) being very difficult to detect.

In order to resist side-channel attacks, leakage-resilient (LR)
cryptography has been introduced and studied, such as LR en-
cryption [2]-[8], signature [9]-[12], pseudo-random function
[13], and multiparty secure computation [14], [15]. As one of
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the most widely used cryptographic primitives, it is important to
design and analyze the LR authenticated key exchange (AKE)
protocols. However, there are only a few works for defining
LR security models and constructing LR-AKE protocols. With
LR-AKE protocols, several parties can derive a common crypto-
graphically strong session key over an insecure network, where
the adversary may execute leakage attacks and learn some par-
tial information of parties’ holding secrets such as their private
keys.

Earlier AKE security models include the Bellare—Rogaway
(BR) [16], Canetti-Krawczyk (CK) [17], and extended Canetti—
Krawczyk (eCK) [18] models. In these models, side-channel
attacks are not allowed, and the adversary could not get any
information of secret values. However, side-channel attacks [19]
exist in many practical environments. For example, an attacker
of IoT can get partial secret information of nodes’ long-term
secret keys by measuring their electromagnetic radiation. Thus,
modeling and designing LR-AKE protocols are very important.

Moriyama and Okamoto (MO) [20] presented the first formal-
ization of A-LR eCK security model for AKE protocol. The cen-
tral limitation of the MO model is that leakage attacks are not al-
lowed after the test session is selected by the adversary. Alawatu-
goda et al. [21] first introduced after-the-fact LR (AFLR) secu-
rity model and presented a continuous AFLR (CAFLR) AKE
protocol. The proposed protocol was only secure in the CK se-
curity model, that is a weaker variant of the generic eCK model.
Alawatugoda et al. [22] introduced a generic AFLR security
model for AKE protocols in the eCK security model, and con-
structed a bounded AFLR (BAFLR) eCK-secure AKE protocol.
Alawatugoda et al. [23] proposed the first concrete construction
of CAFLR eCK-secure AKE protocol. Chen et al. [24] intro-
duced a strong AFLR eCK security model, which not only cap-
tured the leakage attacks on a long-term secret private key, but
also considered the leakage of ephemeral secret randomness.

All the above LR-AKE schemes employed the traditional
X.509 certificate-based public-key infrastructure (PKI) authen-
tication framework. In such schemes, a major drawback is that
it requires a lot of bandwidth and authentication time, because
of the online transmission and verification of public-key certifi-
cates. The identity (ID)-based public-key system gives a good
solution to this problem, where public-key certificates are no
longer needed, since public keys are derived directly from the
ID information. Thus, an ID-based LR-AKE protocol will be
preferred to that under the employment of the traditional PKI.
In this paper, our goal is to propose an ID-based AKE protocol
in the AFLR eCK security model.
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Our Results: Our main contribution is the construction of the
first ID-based AKE protocol in the BAFLR eCK security model.
The following points are discussed in detail in this paper.

1) We first propose a protocol for ID-based LR-AKE, based
on A-leakage-smooth ID-based hash proof system (IB-
HPS) [25] and key derivation function (KDF) [26], and
formally prove its BAFLR eCK security in the standard
model.

2) Our protocol could be extended to the bounded-retrieval
model (BRM), yielding the first LR-AKE protocol in
BRM. BRM is a generalization of the relative-leakage
model (RLM), where the leakage-parameter A is an inde-
pendent parameter and is only related to the secret private
key. Thus, A could be set based on practical considera-
tions about leakage tolerance and may be arbitrary large,
while computation time and communication bandwidth
still remain small, since they are both independent of A.

3) We consider a more strong security model, AFLR eCK
security model, while most of others only employ other
weaker security models.

4) Our protocol only needs one round of communication,
while most of others require two rounds of communica-
tions.

The rest of this paper is organized as follows. Section II
addresses related works; Section III reviews the preliminaries;
Section IV describes the security model of the BAFLR eCK-
secure ID-based AKE protocol; Section V presents the proposed
general framework and analyzes the provable security and the
performance; Section VI gives an instantiation of the frame-
work; and finally, Section VII discusses the conclusion and
future works.

II. RELATED WORKS

Traditional AKE: The BR model [16] first introduced the for-
mal security model for AKE by using indistinguishable games.
Cao et al. [27] proposed an ID-based AKE protocol and for-
mally proved the security in the modified BR model. Canetti
et al. gave the CK security model [17] based on the BR model
and Bellare—Canetti—-Krawczyk model [28]. LaMacchia et al.
[18] proposed the eCK security model that is an extension of
the CK security model. In the eCK model, the adversary is
much stronger and he could access either the long-term secret
key or the ephemeral secret randomness of the test session. Now,
CK/eCK security models are the common models for designing
AKE protocols. Xie et al. [29] gave a one-round ID-based CK-
secure AKE protocol with perfect forward security. Pandit et al.
[30] and Ni et al. [31] designed eCK-secure ID-based AKE pro-
tocols. Elashry et al. [32] presented a new CK security model for
AKE protocol, where if a shared session key was compromised
or leaked, parties could generate another new shared session key
without running a new AKE session.

LR Model: Micali and Reyzin [2] first introduced a LR secu-
rity model of public-key cryptosystems, where they supposed
that only computations may leak information and treated side-
channel attacks in an abstract way. They called it only compu-
tation leakage (OCL) model. In 2009, Akavia et al. [3] gave a
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general LR security model of public-key cryptosystems. They
modeled side-channel attacks as following: Based on all his
knowledge, the adversary A chooses an arbitrary leakage func-
tion f, which could be computed efficiently; A sends f to a
leakage oracle O; O computes f(sk) and sends it to A, where sk
is the long-term secret key. This model is called RLM, where
each leakage attack can reveal at most some small fraction of the
secret key, and the total leakage length that A can get should not
exceed a relatively percentage of the secret key size. Alwen [4]
introduced BRM that is a generalization of RLM. In BRM, the
leakage-parameter A is independent of the security parameters
and is only related to the secret key size s. Then, BRM could
set A and s according to practical considerations of the leak-
age tolerance, and A could be arbitrary large. At the same time,
computation time and communication bandwidth is independent
of A. Thus, BRM still remains efficient.

In 2010, Brakerski et al. [5] introduced a more practical LR
security model, where leakages could be happened from the
entire secret memory and are allowed continuously. They called
this model the continuous leakage model (CLM). In CLM, the
overall leakage amount could be arbitrarily large, but for each
leakage it still needs the amount of leakage is bounded.

AF Leakage: Leakage that happens after the adversary gets
the challenge is called AF leakage. In the AKE security models,
the challenge to the adversary is to identity the real session key
of the test session from a random key, AF leakage is the leakage
which happens after the test session is established. In the above
leakage models [3]-[5], the leakages are only allowed before
the adversary chooses the test session and gets the challenge.
Halevi et al. [6] proposed the chosen plaintext BAFLR security
model of public-key cryptosystems. Dziembowski et al. [7] in-
troduced an adaptively chosen ciphertext AFLR security model
of public-key cryptosystems.

LR AKE: Moriyama and Okamoto [20] first presented the
formal security notion of LR-AKE protocols in the eCK se-
curity model, named A-LR eCK security model. They gave
a PKI-based A-LR eCK-secure AKE protocol based on hash
proof system without random oracles (RO). There is one cen-
tral limitation in the MO model, in which the adversary could
only get the leakage information before he selected the test
session. Alawatugoda ef al. [21] first presented an AFLR se-
curity model, and constructed a CAFLR-AKE protocol using
existing LR cryptographic primitives. Then, they gave a formal
proof in the CAFLR-CK security model. Alawatugoda et al.
[22] proposed a generic AFLR-eCK security model for AKE
protocols, and gave a concrete construction for BAFLR eCK-
secure AKE protocols. Alawatugoda et al. [23] proposed the
first concrete construction of CAFLR eCK-secure AKE proto-
col based on continuously refreshing LR storage scheme, and
formally proved it in the RO model. Chen et al. [24] intro-
duced a strong AFLR eCK security model, which not only cap-
tured leakage attacks on long-term secret private key, but also
considered leakage of ephemeral secret randomness. Based on
smooth projective hash functions, they constructed a one-round
AKE protocol in the CAFLR eCK security model. Recently,
Toorani [33] showed that Alawatugoda et al.’s AKE protocol
[21] was insecure by giving an ephemeral key compromise
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impersonation(KCI) attack in the CK-secure model; Yang et al.
[34] also presented a KCI attack against Alawatugoda et al.’s
AKE protocol [22], and pointed out that their proofs of Case
2 (the adversary is active) were incorrectly reduced to deci-
sion Diffie-Hellman (DDH) assumption, and reproved them in
the RO model under Gap Diffie-Hellman (GDH) assumption;
Chakaraborty et al. [35] showed the proofs of Chen ef al.’s AKE
protocol [24] had the same problem as [22], and gave the correct
proofs in the RO model under GDH assumption.

III. PRELIMINARIES

This section addresses the used primitives, such as DDH
assumption, IB-HPS, and KDF.

Notations: : Assume s i S represents that s is a random
value, chosen uniformly from a finite set S, x denote the system
security parameter, and A be the leakage parameter.

Definition 3.1: [Negligible function]

A function (k) is negligible, if for every positive integer
¢ > 0, there exists an integer k., such that e(k) < k¢ for all
Kk > ke.

Definition 3.2: [Statistical Indistinguishability]

Suppose S and T be two random variables over a finite set (2,
the statistical distance between S and 7 is defined as

SD(S,T) = 1/28,eq|Pr[S = w] — Pr[T = w]|.

S and T are e-statistically indistinguishable, if SD(S,T")
< ¢, denoted as S=T for simplicity; and S and T are perfectly
€
indistinguishable, if ¢ = 0.
Definition 3.3: [Decision Diffie—Hellman Assumption]
Suppose G denote a cyclic multiplicative group with a large
prime order p, and g be a random generator for G. The challenger
C runs the following distinguishing game with an adversary A:
1) A is provided with G and g.

2) C picks a random bit b & (0,1). If b = 0, C sends
(¢%,97,g") to A, else A is given (¢*,¢Y, g*), where
T, 2 Sz
3) A outputs a bitd’ € (0,1). A wins, if b’ = b.
Suppose Advp p i (A) represent the advantage that A wins the
above distinguishing game, and (k) be a negligible function,
then the DDH assumption is that

Advppr (A) = |Prb) =b] — 1/2| = (k).

Definition 3.4: [Identity-Based Hash Proof System]

An IB-HPS includes the following five probabilistic polyno-
mial time (PPT) algorithms:

Setup: (mpk, msk) <« Setup(1"), where « is an input secu-
rity parameter, mpk and msk denote the master public key and
the master secret key, respectively. mpk is the public inputs for
all other algorithms, and could be viewed as common reference
string. At the same time, mpk identifies an identity set /D and
an encapsulated-key set K.

KeyGen:sk;q «— KeyGen(id, msk): KeyGen generates an
ID secret private key sk;q for each identity id € I D by using
the master secret key msk.

Encap: (¢, k) < Encap(id): Encap is the valid encapsu-
lation algorithm that produces a valid ciphertext ¢, and an
encapsulated-key, k € K.

Encap*:c <« Encap*(id): Encap* is the alternative invalid
encapsulation algorithm that creates an invalid ciphertext ¢ for
an identity id.

Decap:k <+ Decap(c, skiq): Decap is the deterministic de-
capsulation algorithm, which takes as inputs a ciphertext ¢ and
an identity secret private key sk; 4, and outputs the encapsulated
key k.

An IB-HPS should meet the following two properties:

1) Correctness of Decapsulation. For every mpk, msk gener-

ated by Setup(1")and every id € ID, there is

skig — KeyGen(id, msk)

Pr |k # K |(c, k) < Encap(id) < e(r)

k'« Decap(c, skiq)

where (k) is a negligible function.

2) Valid/Invalid Ciphertext Indistinguishability. The valid ci-
phertext produced by Encap and the invalid ciphertext
created by Encap” should be indistinguishable even given
the ID secret private key. This property is captured by the
following distinguishing game, which the challenger C
runs with an adversary A.

a) C generates (mpk,msk) by running Setup(1"),
then sends mpk to A.
b) Test Stage 1: For any id € ID queried by A, C
replies with sk;g.
c) A chooses a random challenge identity id* € 1D,
then C picks b & (0,1), computes ¢ and gives it to
A, where (¢, k) < Encap(id*) if b = 0, and ¢ «
Encap®(id*) if b = 1. In this stage, A could select
any identity ¢d*, even one that he has queried in the
Test Stage 1, and he could query this ¢d* in the Test
Stage 2.
d) Test Stage 2: For any id € ID queried by A, C
replies with sk;,.
e) A outputs a bitb' € (0,1). A wins if b’ = b.
Suppose Adv;;g/ E;[%IS (A) denote the advantage of A in dis-
tinguishing the above security game and £(x) be a negligi-
ble function, then valid/invalid ciphertext indistinguishability
means that

Advyl s (A) = ().

Note: In both test stages, if id is the first query, C generates
skiq using KeyGen(id, msk) and sends it to A, otherwise C
replies with the samesk;, for all future same id queries.

Definition 3.5: [Smooth IB-HPS]

An IB-HPS is smooth if, for every fixed values of (mpk,msk)
generated by Setup(1”), every id € ID, there is

Advis_ps(A)=SD((c, k), (¢, k') < &()
where ¢ < Encap*(id), k <« Decap(c, KeyGen(id, msk)),

KK, e(k) denotes a negligible function and Adviy 4 pg
(A) is the advantage of the adversary A in distinguishing the de-
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capsulation of an invalid ciphertext and a random value picked
from K.

Definition 3.6: [ A-Leakage-Smooth IB-HPS]

An IB-HPS is XA-leakage-smooth if, for every leakage func-
tion f with A-bit output, there is

AdUILBiSHPs(A):SD((Ca f(skia), k), (c, f(skia), k,)) <e(k)

where (mpk, msk),sk;q, ¢, k, k', e(k) are same as above, and
Advjiy S, pg(A) is the advantage of the adversary A with A-bit
leakage output in distinguishing the decapsulation of an invalid
ciphertext and a random value picked from K.

Definition 3.7: [Source of Key Material]

A source of key material ¥ is a two-valued (o, £) probability
distribution generated by a PPT algorithm, where o represents
the source material of the secret keys and ¢ denotes some public
knowledge about o, such as its length.

Definition 3.8: [Key Derivation Function]

A KDF is an efficient algorithm that takes as inputs (o, ¢, r, ¢)
and generates a cryptographically strong secret key, where (o,
) are selected from a source of keying material 32, and (r, ¢) are
two optional arguments that r is a salt value and c is a context
variable.

Definition 3.9: [Security of KDF]

Security of KDF with a source of key material X is defined
by the following distinguishing game, which the challenger C
runs with an adversary A.

1) C generates (0,¢) < % and a random salt value 7 and

sends (¢,7) to A.
2) A selects an arbitrary value ¢ and sends it to C.

3) C picks b & (0,1) at random. If b = 0, C computes k =
KDF(o, ¢, r, ¢) and sends it to A, else C chooses a random
string s with the same length as k and gives it to A.

4) A outputs abit b’ € (0,1). A wins if ' = b.

Suppose Advg pr(A)denote the advantage of the adversary

A in distinguishing the above security game and (k) be a neg-
ligible function, then the security of KDF means that

Advkpr(A) = e(k).

IV. BOUNDED AFTER-THE-FACT LR eCK SECURITY MODEL

This section illustrates the BAFLR eCK security model that is
the bounded instantiation of Alawatugoda et al.’s generic AFLR
eCK security model [22] for AKE protocols. The BAFLR eCK
model follows the OCL model, and assume that leakage occurs
only in computations associated with the long-term secret key
sk. The adversary can adaptively choose arbitrary PPT leakage
functions f = (f1,..., f.)to obtain leakage of the secret keys
of the protocol principals. We require that the total leakage size
is bounded, i.e., > |fi(sk)| < A. After issuing a Send query
with f;, the adversary will be given a normal protocol message
and the leakage f;(sk).

A. Adversarial Powers

Let U, V identify two parties, the term “principal” represent
a party involved in a protocol instance, and the term “session”
denote a protocol instance with principals. Each principal may
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have multiple sessions that maybe run concurrently. We denote
the sth session at the owner principal U, interacting with the
intended partner principal V as the oracle 11}, |, and denote the
principal, who activates a session as the initiator of the session,
and the principal who responds to the initiator as the responder.

The adversary A is a PPT algorithm that controls all com-
munications over the whole network and interacts with a set of
oracles. In fact, A can do anything as he wants. The following
queries model the capabilities of the adversary A.

Send(U, V, s, m, f) query: After issuing this Send query in the
sth session with a protocol message m and a leakage function f,
A will be given a normal next protocol message and the leakage
f(sky ) produced by the oracle IIj; ;. A can run the protocol
by this query, and can also start a new protocol instance as an
initiator by using this query with blank m and f.

RevealSessionKey (U, V, s) query: 117, |, sends the sth session
key to A. This query models A’s ability to compromise the
certain session key.

RevealEphemeralKey (U, V, s) query: IIj; |, sends the sth
session ephemeral keys to A. This query models A’s ability to
compromise the certain ephemeral keys.

Corrupt (U) query: The principal U sends his long-term se-
cret key to A. This query models A’s ability to get the certain
principal’s secret key.

Test (U, s) query: After receiving a Test query, the challenger

C picks a bit b & (0,1) at random; if b = 1, then C sends the
actual key of the sth session to A, while C chooses a random key
and sends it to A. This query is used to formalize the security
notion of a BAFLR-AKE protocol, and could be activated only
once across all sessions.

B. A-BAFLR eCK Security Model

In the A-BAFLR eCK security model, the overall leakage size
of long-term secret keys are bounded with the leakage parameter
Aie, S| fi(sk)] < A

Definition 4.1: [Partner sessions in BAFLR eCK security
model]

Two oracles II; ;, and H‘;‘]/,.V, are called partners, if the fol-
lowing hold. ' '

1) Both IIj; ; and HSU’,.V, have generated session keys.

2) Messages sent from 11}, are same as those received by

103, .
3) Messages sent from H'”’/,_V, are same as those received by

5) Exactly one of U and V is the initiator, and the other is the

responder.

6) Correctness of an AKE protocol means that two partners

generate same session keys.

Definition 4.2: [ A-BAFLR-eCK-freshness]

Let f = (f1,...,fn) be n arbitrary PPT leakage functions
chosen by the adversary. An oracle IIj; , is A-BAFLR-eCK-
fresh, if the following hold.

1) RevealSessionKey(U,V,s) or RevealSessionKey(V,U, s’)

(if ITj; 1, ’s partner, H?//'U, exists) has not been asked.
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User U (IDy, Initiator)

User V (IDy, Responder)

Initial Setup
(mpk,msk) < Setup(1*)

sk, < KeyGen(ID,,,msk)

sk, < KeyGen(ID,, ,msk)

Protocol Execution

(¢y.ky) = Encap(IDy,)

s ot X
Xy «<—2,,Y,=g"

k, = Decap(c,,sk;)
ky, = KDF(ID,,ID, .Y, .k, || k,)

(IDy ¢y, Yy)
—

B
(ID,,¢,.Y,)

(¢, k!/) = Encap(]Du )
X, ¢—Z,.Y, =g"
k,; = Decap(c,,,sk; )
kyy = KDF(ID,,ID,,Y," ,ky|lk;)

ky, is the session key

Fig. 1. General framework of BAFLR eCK-secure ID-based AKE protocol.

2) If the partner IT§, ;; exists, none of the following combi-
nations has been queried.
a) Corrupt(U) and RevealEphemeralKey(U, V, s).
b) Corrupt(V) and RevealEphemeralKey(V,U, s').
3) If the partner Hf,’AU does not exist, none of the following
combinations has been queried.
a) Corrupt(V).
b) Corrupt(U) and RevealEphemeralKey(U, V, s).
4) For all Send(.,U,.,.,f;) queries, >_ | f; (sky )| < A.
5) For all Send(.,V,.,., ;) queries,>_ | f; (sky )| < A.

C. Security Definition

This section formalizes the distinguishing game and the se-
curity definition of the ..-BAFLR eCK model.
Definition 4.3: [ A-BAFLR eCK distinguishing game]
In the model, the protocol challenger C will run the following
distinguishing game with a PPT adversary A.
1) A queries any of Send, RevealSessionKey, RevealE-
phemeralKey, and Corrupt to any oracle as he wants.
2) A selects a A-BAFLR-eCK-fresh oracle and issues a Test
query. After receiving a Test query, C picks a random bit

a (0,1) if b = 1, then sends the actual session key to
A, while a random session key is sent to A.

3) A continues querying Send, RevealSessionKey, Reveal E-
phemeralKey, and Corrupt. All these queries should not
violate the A-BAFLR-eCK-freshness of the test session.

4) Atlast A outputs a bit b’ € (0,1). A wins if b’ = b.

Definition 4.4: [ A-BAFLR eCK security]

A-BAFLR eCK security means that

Advg}(BEAFLRECK =|Pr[t) =b] — 1/2| = (k)

where Advz}(%AF LReCK ig the advantage of A winning the A-
BAFLR eCK distinguishing game in Definition 4.3, and (k)
is a negligible function. In other words, an AKE protocol is A-
BAFLR eCK-secure, if there doesn’t exist any PPT adversary A
that can win the above distinguishing game with non-negligible
advantage.

V. GENERAL FRAMEWORK OF A-BAFLR eCK-SECURE
ID-BASED AKE PROTOCOL

This section gives our proposed general framework for the
A-BAFLR AKE protocol and a formal security proof in the eCK
security model.

A. General Framework

Fig. 1 shows a general framework for the A-BAFLR eCK-
secure AKE protocol. In the proposed scheme, parties U and
V can establish a strong secure session key sk over a public
unreliable network. Following the OCL model, we assume that
leakage occurs only in computations associated with a long-term
secret key sk. Therefore, the computations using these long-term
secret keys may leak some partial secret information of them,
and we require that the total size of all these leakage should
be bounded to A. To overcome this challenge, we introduce the
A-leakage-smooth IB-HPS. We underline the computations that
may leak information about long-term secret keys. Let G denote
a cyclic multiplicative group with a large prime order p and g
represent a random generator for G.

In the initial setup stage, the dealer generates each user’s
ID secret private key using the Setup and KeyGen algorithm
of IB-HPS and sends them to him/her secretly. In the protocol
execution stage, each of the principals computes a valid ci-
phertext and an encapsulated-key using the valid encapsulation
Encap algorithm of IB-HPS, and picks his/her ephemeral se-
cret key at random, encrypts it by computing its exponentiation,
then sends all these messages to the intended partner principal.
Then, both principals obtain the encapsulated-key by comput-
ing the decapsulation Decap algorithm of IB-HPS, and use KDF
with the two identities, the exchanging ephemeral secrets and
the encapsulated-keys to generate the session key. In the con-
struction of the framework, the invalid encapsulation algorithm
Encap® will not be used, and it will be used for proving the
security of the proposed framework.

B. Security Proof

This section formally proves the security of the proposed
protocol in the standard model.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

Theorem 5.1: The proposed protocol is A-BAFLR eCK-
secure, if the DDH assumption holds, the IB-HPS is A-leakage-
smooth and the KDF with a source of uniformly random key
material X is secure. Let Advﬁ}{%AF LReCK denote the advan-
tage of a PPT adversary A against A-BAFLR eCK-security of
the AKE protocol, there is

AdvBATLRCK. < N2 N2 (Advp py+Advy ) 5o
+ AdvILBi,SHpS + AdUKDF)

whereAdvppy, Advgpr, Adv}/é{}icpl 5 AdvILBiSH pg are
advantages of A against the security of DDH problem, KDF
and A-leakage-smooth IB-HPS, respectively, and Np denotes
the number of protocol principals, Ng represents the number
of sessions on a principal.

We use the game hopping technique to formally prove the
BAFLR eCK security of the proposed AKE protocol in the
standard model. The proof structure is first defining a sequence
of games, then proving indistinguishability of each game and
its previous game, which is similar to Alawatugoda et al. [22].

Proof: Our proof can be split into two main cases: When the
partner to the test session exists, and when it does not.

Case 1: A partner session to the test session exists:

In this case, A is a static adversary, who may get the long-
term secret private keys of principals by the Corrupt query or
ephemeral keys by the RevealEphemeralKey query. However,
these queries should not violate the A-BAFLR-eCK-freshness
of the test session. Let Adv BATECK denote the advantage
that A wins the BAFLR eCK challenge against A-BAFLR eCK
distinguishing game. We divide this case into the following four
sub cases.

1) A corrupts both the owner and partner principals to the test
session. In this case, A could get both principals’ secret
private keys using Corrupt queries.

2) A corrupts the owner to the test session, but does not
corrupt the partner. In this case, A could get the owner
principal’s secret private key.

3) A corrupts the partner to the test session, but does not
corrupt the owner. In this case, A could get the partner
principal’s secret private key.

4) A corrupts neither owner nor partner principal to the test
session. In this case, A could not get both principals’ secret
private keys.

Case 1.1 A: corrupts both the owner and partner principals
to the test session:

In this case, A could learn k-, ky -+, because he can get both
principals’ secret private keys using Corrupt queries.

Game 1: This game is the original A-BAFLR eCK security
game. After receiving a Test query, Game 1 challenger picks a

bith & (0,1) at random, if b = 1, then sends the actual session
key to A, while a random session key is sent to A.
Game 2: Game 2 and Game 1 are same, except for the

following: A first picks two distinct principals U*, V* i,
{Ui,...,Uy, }and two numbers s*, t* & {1,...,N,} at ran-
dom, where Np is the number of protocol principals and Ng
is the number of sessions on a principal. Then, A begins to run
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the game and selects the oracle ITf;. |.. as the target session and
Htv**7U* as its partner session. If the test session is not H,S]ljv*
or its partner oracle is not IT{,. ,;., Game 2 challenger stops and
terminates the game.

Game 3: Game 3 and Game 2 are same, except for the fol-

lowing: Game 3 challenger C picks z & Z, at random and
computes ky-y- = KDF(IDy+,IDy-, g%, ky+||ky+). Upon
receiving Test(U*,V*,s*) query from A, C sends kyy- to
A. Further, upon receiving Test(V*,U*,t*) query from A, C
also sends the same k;+y« to A, since there is a partner session
HI{;*7U* in Game 3.

Game 4: Game 4 and Game 3 are same, except for the
following: Game 4 challenger C picks ky-y - & {0,1}% at
random. Then, upon receiving Test(U*,V*, s*) query or
Test(V*,U*,t*) query from A, C sends ki -y« to A.

Differences between games: This section investigates indistin-
guishability of each game 7 and its previous game 7—1. Suppose
Advgamer (A) represent the advantage of A in winning Game 7.

Game 1: It is the original game. Therefore,

AdvGamel(A) = Advz%%AFLReCB'. (1)

Game 1 and Game 2: Unless A chooses an incorrect test
session or an incorrect partner to the test session, Game 2 and
Game 1 are same. The probability that A chooses a correct test
session and a correct partner to the test session is 1/N2N2.
Therefore,

Ad'UGameQ (A) = 1/N123 Ng'Ad'UGa‘mel (A) (2)

Game 2 and Game 3:

In Game 2, ky«y- = KDF(IDU*, IDy., gtv=ve, kaH
kV*)’ while kU*V* = KDF(IDU*, IDV*, gl7 ]{?U* kV*) in
Game 3. ¢"U="V+ and ¢* are indistinguishable from DDH as-
sumption, thus A could not distinguish between Game 2 and
Game 3. Therefore,

‘AdUGame? (A) - AdvGarrle3(A)| S AdvDDH . (3)

Game 3 and Game 4:
In Game 3, ]{}U*V¥:KDF(IDU*,IDv*,gZ,k‘U* kv*),

while in Game 4 k- < {0, 1}*. From the security of KDF, A
could not distinguish between Game 3 and Game 4. Therefore,

‘Ad'UGame:} (A) — AdUGame4 (A)| S AdUKDF . (4)

Game 4: A has not any advantage in winning Game 4 because
the session key kg-v+ of ITj;. . is picked at random and does
not depend on any other values. Therefore,

AdUGame4(A) = 0.
Using (1)—(5) we get

AdvEAFLRCK < N2N2(Advppy + Advicpr).

(&)

Case 1.2 A: corrupts the owner to the test session, but does
not corrupt the partner:

For simplify, suppose the test session be on the initiator.

In this case, A could learn ky. = Decap(cy ., sky.)using
Corrupt(Ux) query, and get zy - using RevealEphemeralKey
(Vx, Ux, s%) query.
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Game 1: Same as Game 1 in Case 1.1.

Game 2: Same as Game 2 in Case 1.1.

Game 3: Game 3 and Game 2 are same, except for the fol-
lowing: Game 3 challenger C computes

Cy* = Encap * (IDU*), kU* = Decap(cv*,IDU*)
kU*V* = KDF(IDU*,ID{/*, YU*wV*,kU*Hkv*).

Upon receiving Test(U*, V*, s*) query from the adversary
A, Csends ky+y+ toA. Further, upon receiving T'est(V*, U*, t*)
query from A, C also sends the same kg+y+ to A, since there is
a partner session Hﬁ/ - in Game 3.

Game 4: Game 4 and Game 3 are same, except for the fol-
lowing: Game 4 challenger C computes

ey~ = Encap x (IDy+), ky- S Uy
kU*V* = KDF(IDU*’IDV*’YU*ZV*,]{;U*HI{;V*)_

Upon receiving Test(U*,V*, s*) query from the adversary
A, Csends ky -y - toA. Further, upon receiving T'est(V*, U™, t*)
query from A, C also sends the same ky+y« to A, since there is
a partner session Hﬁ/ v~ in Game 4.

Game 5: Same as Game 4 in Case 1.1.

Differences between games:

Game 1: It is the original game. Therefore,

AdUGa,mel(A) _ AdUX%%AFLReCK (6)

Game 1 and Game 2: Same as Game 1 and Game 2 in
Case 1.1.,

AdmaneZ(A) = 1/N1%N§Adv(?amel(A)' (7)

Game 2 and Game 3: In Game 3, the challenger C computes
cy+ = Encap * (IDy+) using the invalid encapsulation algo-
rithm Encap®. A could not distinguish between Game 2 and
Game 3, because the valid ciphertext and invalid ciphertext of
IB-HPS are indistinguishable. Notice that, leakage queries are
not allowed in the valid/invalid ciphertext security game, how-
ever, A could get the entire secret key sky, of the challenge
identity Ux. Thus, Game 2 and Game 3 are indistinguishable
for A, who could get some bounded leakage f(sky . )of the ID
secret-key sk .. Therefore,

‘AdvGame2 (A) - AdvGameS (A)| S Adv}/él:chlag (A) (8)

Game 3 and Game 4: In Game 3 ky-y- = KDF(IDy-,
IDy«,Yy"V"  ky-+||ky-), while in Game 4, the challenger C

picks a random key, kg - Su k- A could not distinguish be-
tween Game 3 and Game 4 by the A-leakage-smoothness of
IB-HPS. Therefore

‘AdUGame?; (A) — Advgamed (A)| < Adv%éﬁHpS (A> )

Game 4 and Game 5: Same as Game 3 and Game 4 in Case
1.1,
|AdvGame4 (A) - Advg,,m @5(A)| S AdUKDF. (10)
Game 5:

Advgames(A) = 0. an

Using (6)—(11) we get

A—BAFLReCK 9 72 V/I-CT LS
Advigy < NpNg(Advp yps + Advg "y ps

+ Advkpr).

Case 1.3 A: corrupts the partner to the test session, but does
not corrupt the owner:

For simplify, suppose the test session be on the initiator.

In this case, A could learn ki, = Decap(cy ., sky «)using
Corrupt(N+) query and get xy+ using RevealEphemeral
Key(Ux,Vx, sx) query.

Game 1: Same as Game 1 in Case 1.1.

Game 2: Same as Game 2 in Case 1.1.

Game 3: Game 3 and Game 2 are same, except for the fol-
lowing: Game 3 challenger C computes

Cy* = Encap * (IDv*), kv* = Decap(cU*, IDVx)
kyoy = K-D.F(IDU*,I.Dv*7 Yy tus , kU*HkV‘)

Upon receiving Test(U*, V*, s*) query from the adversary
A, Csends ky+y - toA. Further, upon receiving Test(V*, U™, t*)
query from A, C also sends the same K-y« to A, since there is
a partner session Hﬁ, - in Game 3.

Game 4: Game 4 and Game 3 are same, except for the fol-
lowing: Game 4 challenger C computes

cy+ = Encap x (IDy-), ky- & Uk
kywy+ = KDF(IDy+, I Dy, Yy"U"  ky||ky+).

Upon receiving Test(U*,V*, s*) query from the adversary
A, Csends ky+y - toA. Further, upon receiving Test(V*, U™, t*)
query from A, C also sends the same ky/+y+ to A, since there is
a partner session Hﬁ, r- in Game 4.

Game 5: Same as Game 4 in Case 1.1.

Differences between games: The analysis is same as Case 1.2.

Case 1.4 A corrupts neither owner nor partner principal to
the test session:

In this case, A could get zy+ and xy« using RevealEphemer-
alKey query.

Game 1: Same as Game 1 in Case 1.1.

Game 2: Same as Game 2 in Case 1.1.

Game 3: Game 3 and Game 2 are same, except for the fol-
lowing: Game 3 challenger C computes

cy+ = Encap x (IDy+), ky- = Decap(cy+, IDy-)
cy- = Encap x (IDy-), ky+ = Decap(cy-,1Dy+)
kU*V* = KDF(IDU*,IDv*,gng*zV*, k‘U* k‘\/*)

Upon receiving the Test(U*, V* s*) query from the ad-
versary A, C sends kp-y- to A. Further, upon receiving
Test(V*, U*, t*) query from A, C also sends the same k-y -+ to
A, since there is a partner session IT},. ;. in Game 3.
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TABLE I
SECURITY AND EFFICIENCY COMPARISON OF AKE PROTOCOLS

Scheme [18] [20] [21] [22] [23] [24] Ours
Rounds 2 2 1 2 1 1 1
Security model eCK eCK CK eCK eCK eCK eCK
Leakage Feature None RLM CLM RLM CLM RLM BRM
After-the-fact Yes No Yes Yes Yes Yes Yes
Proof model RO  Standard Standard RO RO RO  Standard
Key Infrastructure ~ PKI PKI PKI PKI PKI PKI 1B

Game 4: Game 4 and Game 3 are same, except for the fol-
lowing: Game 4 challenger C computes

cy+ = Encap x (IDy-), ky+ & Uk,

cy- = Encap * (IDy+), ky+ & Uk,
kyoye = KDF([DU*’ IDV*’g:L‘U*IW,kU*HkV*)~

Upon receiving the Test(U*,V* s*) query from the ad-
versary A, C sends kpy-«y- to A. Further, upon receiving
Test(V*,U*,t*) query from A, C also sends the same kg +y - to
A, since there is a partner session H’{/U in Game 4.

Game 5: Same as Game 4 in Case 1.1.

Differences between games: The analysis is same as Case 1.2.

Case 2 A partner session to the test session does not exist:

In this case, A is an active adversary who could run the
protocol with the owner of the test session by masquerading
as the intended partner principal. Therefore, A is not allowed to
get the long-term secret key of the intended partner principal by
asking a Corrupt query. We divide this case into the following
two sub-cases.

Case 2.1 A corrupts the owner to the test session:

The proof is same as Case 1.2, except for Game 2 that is
shown as following:

Game 2: It is same as the challenging game, except for
the following: A first picks two distinct principals U*, V*

& {Ui,...,Uy, } and a number s* & {1,..., Ny} at random,
where Np is the number of protocol principals and Ng is the
number of sessions on a principal. Then, A begins to run the
game and selects the oracle TI}. ;.. as the target session. If
the test session is not H‘fj**y*, Game 2 challenger stops and
terminates the game.

Case 2.2 A does not corrupt the owner to the test session:

The proof is same as Case 1.4, except for Game 2 is same as
Game 2 of Case 2.1.

From Case 1 and Case 2, we get

A—BAFLReCK 2 n72 V/Ii-ClI
Adv FATERCK < NENZ(Advpp+Advy )5

+ Adv%BiisHPS -+ AdUKDF).

B. Performance and Security Comparison

We analyze the performance and security of our protocol
by comparing with other representative AKE protocols. The
comparison between our protocol and others is shown in Table I.
From Table I, we should note the following.
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1) Our new protocol is the first protocol for ID-based LR
AKE.

2) Our protocol could be extended to the BRM, yielding the
first LR-AKE protocol in BRM.

3) We consider a more strong security model, AFLR-eCK
security model, while LaMacchia et al. [18] did not al-
lowed leakage attacks, Moriyama and Okamoto [20] only
addressed the leakage that happens before the test session
is selected by the adversary, and Alawatugoda et al. [21]
just gave the proof in the CK security model.

4) Our formal proof is given in the standard model, while
the security of [18], [22]-[24] only could be proved in the
RO model.

5) Our protocol only needs one-round of communication,
while [18], [20], and [22] all required two-rounds of com-
munication.

VI. INSTANTIATION OF THE FRAMEWORK

The primitives used in the framework are IB-HPS and KDF.
For KDF, Krawczyk [26] proposed the secure and efficient KDFs
based on HMAC. For IB-HPS, Chow et al. [36] and Alwen et al.
[25] showed several efficient constructions of smooth IB-HPS
based on different primitives, such as (1) bilinear groups, (2)
lattices, and (3) quadratic residuosity.

A. Instantiation for Smooth-1B-HPS

Suppose G represent an additive cyclic group with a large
prime order p, Godenote a cyclic multiplicative group with the
same order p, and é : G; x G; — G5 be a bilinear map.

Setup(l’{): ComPUte mpk = (pa Gl ) G27 éa g,u, h7 é(g7 g)(l’
é(g,9)%)and msk = (¢g°,¢”), where wu,h & Gp and «,
sz,

KeyGen(id, msk): skiqg = (s1,52,53) = (g% g (u'?h)",
97"

forid € 1D, where t,r & L.

Encap(id): Output ¢ = (c,ca,c3) = (g7, (u'?h)?, é(g,
9)%) and k = é(g, g)°* where z & 7.

Encap*(id): Output ¢ = (c1,c2,¢3) = (g7, (u'?h)*, é(g,
9)%*"), where z, 2’ & Zythat z # 2.

Decap(c, skiq): Output k = é(cy, s1)é(cz, s2)c3* .

Theorem 6.1: (see [36]) If the Decisional Bilinear Diffie-

Hellman assumption holds, the above protocol is a smooth IB-
HPS.

B. Instantiation for A-Leakage-Smooth IB-HPS

If there is a smooth IB-HPS (Setup, KeyGen, Encap, Encap®,
Decap) and an extractor Ext: k — {0,1}", a transformation is
defined as follows.

Encaps (id): Compute (¢, k) = Encap(id), k' = Ext(k;r),
output ((¢, ), k).

Encaps (id): Pick a seed r at random and compute ¢ =
Encap*(id), output (¢, r).

Decaps (¢, skiq): Compute k = Decap(c, skiq), k' = Ext
(k;r), output &'
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Theorem 6.2: (see [25]) Suppose that the IB-HPS is smooth,
|k| = 2™ and Ext: k — {0,1}"is an (m — A, €)-extractor for
some € = £(k), the above transformation generates a A-leakage-
smooth IB-HPS.

C. Extend to the BRM

Given an A-leakage-smooth IB-HPS protocol, Alwen et al.
[25] showed a transformation that could extend it to the BRM.
First, in the transformed scheme, the leakage-parameter A
is an independent parameter of the system and is only re-
lated to the secret private key skip, which has n components
(skip(1], -+ ,skip[n]). Thus, A could be set according to practi-
cal considerations of the leakage tolerance and may be arbitrary
large. Second, the transformed scheme still satisfies the effi-
ciency requirements. The encapsulation procedure Encap and
decapsulation Decap use only a small subset of #-out-of-n of the
identities, where ¢ is independent of » and could be much smaller.
Therefore, computation-time and communication-bandwidth
still remain small, which are both independent of A and n.

D. Leakage Tolerance of the Instantiation

The leakage tolerance of the instantiation of the proposed
framework is same as the leakage tolerance of the IB-HPS,
where leakage parameter, A = (1 — £)nm—v—r, where m is the
private key entropy, n is a key-size parameter, « is the security
parameter, v is the encapsulated-key size, and ¢ is a negligible
constant. From the leakage formulas, we can get that the leakage
tolerance of the proposed protocol could be arbitrarily large by
just setting the key-size parameter n be a large positive integer.

VII. CONCLUSION

In this paper, we first propose a general framework for con-
structing one-round BAFLR eCK-secure ID-based AKE proto-
col based on IB-HPS and KDF, and give a formal security proof
in the standard model. Moreover, our result could be extended
to BRM, yielding the first LR-AKE protocol in BRM. Our fu-
ture works include: 1) considering a strong security model that
not only captures leakage attacks on long-term secret private
key but also considers leakage of ephemeral secret randomness;
2) developing an efficient CAFLR eCK-secure ID-based AKE
protocol; and 3) extending our result to the group setting.
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