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Abstract ISO/IEC 14888 specifies a variety of digital
signature mechanisms to sign messages of arbitrary length.
These schemes can be applied to provide entity authentica-
tion, data origin authentication, non-repudiation, and data
integrity verification. ISO/IEC 14888 consists of three parts
under the general title Information technology—Security
techniques—Digital signatures. Part II, or ISO/IEC 14888-2
specifies the general structure and the fundamental proce-
dures for the generation and verification of an identity-based
signature (IBS) mechanism for messages of arbitrary length.
Particularly, the IBS scheme of Guillou and Quisquater (GQ)
is described in Clauses 6-8. In this paper, an efficient iden-
tity-based multisignature (IBMS) scheme is proposed for
the GQ IBS scheme, which allows multiple users using the
ISO/IEC 14888-2 standard GQ scheme to generate multisig-
natures. The scheme is efficient in the sense that both the
length and the verification time of the multisignatures are
fixed. The proposed ID-based multisignature scheme is also
secure against forgeability under adaptive chosen-message
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1 Introduction

Public-key cryptography is playing an increasingly popular
and important role in the era of modern communications.
Public-key cryptosystem allows users to communicate
securely without pre-shared secret key and to authenticate
data exchange. In public-key cryptography, a digital signa-
ture, which is generated using the message signer’s private
key can provide non-repudiation evidence of the message
signer. Non-repudiation is a way to guarantee that the mes-
sage sender cannot later on deny having sent the message.
Public-key cryptography can also be used in many other areas
such as e-voting, e-cash and e-commerce.

A digital multisignature is similar to a regular digital
signature of a message; however, a digital multisignature
is generated by multiple signers with knowledge of multi-
ple private keys. Generally speaking, the major difference
between a hand-written multisignature and a digital multisig-
nature is the length of the multisignature. In a hand-written
multisignature, the length of a hand-written multisignature
is linear in the number of signers, while in a digital multi-
signature, the length of the digital multisignature is deter-
mined by a cryptographic assumption, such as the difficulty
of factoring a large composite integer into two prime num-
bers or the difficulty of solving the discrete logarithm, and
the length of a digital multisignature can be identical to the
length of a single digital signature. Digital multisignature is
just a string of binary bits that can only be generated with the
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knowledge of multiple private keys. Any verifier can validate
the multisignature of a given message based on all signers’
public keys. The verification time of the multisignature can
be fixed (if we only consider the time needed for modulo
exponentiations), instead of linear in the number of message
signers.

The concept of digital multisignature is very similar to the
concept of group-oriented threshold signature. The group-
oriented cryptography was first introduced by Desmedt [1].
By applying the concept of group-oriented cryptography,
threshold signature schemes can be developed. Several
threshold signature schemes and their modifications have
been developed [2—-6]. In a threshold signature scheme, a sig-
nature is generated by a number of participating members,
which is larger than or equal to a predefined threshold value.
For instance, in a (¢, n) threshold signature scheme, any ¢ or
more than + members can represent the group to generate a
group signature. Later, the verifier can use the group’s public
key to validate the group signature. The special case of the
threshold signature called the (1, n) group signature was pro-
posed by Chaum and Heyst [3]. In a (1, n) group signature,
a group signature could be generated by an employee (i.e. a
group member) of a large company, and be verified by any
outside verifier as a normal digital signature, but not be able
to identify the particular employee who signed it. However,
even all other group members (and the manager) collude,
they cannot forge a signature for a non-participating group
member. Boyd [7] proposed the first (n, n) threshold signa-
ture based on RSA scheme in which all signers share the same
modulus. The length of the group signature is fixed and the
verification time of the group signature is also constant. How-
ever, itis only an (n, n) threshold signature scheme. It is not a
multisignature scheme since the signer’s group is predefined
and cannot be changed through the application. Although
multiple signers are involved in generating a digital multi-
signature and a threshold signature, there is a main differ-
ence between these two signatures. In a threshold signature
application, the signing group is predefined and cannot be
changed. However, in a multisignature application, the sign-
ing group can be dynamically formed by any set of signers.

An efficient multisignature scheme should possess the
following two properties:

e Fixed length. Fixed length means that the length of the
multisignature is the same as the length of a single
signature.

e Constant verification time. Constant verification time
means that to verify the multisignature, the number of
modulo exponentiations required is the same as the veri-
fication of a single signature.

An efficient digital multisignature scheme [8] based on
discrete logarithm problem has been proposed in 1994.
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In this scheme, the length and the verification time of the
multisignature are both fixed. For RSA [9] based schemes,
there exists no efficient multisignature scheme in the liter-
ature. The difficulty lies in the fact that for security pur-
pose, each message signer has to select different modulus.
On the other hand, to generate RSA based multisignatures,
all signing processes are required to operate in the same
domain [10, 11]. Therefore, the moduli clashing problem has
to be solved first. Though some schemes have been pro-
posed in literature to overcome the moduli clashing prob-
lem [12,13]; however, for all these schemes, the verification
time of each multisignature is still linear in the number of
message signers involved.

In 1984, Shamir [ 14] introduced the concept of an identity-
based (ID-based) cryptosystem to simplify the public-key
authentication problem. In this system, each signer needs to
register at a private key generator (PKG) and identify him-
self before joining the network. Once a signer is accepted, the
PKG will generate a private key for that signer based on the
signer’s identity, which may include the signer’s name, email
address, etc. The signer’s identity will be the signer’s public
key. In this way, a verifier only needs to know the “identity”
of his communication partner and the public key of the PKG,
to verify a digital signature or to send an encrypted message.
There is no public-key digital certificate of each user needed
in this system.

In the same paper, Shamir also proposed an identity-based
signature (IBS) scheme [14] based on integer factorization
problem (IFP). Bellare et al. [15] proved that the scheme
is secure against forgeability under chosen-message attack.
In 1988, Guillou and Quisquater introduced a “paradoxi-
cal” IBS scheme [16] also based on the IFP. Later on it was
adopted as the International Standard ISO/IEC 14888-2 [17]
and specified as the Guillou—Quisquater (GQ) signature.

In this paper, we propose an efficient ID-based multisigna-
ture (IBMS) scheme, which allows multiple message signers
using the ISO/IEC 14888-2 standard GQ scheme to generate
a multisignature. In our scheme, the length of the multisig-
nature and the verification time of the multisignatures are
both fixed. We also prove that the proposed IBMS is secure
against forgeability under adaptive chosen-message attack
and adaptive chosen-identity attack.

The paper is organized as follows. In Sect. 2, we present a
brief review of the GQ IBS scheme. Our proposed multisig-
nature scheme is described in Sect. 3. The security analysis
of our proposed IBMS scheme is presented in Sect. 4. We
conclude in Sect. 5.

2 Review of GQ IBS scheme in ISO/IEC 14888-2

In a GQ IBS scheme [17], we need a PKG to determine the
private key for each signer.
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PKG key generation: Ky, (1 ky

Similar to an RSA signature scheme with security parameter
1%, the PKG runs the random oracle kag(lk) = Ka(15)
to generate two large prime numbers p and ¢. Then PKG
performs the following three steps:

1. Calculates n = pq.
Selects a number e that is relatively prime to ¢ (n), where
¢ (n) is Euler’s totient function.

3. Calculates d such thatd - ¢ = 1 mod ¢ (n).

4. Chooses two cryptographic hash functions Hp, H :
{0, 1}* — Z,.
The system parameters are as follows:
Public key: Pk = (n, e, Hy, H), and Master key: Mk =
(p.q.4d).

User key generation: Ku(lk, Pk, Mk, ID,)

The user A with identity I D4 sends his identity to the PKG.

1. The PKG verifies the identity and calculates a “shadow”
for user A as J4 = H{(IDy). J4 serves as the public
key of the user A with identity /D 4.

2. The PKG signs J4 as s4 = J;d mod 7 and sends s4 to
A securely.

3. The user A verifies s4 as sf\ = JA_1 mod n and uses it
as his private key.

Message signing: Sign(Pk, M, ID4)

For a user A with identity /Dy, to sign a message M, A
randomly selects an r € Zj, then calculates:

1. u=r°modn.
2. b = H>(u||M), where | stands for concatenation.
3. v:r~sZm0dn.

The signature for message M is thendefinedas: o = (b, v) €
Ly X L.

Signature verification: Vf(Pk, o, M, I D 4)

To verify a signature o = (b, v) of a user A on a message
M, the verifier computes:

u=J% v’ mod n.

The verifier accepts the signature if and only if the following
equation holds.

b = Hy(u||M) mod n. (1)

This is because if o = (b, v) is a legitimate signature, then
we should have

ebpeshe — ¢ =y mod n.

b e _ —
Jpv" =5,

Therefore, the signature verification equation should hold
true.

3 Proposed identity-based multisignature (IBMS)

In this section, we propose an ID-based multisignature
scheme for the GQ signature. This scheme allows multi-
ple users using the GQ IBS specified in ISO/IEC 14888-2
standard to generate multisignatures. In our proposed IBMS
scheme, the PKG key generation and the user private key gen-
eration are both identical to the single IBS scheme specified
in the standard.

PKG key generation: Kpe (1%

Similar to an RSA signature scheme with security parameter
1%, the PKG runs the random oracle kag(lk) = Ka(15)
to generate two large prime numbers p and g. Then PKG
performs the following three steps:

1. Calculates n = pq.
Selects a number e that is relatively prime to ¢ (n), where
¢ (n) is Euler’s totient function.
Calculates d such that d - ¢ = 1 mod ¢ (n).
4. Chooses two cryptographic hash functions Hp, Hp :
{0, 1}* — Z,.
The system parameters are as follows.
Public key: Pk = (n, e, H1, H), and Master key: Mk =
(p.q.4d).

hed

User private key generation: K, (1¥, Pk, Mk, I D;)

In this algorithm, the signer with identity / D; gets a copy
of his private key from the PKG through a 2-step process
described below:

1. A signer submits his identity I D; to the PKG.

2. The PKG, with its private key d and the corresponding
public key e, signs I D;, which generates a private key
s;, such that s; = Ji_d mod n, where J; = H{(ID;) is
the shadow of I D;. s; is the signer i’s private key.

3. The user i verifies s; as sie = Jl._1 mod »n and uses it as
his private key.

Message signing: Sign(Pk, M, {IDi}ézl)

We assume that there are / signers, u;,i = 1,2, ...,1, agree
to sign a message M together. To generate the ID-based mul-
tisignature, each signer carries out the followings steps as
shown in Fig. 1:
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# Message M ‘ ’ Signing key s; %

( Off-line R

[Producing randomizer]

l
u; = r{ mod n
M Si
1
u=[] u; mod n
Y
N - ‘ J
:
( ‘ On-line ‘ R

)
v; = TiS?
l

Signature o

Fig. 1 Message signing process

Off-line steps (these are steps that do not depend on the mes-
sage M and can be performed off-line)

Selects r; € Z,, randomly.

Computes u; = r{ mod n.

Broadcasts u; to all other signers.

Upon receiving of u;,i = 1,2,...,[, each signer
computes

il e e

I
u :H”i mod n.

i=1
On-line steps (These are steps that depend on the message M )

1. Each signer I D; computes b = Hp(u||M) and v; =
ri- slb mod n, and broadcasts v; to all other signers.

2. After receiving of v;, i =1, 2, ..., [, the multisignature
component v can be computed as

l l
v:Hvi modn:Hri-sf’modn.
i=1 i=1

The multisignature for message M iso = (b, v) € Z, x
Zy.

From the above algorithm, it is clear that the signing phase
of each individual signature is identical to the original IBS
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'
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Yes No
l Accept ‘ l Reject ‘

Fig. 2 Multisignature verification

scheme. It is also clear that the length of each multisignature
is the same as the individual IBS signature.

Multisignature verification: Vf(Pk, o, M, {I D,-}ﬁz D

To verify a multisignature o = (b, v) on a message M, as
shown in Fig. 2, the verifier computes

1 l

b e _ b e —b
HJ,- v modn_HJi -ri - J7 " mod n
i=1 i=1

1
:Hrf mod n = u.

The verifier accepts the signature if and only if the following
equation holds

b = Hy(u||M) mod n. 2)

From the above verification algorithm, we can see that for
the proposed IBMS scheme, the number of modulo expon-
entiations is identical to the verification of an individual IBS.
However, it does require / — 1 extra modulo multiplications.
Since modulo multiplications are much more efficient than
modulo exponentiations, they can simply be ignored. There-
fore, the verification time of each multisignature is fixed.

4 Security analysis
In this section, we will analyze the security of our proposed

IBMS scheme from existential forgery under adaptive
chosen-message attack and adaptive chosen-identity attack.
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Informally, an existential forgery in IBMS scheme refers
to that the adversary attempts to forge an IBMS of messages
and identities of signes at its choice. We now formalize the
notion of security for IBMS scheme as follows. To perform
existential forgery of an IBMS, the adversary may corrupt
arbitrary signers and send messages during multisignature
generation. We allow the adversary to choose the identities,
forge multisignatures and extract the private key for iden-
tities at its choice. We also allow the adversary to access
the signing oracle on any desired identity and message. The
adversary’s advantage Adv(A) is defined as the probability
of A against a challenger C to win the following game.
Setup: The challenger C takes a security parameter 1¥ and
runs the PKG key generation algorithm, it gives A the result-
ing system parameters.

Oracle Queries: A requests the following queries adap-
tively.

e Extract Query: A may choose identity 7 D; and request
the user private key generation. C outputs the private key
corresponding to I D;.

e Sign Query: A may request an IBMS on (Pk, M,
{1 Di}ﬁzl). C outputs the corresponding multisignature
o to A

Forgery: Forsome (Pk, M*, {ID;‘}ﬁzl), Aoutputs an IBMS
o *. The restriction is that for some i, 1 <i <[, A does not
extract the private key for / D} and does not request a multi-
signature including the pair (M*, I D}). A wins the game if
VI(Pk, M*, o* {ID}}._,) is Accept.

Definition 1 We say that an IBMS scheme IBMS is secure
against existential forgery under adaptive chosen-message
attack and adaptive chosen-identity attack, if for all
polynomial-time adversary .4, the advantage Adv(A) that
A wins the above defined game is negligible.

Note 1 The above definition is similar to the definitions pre-
sented in [18,19].

In 2004, Bellare et al. [15] proved that the basic identity-
based signature scheme is secure against existential forgery
under adaptive chosen-message attack and adaptive chosen-
identity attack in the random oracle model. The two hash
functions H| and H, which are used in our proposed scheme
will be treated as random oracles in the following security
analysis.

Theorem 1 The proposed IBMS scheme is secure against
existential forgery under adaptive chosen-message attack
and adaptive chosen-identity attack in the random oracle
model.

Proof Let Aipms and Ajgs be polynomial-time adversaries
of our proposed IBMS scheme and the basic IBS scheme,

respectively. We can prove this theorem according to [15].
The main idea is that if the adversary Agms can forge a valid
multisignature on an arbitrary message M without interact-
ing with the honest signer, then the adversary Agg can also
forge a valid basic signature on message M of an honest
message signer.

We now describe the detailed proof as follows. The adver-
sary Ajgs chooses anidentity / D and requests the hash oracle
and signing oracle of any message. Ajgs will run Ajgyms to
simulate a single honest singer. When Ajgyms wants to get a
valid multisignature, it runs the signing oracle for Ags, Args
simulates Ajgms’s random hash oracle using its own oracle.
As will then request the signing oracle with the identity of
honest signer / D and the corresponding message. The sign-
ing oracle will generate the output to Agys. It is easy to
know that the output of Agpms is a valid multisignature (a
successful forgery for message) as long as the answer from
Aigs is avalid signature. However, according to [15], no valid
basic identity-based signature can be generated from Ajgs.
Therefore, our proposed IBMS scheme is secure under the
random oracle model. O

5 Conclusion

In this paper, we proposed an efficient ID-based multisigna-
ture scheme for the GQ IBS scheme as specified in Inter-
national Standard ISO/IEC 14888-2. Our scheme has fixed
signature length and the signature verification time is inde-
pendent of the number of signers involved. The proposed
scheme is secure against forgeability under adaptive cho-
sen-message attack and adaptive chosen-identity attack in
random oracle model.
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