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a b s t r a c t

Public-key cryptosystems without requiring digital certificates are very attractive in wireless communi-
cations due to limitations imposed by communication bandwidth and computational resource of the
mobile wireless communication devices. To eliminate public-key digital certificate, Shamir introduced
the concept of the identity-based (ID-based) cryptosystem. The main advantage of the ID-based crypto-
system is that instead of using a random integer as each user’s public key as in the traditional public-key
systems, the user’s real identity, such as user’s name or email address, becomes the user’s public key.
However, all identity-based signature (IBS) schemes have the inherent key escrow problem, that is pri-
vate key generator (PKG) knows the private key of each user. As a result, the PKG is able to sign any mes-
sage on the users’ behalf. This nature violates the ‘‘non-repudiation” requirement of digital signatures. To
solve the key escrow problem of the IBS while still taking advantage of the benefits of the IBS, certificate-
less digital signature (CDS) was introduced. In this paper, we propose a generalized approach to construct
CDS schemes. In our proposed CDS scheme, the user’s private key is known only to the user himself,
therefore, it can eliminate the key escrow problem from the PKG. The proposed construction can be
applied to all Discrete Logarithm (DL)-based signature schemes to convert a digital signature scheme into
a CDS scheme. The proposed CDS scheme is secure against adaptive chosen-message attack in the random
oracle model. In addition, it is also efficient in signature generation and verification.

� 2008 Elsevier Inc. All rights reserved.

1. Introduction

Public-key cryptography has become one of the essential tech-
niques in providing security services in modern communications.
In traditional public-key cryptosystems, a pair of public/private
keys need to be computed by each user. Since the public key is a
string of random bits, a digital certificate of the public key is re-
quired to provide public-key authentication. Due to the limitations
imposed by both the communication bandwidth and computa-
tional power of wireless communication devices, public-key cryp-
tography without requiring any digital certificate becomes very
attractive in wireless applications.

Shamir (1984) introduced the concept of identity-based (ID-
based) cryptosystem to simplify the public-key authentication
problem. In this system, each user needs to register at a private
key generator (PKG) and identify himself before joining the net-
work. Once a user is accepted, the PKG will generate a private
key for the user and the user’s identity (e.g. user’s name or email
address) becomes the corresponding public key. In this way, in or-

der to verify a digital signature or send an encrypted message, a
user only needs to know the ‘‘identity” of his communication part-
ner and the public key of the PKG, which is extremely useful in
cases like wireless communication where pre-distribution of
authenticated keys is infeasible.

In the same paper, Shamir proposed the first ID-based signature
(IBS) scheme based on integer factorization problem (IFP). Guillou
and Quisquater also proposed a ‘‘paradoxical” IBS using their inter-
active zero-knowledge protocol in Guillou and Quisquater (1988,
1989), which has been accepted as an ISO standard (I.S.I, 1999).
An IBS scheme using pairing was first proposed independently by
Sakai et al. (2000) and Joux (2000). Since then many pairing based
IBS schemes have been proposed (Paterson, 2002; Hess, 2003; Cha
and Cheon, 2003; Yi, 2003; Chen et al., 2003; Bellare et al., 2004).
However, unlike IFP and discrete logarithm problem (DLP), which
have been well studied in literature, bilinear pairing is a newly
emerging tool and more study is needed before it can be widely
accepted.

The major weakness of the IBS is the so-called ‘‘key escrow
problem”. Since PKG issues private keys for all users, PKG is able
to decrypt or sign messages for all users without consents of users.
A number of proposals have been proposed to overcome the key
escrow problem. One possible solution is to involve multiple PKGs
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in private key generating process. Since each user’s private key is
generated by multiple PKGs, this arrangement can reduce the risk
of trust on a single PKG. Girault (1991) introduced the concept of
self-certified public keys, which was extended in Lee and Kim
(2002). In the self-certificated public-key system, each user’s pri-
vate key is chosen by the user himself. The user’s public key is
computed from the public key of the PKG and the user’s identity
so that the certificate is ‘‘embedded” in the public key. A problem
of the self-certified scheme is that each public key is only implicitly
authenticated; but not explicitly authenticated. In self-certified
digital signature, each user still has to apply for a digital certificate
from the authority for his/her long-term public key.

In 2003, Al-Riyami and Paterson proposed the concept of certif-
icateless public-key cryptography (Al-Riyami and Paterson, 2003).
In certificateless public-key cryptography, the PKG computes a
partial private key for each user using his master key. The user then
combines its partial private key with some user selected secret
information to generate its actual private key. In this way, each
user’s private key is not available to the PKG. The public key of each
user is computed from its private key and the PKG’s public param-
eter. The user’s public key can be made available to other users by
transmitting it along with the messages or by placing it in a public
directory. There is no authentication required for the public keys.
In particular, there is no certificate for each public key. However,
the system is no longer identity-based, because the public key can-
not be computed from its identity alone. In certificateless encryp-
tion, the message sender needs to access the message receiver’s
identity and public key in order to generate ciphertext. However,
in identity-based encryption, the message sender only needs to ac-
cess the receiver’s identity. In certificateless digital signature
(CDS), the signer’s public key can be attached as part of the digital
signature to the verifier. Thus, the CDS provides the same benefit as
the IBS. Meanwhile, it does not have the key escrow problem of the
IBS. Since 2003, there are many bilinear mapping based proposals
for CDS (Al-Riyami and Paterson, 2003; Yum and Lee, 2004; Li
et al., 2005; Zhang et al., 2006; Gorantla and Saxena, 2005; Yap
et al., 2006; Hu et al., 2007; Du and Wen, 2009).

In this paper, we propose a generalized approach to construct
CDS schemes. The proposed construction can convert any DL-based
signature scheme to a CDS scheme. The proposed CDS scheme is
secure against adaptive chosen-message attack in the random ora-
cle model. In addition, the proposed CDS scheme is efficient in sig-
nature generation and verification. To the best of our knowledge,
this is the first scheme on designing CDS scheme based on the
well-studied DLP.

This paper is organized as follows: In Section 2, the original ElG-
amal signature scheme and the modified ElGamal signature
scheme are reviewed. Our proposed CDS scheme is described in
Section 3 followed by security analysis in Section 4. We conclude
in Section 5.

2. Review of the ElGamal signature scheme

In this section, we will briefly review the original ElGamal sig-
nature scheme as well as the modified ElGamal signature scheme.

2.1. Original ElGamal signature scheme

The signature generation often uses a one-way hash function h.
The original ElGamal signature scheme (ElGamal, 1985) contains
three algorithms: key generation, signature generation and signa-
ture verification.

Key generation algorithm OKgð1nÞ: In all ElGamal-family signa-
ture schemes with security parameter 1n, the message signer runs
the random oracle OKgð1nÞ to generate a large prime p and a gen-

erator g of order p� 1. These two numbers are made publicly
known. The signer then selects a random private key x 2 Z�p and
computes the corresponding public key y ¼ gxmod p.

Signature generation algorithm OSignðx;mÞ: Let m denote the
message to be signed. The signer randomly selects a one-time se-
cret k 2 Z�p with gcdðk; p� 1Þ ¼ 1, then computes r ¼ gkmod p.
The parameter r does not depend on the message m and therefore
can be computed off-line. In order to generate the signature of
message m, the signer uses his private key x to compute s by solv-
ing the following linear equation

hðmÞ ¼ skþ xrmod ðp� 1Þ; ð1Þ

where h is the one-way hash function. Therefore,
s ¼ k�1ðhðmÞ � xrÞmod ðp� 1Þ. The pair r ¼ ðr; sÞ is the signature
of message m.

There are many variations of the original ElGamal signature
scheme. Interested readers are referred to Harn and Xu (1994)
for detailed information.

Signature verification algorithm OVfðy;m;rÞ: To verify the signa-
ture corresponding to Eq. (1), one checks whether

ghðmÞ ¼ yrrsmod p: ð2Þ

If Eq. (2) holds, then the verifier Accepts the signature, otherwise
the verifier Rejects the signature.

2.2. Modified ElGamal signature scheme

Since the original ElGamal signature scheme ElGamal (1985) is
existentially forgeable under both one-parameter and two-param-
eter forgeries, the scheme cannot achieve probable security. To
solve this problem, the modified ElGamal signature (MES) scheme
was proposed by Pointcheval and Stern (1996). The only difference
between these two schemes is that hðmÞ in the original ElGamal
signature scheme is replaced with hðm; rÞ in the MES scheme,
where h is a one-way hash function used for message signing. It
has been proved that the MES scheme is secure against existential
forgery in the random oracle model (Pointcheval and Stern, 1996).
For this reason, our proposed CDS scheme will be built on the MES,
which means that in the proposed CDS scheme, hðmÞ will be re-
placed by hðm; rÞ.

Similar to the original ElGamal signature scheme, the modified
ElGamal signature scheme, illustrated in Fig. 1, also includes three
algorithms.

3. Proposed design of certificateless signature schemes based on
discrete logarithm problem

Key escrow is an inherent weakness of the original identity-
based cryptographic schemes (Shamir, 1984). In an IBS scheme,
the PKG issues private keys for all user using its master private
key. As a result, the PKG is able to sign any message on user’s be-
half. The nature of this property violates the ‘‘non-repudiation”
requirement of digital signatures.

To solve this problem, in the certificateless signature public-key
system, though we still assumes the existence of a trusted PKG, the
PKG can only compute a partial private key for each user using its
master key. The user then uses the partial private key with the se-
cret information to generate its actual private key. In this way, each
user’s private key is not available to the PKG. The user can also
combine its secret information with the PKG’s public parameters
to compute its public key. Each user’s public key can be made
available to other users by transmitting it along with the signature
or by placing it in a public directory. There is no authentication re-
quired for the public key. In particular, there is no certificate for
each public key.

790 L. Harn et al. / The Journal of Systems and Software 82 (2009) 789–793



Author's personal copy

In this section, an efficient CDS scheme based on DLP is pro-
posed. The proposed scheme is quite easy to understand, imple-
ment, and can be applied to the entire ElGamal-family signature
variants. The proposed CDS scheme contains four algorithms:
PKG key generation, user key generation, message signing and sig-
nature verification, which is illustrated in Fig. 2. We now describe
the four algorithms in detail.

PKG key generation Kpkgð1nÞ: This algorithm takes a security
parameter 1n as input, and outputs the public parameters params
and the master private key of PKG.

(1) Run the random oracle Kpkgð1nÞ to generate a large prime p
and a generator g of Z�p.

(2) Run the random oracle to select a random private key x 2 Z�p
and computes the public key y ¼ gxmod p.

(3) Return params ¼ ðp; g; yÞ as the public parameters of PKG,
while keep x as the master private key of PKG.

User key generation Kuðparams; IDÞ: This algorithm takes the
public parameters params and the user’s identity ID as inputs,
and it will interact with PKG, then outputs user’s private key s
and public key ðr;RÞ.

(1) User selects a random private key v 2 Z�p�1 with
gcdðv ; p� 1Þ ¼ 1, and computes u ¼ gvmod p. fID;ug is sent
to PKG.

(2) PKG generates a pair ðr; zÞ such that ghðID;rÞ ¼ yrtzmod p,
where h is a one-way hash function. In order to achieve this
aim, PKG first selects a k 2 Z�p�1 with gcdðk; p� 1Þ ¼ 1, then
computes t ¼ gkmod p and r ¼ ukmod p. PKG solves the
linear equation hðID; rÞ ¼ xr þ kzmod ðp� 1Þ ) z ¼
k�1ðhðID; rÞ � xrÞmod ðp� 1Þ. The output ðr; zÞ is sent to
user.

(3) User extracts a pair ðr; sÞ such that ghðID;rÞ ¼ yrrsmod p. In
order to achieve this aim, user computes
s ¼ v�1zmod ðp� 1Þ and R ¼ rsmod p. s is each user’s private
key and ðr;RÞ is each user’s public key.

Message signing Signðparams;m; sÞ: This algorithm takes the
public parameter params, the message m, and the user’s private
key s as inputs, and outputs the signature r on m.

(1) Choose a random l 2 Z�p�1 with gcdðl; p� 1Þ ¼ 1 and compute
r1 ¼ rlmod p.

(2) Solve s1 from hðm; r1Þ ¼ sr1 þ ls1mod ðp� 1Þ. That is
s1 ¼ l�1ðhðm; r1Þ � sr1Þmod ðp� 1Þ.

(3) Return r ¼ ðr;R; r1; s1Þ as the complete CDS on m.

Signature verification Vfðparams; ID;m;rÞ: This algorithm takes
the public parameter params, the user’s identity ID, the message
m and the signature r as inputs, and outputs Accept or Reject.

The verification of the CDS r for an identity ID and public key
ðr;RÞ on a message m is based on the following two equations:

(1) ghðID;rÞ ¼ yrRmod p, and
(2) rhðm;r1Þ ¼ Rr1 rs1

1 mod p.

If both equations hold, then the CDS will be Accepted, otherwise
the CDS will be Rejected.

We note that there is no certification required for user’s public
key, that is, the authentication for user’s public key is not required
in CDS scheme.

Remark 1. The signing phase of our proposed CDS scheme
requires one modulo exponentiation, which is identical to any
ElGamal-family signature variant. The CDS verification requires
four modulo exponentiations, while only two modulo exponenti-
ations are required for ElGamal-family signature variants. There-
fore, two additional modulo exponentiations are required in our
proposed CDS scheme. The length of CDS is doubled as compared
to the length of any ElGamal-family signature variant.

Remark 2. Without loss of generality, we can represent the gener-
alized signing equation for all DL-based signature schemes as
ax ¼ bkþ cmod ðp� 1Þ where ða; b; cÞ are three parameters from
the set of values fm; r; sg. More specifically, each parameter can
be a mathematical combination of fm; r; sg. For example, the

MES
sign

MES
verify

Signature: (r, s)
Private Key: x

Message: m

Public key: y

Accept/Reject

Fig. 1. The modified ElGamal signature scheme.

PKG:

MES sign

MES
verify

Signature: r

Signature: (r1, s1)

Private key: s

Public key: R

Accept/Reject

Message: ID

Private key: x

Message: m

R=rs mod p

Logic
AND

User:

MES sign

MES
verify

Accept/Reject

Public key: y=gx mod p

Accept/Reject

Fig. 2. The proposed CDS scheme.
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parameter a can be m; r or s. The verification equation is deter-
mined accordingly as ya ¼ rbgcmod p. There are 18 generalized
ElGamal-type signature variants (Harn and Xu, 1994). Readers
can refer to Harn and Xu (1994) for more discussion on the design
of DL-based signature schemes. Among all DL-based signature
schemes, the signature component s is always in the exponent of
signature verification equations. Thus, by following the same
approach as proposed in this section we can convert any DL-based
signature scheme to a CDS scheme.

4. Security analysis for our proposed CDS scheme

In this section, we will analyze the security of the proposed CDS
scheme. We first describe the attack of the CDS scheme in detail.
Then, we prove that the proposed CDS scheme is secure against
these attacks. The security analysis is based on discrete logarithm
problem (DLP) and discrete logarithm assumption (DLA) in the ran-
dom oracle model.

Definition 1 (Discrete logarithm problem (DLP)). Let p be a large
prime and g be a generator of order p� 1 in Z�p, given the elements
g, y and p, compute the exponent x such that y ¼ gxmod p.

Definition 2 (Discrete logarithm assumption (DLA)). It is computa-
tionally infeasible to solve the discrete logarithm problem.

In our analysis, we consider three types of attacks. The first two
types of attack relate to the security of the PKG key generation and
user key generation respectively, while the third type of attack is
about security against adaptive chosen-message attack in the ran-
dom oracle model. We will define the three types of attack for-
mally as follows.

Definition 3 (Type I attack). The adversary AI; who only knows
the public parameter, tries to obtain PKG’s master private key.

Definition 4 (Type II attack). The adversary AII; who can be a dis-
honest PKG knowing user’s public key and user’s partial private
key in user key generation, tries to obtain user’s private key.

Definition 5 (Type III attack). The adversary AIII , who takes on the
ability of the adaptive chosen-message attack as described in Gold-
wasser et al. (1988), tries to forge a valid CDS. The adversary can be
categorized into two types. The first type of adversaries is a dishon-
est PKG who knows the PKG’s master private key and user’s partial
private key in user key generation. The second type of adversaries
is generally a third party who does not know the PKG’s master pri-
vate key and the user’s private key.

We will prove that our proposed CDS scheme is secure against
Type I and Type II attacks under the DLA (Theorem 1), and is secure
against Type III attack under the adaptive chosen-message attack
in the random oracle model (Theorem 2).

For an alleged CDS ðr;R; r1; s1Þ of a message m signed by a user
with identity ID, the signature verification is based on the follow-
ing two equations:

(1) ghðID;rÞ ¼ yrRmod p; and
(2) rhðm;r1Þ ¼ Rr1 rs1

1 mod p,

where ensures that the public key R for the user with identity ID is
generated by the PKG with knowledge of the secret exponent of y)
ensures that the signature component ðr1; s1Þ of message m is gen-
erated by the signer with knowledge of the secret exponent of R,
which is equivalent to the public key y in the MES. Therefore, in or-
der for a CDS to be valid, both verification equations need to be
satisfied.

It has been proved that the MES scheme is secure against adap-
tive chosen-message attack in the random oracle model (Pointch-
eval and Stern, 1996). We will prove that our proposed CDS
scheme is also secure against adaptive chosen-message attack in
the random oracle model.

Theorem 1. The proposed CDS scheme is secure against Type I and
Type II attacks under DLA.

Proof. In the Type I attack, the adversary AI; who only knows the
public parameter, tries to obtain PKG’s master private key. The
adversary can only try to compute the master private key from
the public information. It is obvious that to get the secret exponent
x of the master private key from PKG’s public key y ¼ gxmod p is
equivalent to solving the typical DLP. Thus, it is computationally
infeasible for AI to obtain x under the DLA.

In the Type II attack, the adversary AII , who can be a dishonest
PKG knowing the user’s public key and partial private key in user
key generation, tries to obtain the user’s private key. It is obvious
that to get the user’s private key s from its public key R ¼ rsmod p
is equivalent to solving the typical DLP. In addition, it is compu-
tationally infeasible for AII to compute the user’s private key s
from its partial private key z in user key generation. This is because
s ¼ v�1zmod ðp� 1Þ, where v is a secret randomly selected by the
user. On the other hand, the computation of v from u ¼ gvmod p is
a typical DLP. h

However, a dishonest PKG may pretend to be a user with iden-
tity ID and try to obtain a private key. Then, a dishonest PKG uses it
to generate a valid CDS of any given message. This attack is similar
to the attack made by a dishonest Certificate Authority (CA). That
is, a dishonest CA can pretend to be a user and to obtain a valid
public-key digital certificate. In this way, a dishonest CA uses this
public-key digital certificate to impersonate the user to communi-
cate with others.

Theorem 2. The proposed CDS scheme is secure against Type III
attack, that is, secure against adaptive chosen-message attack
under the random oracle model.

Proof. The adversary can be divided into types: The first type of
adversaries consists of a dishonest PKG who knows the PKG’s mas-
ter private key and the user’s partial private key in user key gener-
ation. The second type of adversaries is a general third party who
does not know PKG’s master private key and user’s private key.

In previous theorem we have proved that our scheme is secure
against Type II attack under DLA. That is, a dishonest PKG cannot
obtain a user’s private key. According to the MES, only the
legitimate user with knowledge of the secret exponent of R, the
user’s private key, is able to generate a pair of ðr1; s1Þ such that
rhðm;r1Þ ¼ Rr1 rs1

1 mod p. Thus, a dishonest PKG cannot impersonate a
user to generate a valid CDS.

For the adversary to be a general third party AIII who does not
know PKG’s master private key and a user’s private key, we will
prove that it is impossible to forge a valid CDS. We prove this result
by contradictory.

First, we assume that AIII can forge a valid signature
r ¼ ðr;R; r1; s1Þ under the targeted identity ID and any given
message m and the given public parameter. In other words, the
forged CDS satisfies both of the following verification equations.

(1) ghðID;rÞ ¼ yrRmod p; and
(2) rhðm;r1Þ ¼ Rr1 rs1

1 mod p.

We know that Eq. (2) is the verification equation of MES scheme
of message m; where R is the public key. Since the forged CDS
satisfies the Eq. (2) and MES scheme is secure against adaptive
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chosen-message attack in the random oracle model, we can
conclude that AIII must know the secret exponent of R.

Furthermore, we note that in Eq. (1), the secret exponent of R is
one of the components of the MES scheme with the message
identity ID, where y is the public key. Since the forged CDS also
satisfies the Eq. (1) and the MES scheme is secure against adaptive
chosen-message attack in the random oracle model, AIII must
know the discrete logarithm of y. This result contradicts to our
previous assumption that AIII does not know PKG’s master private
key. h

5. Conclusions

In ID-based cryptosystems, the public key of the user can be de-
rived from the user’s identity. IBS can be verified using the signer’s
identity and PKG’s public keys. There is no authenticated public-
key distribution required. However, the IBS schemes bear an inher-
ent weakness, that is the PKG knows the private keys of the users.
As a result, the PKG is able to sign any messages on users’ behalf,
which violates the ‘‘non-repudiation” requirement of digital signa-
tures. To solve this problem, the concept of CDS was proposed,
which enjoys the benefit of IBS, meanwhile, it does not have key
escrow problem. In this paper, we propose a simple method to
transform any DL-based signature scheme into a CDS scheme.
Our scheme can eliminate key escrow from the PKG since the
user’s private key is known only to the user himself. The proposed
CDS scheme is secure against adaptive chosen-message attack in
the random oracle model.
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